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1. General
There has been a number of discussions recently related to the support of privacy concepts for LCS.  Currently user associated privacy checks are done in the VMSC or SGSN, using information that is contained within the user SLPP that resides in the HLR.  Currently there are concerns regarding support of enhanced privacy functionality that is desired and it has been suggested that this new functionality exists within LCS Framework.

This paper suggests a framework and mechanism that ensure that the enhanced privacy can co-exist with legacy privacy framework and also defines the PPR agent that acts as the agent for the user to manage their personal LCS privacy settings.

The following figure shows the suggested framework:
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2. Reasons for change

The existing subscriber specific privacy parameter information is stored in the HLR and sent to the VLR or SGSN via MAP interfaces. However, it has been recognised that many new privacy parameters are needed for the privacy control of location services and it might not be possible to support all this new functionality and parameters within the HLR. 

This functionality allows Privacy profile information to be located in another database and the HLR information should keep in synchronisation with the information in this database.  If extension containers are used in the HLR this also means that adding new kinds of privacy elements is can be added without explicit standardisation. 

3. Concerns raised in the last SA2 meeting

1. Privacy check according to Rel-4 (privacy check in MSC/SGSN) and the additional "privacy check" of GMLC/PPR (as proposed in TR)  may lead to different results, so it is for further study how  to combine the different results.

The PPR acts as an agent for a subscriber to manage their privacy arrangements, this should be synchronised with the HLR using some intelligent mechanism to ensure that this data shared data is synchronised at the earliest convenience.  This would enable information to be made available to the GMLC to offer enhanced privacy decisions prior to any request being made within the core network, and again the VLR shall be able to use an update of this information within its decision making process.

2. The problem of roaming subscriber may need further discussion and may cause additional changes of the architecture proposed in this TR
If the privacy information is kept in synchronisation between the PPR and HLR and networks support this feature there should be no problems, if the network supports legacy (Rel 4) privacy then due to the nature of synchronisation the updated relevant data should be passed to the legacy network from the HLR.  If the roamed in network is legacy, privacy can be dealt with as defined in rel 4.

3. Is there other possible architecture models?

It could be possible to locate the PPR anywhere, although this would probably be in the home PLMN.  However if the home PLMN decided to contract this out it could be supported by some third party and the synchronisation could be managed via OSA techniques.  Another example may be that it is in the handset, however this may impact the protocols handled to the RAN and over the air.

4. Is it a security risk when the GMLC sends the privacy check result to MSC/SGSN.

The GMLC is a core network element and the PLMN operator should ensure network security to preserve this node integrity.
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