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1. Background

The interoperability between an IMS client and an IPv4 multimedia client (e.g. a SIP client connected to an IPv4 only network) is a major concern for an operator. Orange foresees that, by the time the UMTS release 5 network is available, the migration towards IPv6 may not be completed and numerous networks will still be IPv4 only based. 

Up to now the only mechanisms available in 3GPP to handle such interoperability are IETF translation based mechanisms such as NAT-PT [1]. 

However Orange would like to underline the important drawbacks driven by these types of mechanisms:

· Strong impacts on the QoS. Due to the significant differences between IPv4 and IPv6 headers the overall performance will be severely affected, delay and jitter will be particularly impacted. Moreover up to now the translation mechanisms do not take into account quality of service parameters and provide a best effort translation; 

· Security breakpoint. Translation mechanisms break the end-to-end security that can be provided by IPSec for instance;

· Specific ALG (Application Layer Gateway) are required to support some protocols that carry embedded IP addresses. It must be underlined that the use of ALG strongly impacts the performances and that not all the protocols are supported, for instance the SIP ALG is not available yet;

· The traffic is concentrated in the translation equipment; this drives major scalability and security issues;

· The data routing is not optimal since all the traffic has to go through the translation equipment that is located in the home network. This is particularly noticeable when the user is in roaming situation and uses a visited GGSN; 

· For legal reasons an operator must be able to correlate an IP address to a customer at each moment. Translation mechanisms rely on the fact that IP addresses can be quickly reallocated to different users, in these conditions keeping the track of the user is a big concern and is not addressed up to now.

This is why Orange would like to suggest the SA2 to study other IPv4/IPv6 interoperability mechanisms. 

To this end the present discussion paper proposes a SIP-based IPv4/IPv6 transition mechanism.

2. Discussion

2.1. Introduction

From Orange point of view two conditions must be fulfilled to properly use an IPv4/IPv6 transition mechanism:

· The first one is to be able to detect that a transition mechanism is required

· The second one is to trigger the transition mechanism when needed

In the rest of this discussion paper the proposed SIP-based IPv4/IPv6 transition mechanism is described taking into account the two requirements given above (first, detection of the IP version the correspondent wants to use and second, set-up of the transition mechanism if required) and the two following situations:

· The IPv4 client is connected to an External Network identified by the HPLMN as an IPv4 only network;

· The IPv4 client is connected to an External Network not identified as an IPv4 only network: this case happens when the IPv4 client is registered in a Dual Stack SIP Proxy/Registrar for instance.

Then the impacts of the proposed solution on the UMTS network are given and the advantages of this solution are emphasized. 

2.2. SIP-based transition mechanism principles:

The SIP-based transition mechanism introduced in this paper relies on the following characteristics of the SIP protocol:

· Independence between the SIP layer and the transport stack; this means that a SIP message can be carried unchanged either on top of an IPv4 transport stack or on top of an IPv6 transport stack;

· It is possible to use different IP addresses for the control plane (e.g. for the SIP signalling) and for the data plane (e.g. for the RTP payloads);

· The SIP signalling messages are transmitted hop-by-hop from the transmitter to the SIP proxies to the recipient.

The main idea of the transition mechanism presented in this document is to use those characteristics to transport, for a single communication between an IMS client and an IPv4 only multimedia client, the SIP signalling over the usual IPv6 PDP Context for signalling and the user data over an IPv4 PDP Context.

The SIP-based transition mechanism is used during the call establishment phase. Once it has been performed, and until the call release:

· The SIP signalling messages are carried over the IPv6 PDP Context for signalling and forwarded hop-by-hop to the IPv4 end-host (and vice-versa). A new entity is introduced to change the transport stack from IPv6 to IPv4 while the SIP messages remain unchanged (see 2.3.2).

· The data traffic is carried over an IPv4 PDP Context and directly routed from the GGSN to the IPv4 end-host. No transition mechanism is required.

2.3. Description of the SIP-based transition mechanism:

2.3.1. Description of the main steps to establish an outgoing IMS / IPv4 only communication by using this SIP-based transition mechanism:

Step 1: 
At first the IMS UE tries to establish the multimedia call by sending an INVITE message on its IPv6 PDP Context for signalling

Step 2: 
Then the UE must be informed that the end-host is IPv4 only. It must be underlined that the need of this "detection phase" is independent of the transition mechanism type as before using any transition mechanism it has to be checked that it is really required.

The detection of the IPv4 end-host may be done in two different ways, depending on the situation:

· Either the External Network is identified by the HPLMN as an IPv4 only network; in this case the S-CSCF is able to detect, during the name resolution phase, that the target network is an IPv4 only network; then, the S-CSCF sends to the UE a SIP message indicating that the end host it is trying to reach is IPv4; this SIP message can be specifically defined by 3GPP or it can be a newly standardised IETF message.
· Or the External Network is not identified by the H-PLMN as an IPv4 only network (case of an IPv4 Host registered in a dual stack SIP Proxy/Registrar for instance); in this case the S-CSCF is not able to detect that the end-host only supports IPv4. The INVITE message is forwarded up to the end-host that should reply with a SIP error message. In this situation, the SIP error message must necessarily be standardised in IETF since it is sent by an IETF SIP entity. 

Step 3: 
Once the UE detected that the end-host is IPv4 only, it establishes a new IPv4 PDP Context. During this PDP Context activation the UE fetches an IPv4 address.

Step 4: 
The UE re-sends an INVITE message and includes in the SDP part of the message its own IPv4 address.

Step 5:
The UE transmits/receives the call related SIP signalling messages on its PDP Context for signalling while the data are transmitted/received on the new IPv4 PDP Context.

Step 6: 
At the end of the communication the IPv4 PDP Context and the UE IPv4 address are released.

2.3.2. Functional description: transport requirements for SIP signalling messages

This mechanism requires that the IMS UE is dual stack and that one entity at the border of the IMS is also dual stack. The following protocol stack introduces this new entity responsible for the IPv4 to IPv6 transport stack conversion (and vice-versa).

The "Dual Stack SIP Proxy" shall add its SIP URL in the appropriate SIP headers in order to be on the path of the subsequent signaling messages. It is responsible of changing the IP version of the transport stack below the SIP signaling message. It must be noticed that any SIP proxy server that is dual stack can perform this operation.

The SIP signaling message remains unchanged.
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Figure 1. Introduction of a "Dual Stack SIP Proxy" at the border of the IMS – signalling plane

2.3.3. Functional description: outgoing call flow

A detailed example of a call flow for an outgoing multimedia call involving the SIP-based IPv4/IPv6 transition mechanism is given hereafter.
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Figure 2. Call flow for an IMS outgoing call towards an IPv4 only External Network

1:  The UE sends to the P-CSCF the SIP INVITE message. The SDP field includes the UE IPv6 address.

3:  The P-CSCF modifies  (i.e. it includes its own alias in the Via and Record Route fields) and forwards the message to the S-CSCF where the UE is registered. 

4:  The S-CSCF analyses the SDP field and detects (C) that the IP version is IPv6 then it performs the name resolution procedure to find out how to contact the SIP Proxy of the External Host: 

· If the External Network is identified as an IPv4 only network, the S-CSCF sends to the UE a message meaning that the only IP version supported by the external network is IPv4 (situation represented on Figure 2). 

· If the External Network is not identified as an IPv4 only network. (e.g. the External Host may be an isolated IPv4 Host connected to a Dual Stack Network or it may be an IPv6 end-host), then the INVITE will be forwarded up to the end-host (situation not represented on Figure 2).

5:  Receiving the SIP message indicating that the IP version to use is IPv4, the UE activates an IPv4 PDP Context and fetches an IPv4 address.

6:  The UE sends to the P-CSCF another SIP INVITE message. The SDP field then includes the UE IPv4 address that was given by the GGSN at IPv4 PDP Context Activation. Within the UMTS Packet Domain, this message is still transported by the IPv6 PDP Context for signalling.

8: The P-CSCF modifies (i.e. it includes its own alias in the Via and Record Route fields) and forwards the message to the S-CSCF where the UE is registered. Note that this SIP message is still transported on an IPv6 stack.

10: The S-CSCF analyses the SDP field and detects that the IP version included in the SDP field is IPv4. Then the S-CSCF performs the name resolution procedure, modifies the INVITE message (i.e. it includes its own alias in the Via and record Route fields) and forwards it to the Dual Stack SIP Proxy on its IPv6 stack.

12: The Dual Stack SIP Proxy receives the SIP message on its IPv6 stack, modifies it (i.e. it includes its own alias in the Via and Record Route fields) and forwards it to the External SIP Proxy, using its IPv4 stack.

14: The External SIP Proxy modifies  (i.e. it includes its own alias in the Via and Record Route fields) and forwards the INVITE message to the External Host. After the exchange of OK and ACK messages, the connection phase is completed. 

All the subsequent SIP signaling messages will be forwarded hop-by-hop, following the same path as the INVITE and OK messages. The IPv4 call data flow will be carried over the IPv4 PDP Context and directly routed between the GGSN and the IPv4 host of the external network.

2.4. Impacts of the SIP-based transition mechanism

Orange identified the following impacts:

1) 
A message indicating to the UE that the end-host only supports IPv4 has to be defined. This message can be defined either in a new IETF draft or in 3GPP specifications. 

Orange would like to underline that a new IETF draft would allow covering the case of IPv4 hosts registered in dual stack SIP Proxies/Registrars. Moreover it is worth noticing that IETF might be highly interested in defining such a message since the same kind of problem will soon arise in the fixed network area. 

2) A new function has to be defined for the S-CSCF:

· If the S-CSCF detects during the name resolution phase that the target network is an IPv4 only network and that the received INVITE message contains an IPv6 address in its SDP body then the S-CSCF must return a specific SIP message to the UE; 

· If the S-CSCF detects during the name resolution phase that the target network is an IPv4 only network and that the received INVITE message contains an IPv4 address in its SDP body then the S-CSCF shall forward the INVITE message to a "Dual Stack SIP Proxy";

· If the S-CSCF detects during the name resolution phase that the target network is an IPv6 or a dual stack network then it shall forward the INVITE message to the next SIP proxy as usual.

3) The IMS UE needs to be dual stack. Moreover, a new behaviour on a SIP message receipt has to be defined for the UE. On the receipt of the specific SIP message indicating that the end-host only supports IPv4, the UE shall trigger a PDP Context activation with IPv4 as the PDP type. The UE then sends a new INVITE message with his new IPv4 address in the SDP part of the message.

4) There is a need to introduce a dual stack entity located at the border of the IMS to provide the change of transport stack for the SIP signalling messages. This entity called "Dual Stack SIP Proxy" in this paper may be integrated with other entities such as an I-CSCF for instance.

2.5. Advantages of this solution

Orange would like to emphasize the following advantages of this SIP-based transition mechanism:

1) 
No transition mechanisms are used during the multimedia call. The transition mechanism is only used during the call establishment phase;

2) 
The QoS can be handled end-to-end and the transition mechanism does not impact the overall performance (no impact on jitter nor on the delay);

3) 
The security can be handled end-to-end;

4) 
The traffic is not concentrated in translation equipment. This solution is scalable;
5) 
Operator can easily track the user/IP address correspondence;

6) 
The routing is optimized since data payloads are directly routed to the end-host without having to go through the UE home network first. This is particularly appreciable in roaming situation;

7) 
At last it must be underlined that 3GPP has not defined yet how the S-CSCF decides to trigger IPv4/IPv6 translation mechanism for a particular call with a NAT transition mechanism for instance. The solution proposed in this paper introduces a way to detect that the end-host only supports IPv4.

3. Conclusion

This discussion paper presented a SIP-based IPv4/IPv6 transition mechanism for multimedia communications involving the IMS. 

This mechanism resolves major problems arising from the use of translation mechanisms (QoS decrease, security breakpoint, non optimal routing, traffic concentration, scalability problems etc.) and also addresses another important issue that was not taken into account up to now: before triggering any IPv4/IPv6 transition mechanism there is a need to detect that the target network and/or the target end-host is IPv4 only.

Orange would like to ask the SA2 to discuss and endorse the SIP-based transition mechanism presented in this discussion paper.

Orange is willing to provide the necessary Change Requests in the appropriate 3GPP Working Groups and to push a new IETF draft if required.
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