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Foreword

This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of this TR, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3 or greater
indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the specification.

Introduction

This TS defines the stage 1 for push service and for push service capability feature.The Push Service introduces a means to transmit information to a device without a previous user action. In the normal client/server model, a client requests a service or information from a server, which then responds in transmitting information to the client. This is known as the “pull” technology, the user pulls information from the content provider. The World Wide Web is a typical example of pull technology, where a user enters a URI (the request) which is sent to a server and the server answers by sending a Web page (the response) to the user.

In contrast to this there is also the “push” technology where there is no explicit request from the user before the content provider (push initiator) initiates an information transfer to a user.  Another way of saying this is that whereas “pull” transaction of information are always initiated from the user, “push” transactions are content provider initiated.

Typically, a user (or organisation-user) signs up for content provider and defines their interest, volume of information acceptable and other factors in the subscription profile. As information becomes available that satisfies the user subscription and profile, the push initiator delivers it to the user using the Push Service.
Another common use for push services is the delivery of notification from e.g. MMS to the user  while the user has the option of “pulling” the actual information from the push initiator. 
Push initiators may include high level services  such as IMS, MMS, etc., and use cases including public safety, government, corporate IT,transfer of information to machines and devices, in addition to infotainment type services. 
Another common use for push services is the delivery of notification from e.g. MMS to the user  while the user has the option of “pulling” the actual information from the push initiator. 
Similarly the user might decide to pull down a large streaming video or graphical image after receiving notification of its availability with details on what it contains.   More complex services like MBMS might also make use of push service capability feature by sending a message to a collection of users on a closed user group.  These richer services would be layered on top of the basic push support offered by the network, thus keeping the complexity of implementing push to a minimum. Push is not intended to replace these other high level services or to interpret information when it is received by the push recipient. Push is intended, at least initially, for those push requirements with a small to moderate amount of data per push.
The delivery network provides the push information to the UE and user agent. The UA interprets and presents the information to a person using the UE or to a device or machine.  The user agent may also be part of a high level service such as IMS or MMS.

1 Scope

This Technical Specification defines the stage one description of the Push Service. Stage one is the set of requirements that shall be supported for the provision of push services and service capability features, seen primarily from the subscriber’s, service providers’ and delivery network points of view.
This TS includes information applicable to network operators, service providers, terminal and network manufacturers. The information is also applicable to high level applications such as IMS or MMS which benefit through use of a push API. It is of use to manufacturers and organizations which have devices or machines benefiting by availability of push information.
This TS contains the core requirements for the Push Service for use by high level services and for operator and external Push Initiators , which are sufficient to provide a complete service and service capability feature.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.

-
A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

[1]
3G TS 21.133: "3G Security; Security Threats and Requirements"

[2]
3G TS 21.905: “Vocabulary for 3GPP Specifications” 


3G TS 22.101: “Service Aspects; Service Principles”


3G TS 22.105: “Services and Service Capabilities”

3G TS 22.060: “General Packet Radio Service (GPRS); Service description; Stage 1”

3G TS 22.115: “Service aspects; Charging and Billing”

3 Definitions and abbreviations

Definitions and abbreviations used in the present document are listed in TR 21.905 [2]. For the purposes of this document the following definitions and abbreviations apply:

3.1 Definitions

Delivery Network: the network that delivers the information from the Push Initiator to the User.

Organisation-user: an organization or entity which uses push service and controls push recipients. It may be a corporation or government agency. One illustration is an organization or entity which controls UEs integrated into special-purpose devices as part of a closed user group. A UE which is controlled by an individual only for personal services has no organization-user.
Push initiator: the entity that originates push content and submits it to the push service for delivery to a user agent on the UE e.g. content provider, MMS, corporate IT systems.

Push service: a service which delivers information (e.g. notification, data, multimedia content) initiated from a Push Initiator (which may be external to the PLMN) to the UE.
Push recipient: the entity that receives the push content from the delivery network and processes or uses it. This includes the UE with which the PLMN communicates with, the user agent with the application level address, and the device, machine or person which uses the pushed information.
Trust Level : ?

User: a person who interacts with a user agent to view, hear or otherwise use a rendered content, or, a device or machine which interacts with the user agent to utilise the pushed information. 
User agent: is any software or device that interprets resources. This may include textual browsers, voice browsers, search engines etc.

3.2 Abbreviations

For the purposes of this document the following abbreviations apply:


URL – Uniform Resource Locator.
URI – Uniform Resource Identifier
VASP – Value Added Service Provider
4 Overview of the Push Service

This clause discusses both the functioning of the push service and the relationships among operators, users, push recipients and push initiators. It covers some of the categories of push recipient configurations, together with examples of their use, and potential impact on relationships. There is tremendous flexibility of configuring services, uses, and the push initators and  push recipients. This variety enables operators to differentiate services in collaboration with push initiators and user-organisations. These are functional descriptions: multiple functions may, depending on busininess arrangements, be performed by a single entity.
This overview covers:
· push use functional description and illustrative examples
· push elements and entities

· push configuration classes

· push initiators, operators, organisation-users (and relationships)

· security and privacy



Figure 1 : Push Service Overview

4.1 Functional description of push service
Information is transferred by the Push Initiator to a Push Recipient as shown in Figure 1.  The information exchanged is initiated by a Push Initiator, which is given the permission to push information over a particular delivery network and permission to address a particular set of user equipments (UE).  The user or an application working in relation to the UE is said to be the Push Recipient.  The Push Recipient may also have another stakeholder (the organization-user), which would be the owner of the UE.  For example in a corporate setting a given company may outfit their sales staff and limit the types of wireless activities and data the sales staff can access to control costs.
Push initiators may be within or or external to the PLMN, and may also be UE-based.
The Push Initiator sends information to the Delivery Network using the push API, which uses the destination device and application level addresses, and desired service parameters (delivery class, receipt, etc.).  The information (of arbitrary type and content as far as the Delivery Network is concerned) is provided to the User Agent in the UE. The User Agent then interprets and presents the information to the person or device. 
A Push Service is a service whereby the Push Initiator sends information to a UE at a time that is determined by the Push Initiator.  The information is then used by a User Agent (service or application in the UE ) to present to a person or for use by a device or machine. The information could be, for example :

· advertising, which the user has agreed to accept,

· news bulletins, weather forecasts, stock quotes etc. that the user has subscribed to by prior arrangement,

· very specific to the users interests, hobbies e.g. details of the location of a rare bird for birdwatchers, the latest news from a favourite TV show,

· work-related (corporate information service)  e.g. company notices, details of next job for field engineers, e-mail, updated inventory records,
· sensitive information, e.g. messages between attorneys within a corporation, operation of security systems,
· download of data or software for UE application or for connected machine,
· command or other information for equipment (vending machines, road information equipment, copy machines, telemetry equipment),
· Upload of information (meter reading, equipment status, low stock in vending machine) from a UE push initiator to a push recipient.
All of these services of the push initiator will make use of the delivery network push service (which is a ”logical” push service not seen directly by the user). 
The information push is initiated by a Push Initiator that has permission to push information over a particular delivery network and permission to address a particular set of users.

[moved to section 4.2.3]
4.2 Issues to be addressed
To offer a push service there are several fundamental push issues that should be raised.  As GPRS-based data services start to expand, the numbers and types of Push Recipients will start to diversify. Some of these issues include:

· the different types and requirements of Push Recipients - different UE uses and push configurations affect push requirements,
· stakeholders of the UE - different commercial relationships and solutions affect push relationships,
· user (organisation-user) and UE security - protection from unwanted push data is an important consideration for certain types of Push Recipients and certain types of UE configurations.
4.2.1 Push configurations

As GPRS-data only devices become more commonly used, new push-recipient configurations will be developed. This may result in changes in push requirements to meet these changed needs. Representative major configurations include:


UE for unattended operation - as GPRS radio modules are placed into machines and integrated into solutions they need to operate continuously with no or little intervention.  Examples include vending machines, meter reading units, metered parking, and asset tracking, typically in a data-only mode.   UEs  for these uses are generally initialized, configured and have an operation that may include both pulled data and pushed data.  For example a vending machine may send a message every time an item is sold, or it could be interrogated spontaneously from a host to determine inventory levels. Since these are specialized applications, it is expected that each may be operated as a closed user group. 

UE acting in a point of sale (POS) capacity - POS devices represent a special class of wireless user that possesses no knowledge of wireless and no ability to make decisions related to push services.  This class of push recipient can almost be considered unmanned and has a very high installation, setup and confirmation of service required.  The majority of the data exchanges with this solution do not involve push, however there are advantages in being able to offer push.  For example the financial institution may send special advertising offers, rate change notices or some other unique promotional material.  The company may do a daily totals check on the POS terminal, or it could even download special software or application code.


UE with user acting within a closed user group - this class of UE represent a closed, and often secure, solution that requires push between a specific Push Initiator to a set of Push Recipients.  These configuration of Push Recipient are often not expandable, require higher security, setup and provisioning.  The organisation-user rather than the person using the service may have the direct relationship with the network operator.


UE with user acting in an open user group - this class of UE represents a more traditional consumer using mobile devices of all kinds.  This user requires assistance to find, accept and refuse push services through third-party support.  This group needs higher protection from ‘SPAM’ and may have a direct relationship with the network operator.  This group may also have overlap with users from the closed user group.  For example a corporate e-mail user may also want to get their personal mail from their ISP wirelessly, or request special value-added services from the network operator.
There will be variations and combinations of the general configurations, especially likely with those applications where information is presented to a person.

Note also that unattended configurations may be capable of and used for fixed, transportable, or mobile operation. 
4.2.2 Push stakeholders and relationships
Deployment of push services to different classes of push recipients requires cooperation between several different commercial groups in order to produce a solution that works correctly. These groups include the operator (providing the delivery network and the PLMN), push initiator (operator, VASP, and at times an organisation-user), organisation-user (for some closed groups),  and manufacturers, system integrators and development groups. The organisation-user may be corporate or governmental. 
The User or Organisation-user must have a subscription with the PLMN. The User then arranges for the services with the Push Initiator. In some cases, this may also be the operator, for information services, advertisements  and other services which the operator provides directly. Other cases may require a separate subscription with a VASP for the information or services required, or that the user be associated with a particular agency or corporation. 

The Push Initiator has access to the push service of the operator’s delivery network through a business arrangement with the operator. The arrangements may typically include the charging, capacity available, and means of service management.
The customer support function for closed user groups (including unattended operation) may often be performed by the push initiator, or the organization-user or system integrator. The support for open user groups usually would be the operator or the push initiator.
Some of the relationships include:


UE for unattended operation - solutions that use standalone GPRS radios, or OEM radio modules are often completed by independent system integrators and software and hardware developers.  Occasionally a large company may complete a solution that fills out a product offering or satisfies a particular target market for their product.  In this case the network operator could either confirm push services through the third-party, or their sales representative.  In the case of a large company solution the network operator would often deal directly with the manufacturer and wireless solution provider.  


UE acting in a point of sale (POS) capacity - solutions that use POS terminals can be handled in several ways.  The individual bank offering the POS solution may deploy the UE, or a third-party may be contracted by the bank to handle deployment and provisioning issues.  In many cases a specialized infrastructure may be used to handling, routing, fault tolerance and scalability needs.  Often low-level elemental access to the network is required for these specialized solutions.  The relationships in these situations are complex and may involve a short-term relationship with a third-party installer, while maintaining a long-term relationship with the bank or financial institution supporting the actual data exchange.  


UE with user acting within a closed user group - solutions that use closed user groups tend to solve a specific problem and a relationship must be established with each company that offers such a product.  The product may offer a broad solution, such as stock trading for the financial community, or a specific solution such as wireless e-mail for a corporation.  In each case the solution provider must educate and inform the network operator as to how the solution fits into the network.  Often low-level elemental access to the network is required for these specialized point-to-point solutions.  Based on how the solution is constructed, the relationship could be between the network operator and the solution provider.In other cases, the network operator may also be involved with the company running the solution, or even the organisation-users of the solution.


UE with user acting in an open user group - solutions built for the general consumer are best organized through the network operator, as demonstrated by a iMode solution offered by NTT DoCoMo.  There are exceptions to this product offering approach, as demonstrated by the company GoAmerica, within the North American marketplace.  These consumer solutions are less likely to require a strong push-centric solution, but providing push services can enhance these consumer solutions.  The relationship in this case is generally between the network operator and the end user, and the network operator can often act as the first line of support.  Additional relationships may be needed to connect various host services, such as a GoAmerica portal server, and for defining a method to support push services to the consumer.  A high-level push gateway, or a standardized Internet friendly API, may be useful in accelerating and encouraging host services to offer push content.
4.2.3 Push security and privacy issues
The privacy of the user is important and push services should in no way result in large amounts of unwanted information “spam” being sent to mobile users. 
Since there are different classes of users different security requirements also apply to each class.  The different kind of security requirements include:


UE for unattended operation - solutions of this class could make use of core network security such as closed user groups or virtual private networks (VPNs).  In this scenario a group of fixed wireless radio devices will only exchange data with a specific host service.  Therefore push requirements are also fixed between one host address and one set of UE.  If a closer user group or VPN solution were not available, this class of solution would probably be programmed to ignore extraneous message (SPAM) and other unrelated data.  However, the delivery of unwanted data would probably be detectable between the host service and the mobile device and be discounted by the service provider. Note that delivery of unusable information represents loss of network capacity.

UE acting in a point of sale (POS) capacity - solutions of this class could also make use of a closed user group or VPN type solution as discussed in the previous class.  The POS terminal may have greater exposure to external attack, specifically a denial-of-service attack could be problematic.  As part of the provisioning stage it may be important to let the POS terminal installer issue a command to the network to indicate the exact host service that it is allowed to communicate with.  This restriction could be for push services, pull services or both push and pull services. The POS use is essentially a group of closed user groups, and may utilise their solutions.

UE with user acting within a closed user group - solutions of this class tend to have private security solutions that protect them from unwanted information.  The main problem tends to be billing related since the amount of real (usable) data and the amount of unwanted data don’t agree between the network operator and the host service provider.  UE in this class of service can make use of closed user groups or VPNs if available.  Since this class of user may transition into an open user group it is important to provide flexibility when configuring the UE.


UE with user acting in an open user group - solutions built for the general consumer require the most protection from push services.  Especially if the network operator, or a third-party is offering dynamically expandable third-party services it is important to offer the user protection from SPAM data or direct denial-of-service attacks.  The access point that proxies the push services to the user should be responsible for providing security.  Stated another way, the best place to implement security is within the component that provided the host service in the first place.  For example if a third-party offers a collection of push services, and the user can select them via a browser-like interface, there should also be a way of de-selecting the service.  Similarly if a consumer is selecting host services via a push proxy gateway, the same push proxy gateway should be able to protect the same user and provide an interface to select and deselect push services.  In this situation the push proxy gateway may also be providing translation, reformatting and transcoding functions on behalf of the user of the UE.   Attempting to protect the user of a UE at the low-level push interface could be impossible, especially for services such as GoAmerica that offer aggregated host service solutions.

5   Requirements

The following list gives the high level requirements for the Push service:

5.1 General 

The Push Service shall allow a Push Initiator (which may be external to the PLMN) to initiate delivery of information to the UE, where the user agent in the UE interacts with a person or machine. The information shall be transmitted to the delivery network using a standardized API (application program interface).
It shall be possible to provide the Push Service without any user intervention, subject to settings in the Generic User Profile [x].  The Push Initiator may interrogate the Generic User Profile, if available, in order to establish the user preference related to the Push Service.
The push mechanism shall be efficient in the use of network resources and terminal resources.

Push Initiator may access user specific data held in the network (e.g. presence information and location information), when available, subject to the user’s privacy requirements and operator agreement.

A default bearer shall be selected / standardized for push service.

Note: 
SMS was not considered suitable as the default bearer service.  

Further it shall be possible to support push service over following legacy bearer:

-GPRS (preferred option) 22.060 [  ]


Supporting of push service over legacy bearers is subject to limitations due to varying capabilities of the used bearer service and terminals. It shall be possible to use all available access networks (e.g. GERAN, UTRAN, WLAN) as specified per each legacy bearer. Legacy bearer may be used when the default transport cannot be provided by serving network (e.g. roaming).


The bearer service for delivery of push information should be transparent to the Push Initiator, that is, the Push 
Initiator need not know what bearer service the client is using. The Push Initiator may, however, require certain grade of service for delivery, e.g. speed of delivery or delivery acknowledgement. 
It shall be possible to provide Push Services independently and simultaneously of other services e.g. SMS.



5.2 Addressing and Routing 

It shall be possible to uniquely identify push service recipients.

The addressing model shall include network addresses of the device, device identities to support devices with multiple network addresses, user identities and application level addressing (i.e. user agents). The addressing model shall be compatible with Internet specifications when applicable. 
The application level addressing shall allow high level services (e.g. IMS and others) to use push service to deliver information to the service’s user agent in the UE. 
Both telecom and internet numbering and addressing schemes shall be supported.
A variety of identifiers can be used externally to address entities. For example, data only terminals (e.g. vending machine) shall be reachable without necessarily using E.164 numbers.
There is no requirement to address users by IMEI.  
5.3 Service Delivery 
The Push Service may offer classes of  service delivery. This shall include support for the following,

·  lifetime for Push requests (undelivered content, how long it will reside in the Push network);

· requested delivery priority (different priorities dependent on for example originator)

· Immediate (e.g. within 10 seconds)

· Time sensitive (within a specified time)

· Delivery duration, maximum allowable (time from start to end of delivery to UE). 
· Low priority (e.g. Batch, off-peak)

· Reliability (e.g. guaranteed, non-guaranteed, with or without acknowledgement)

· no. of retries 

The Push Service shall provide a single-attempt delivery mechanism.

The Push Initiator requests the delivery of information with a particular class of service and the Push Service determines the most appropriate delivery mechanism. 
If the user declines delivery of a specific instance of pushed information the Push Service shall not attempt to re-send it.

· 
The Push Service shall be provided independent of the content type of the pushed information. The delivery network shall not be required to distinguish among content types of information or its use by high level services or applications. 
5.4 Service Management

The basic principle of service management is “the user is in control”. 
The user or organisation-user of the Push Service has a basic subscription relationship with the provider of the delivery network e.g. network operator.  However, the main service relationship is with the Push Initiators who by definition have access rights to the delivery network.

The user or organisation-user shall be able to control the information pushed from a particular Push Initiator by setting the appropriate parameters in the Generic User Profile [x] e.g. white lists and black lists.  The details of this is outside the scope of this specification.

The user or organisation-user shall be able to request Information from a particular Push Initiator be suppressed.
The user or organisation-user shall be able to request that the delivery network push service only permit information from particular Push Initiator(s) be sent. All other push information to the user shall be suppressed by the network. [Note: transmission of information which cannot be utilised by the push recipient represents a loss of network capacity.]
The user shall be able to indicate in their profile the maximum size of information permitted to be pushed. The delivery network shall limit push information to this size. The delivery network may also have its own limitations on maximum push information size.

6   Security 

Editors note : relationship to DRM ?

The “Security Threats and Requirements” specified in 22.133 [1] shall not be compromised.

The user shall be able to use the Push Service in a authorized and authenticated manner. Mechanisms shall be provided to ensure that the Push message is sent to and accessed only by the intended addressed entity. 
The Delivery Network shall provide mechanisms to prevent delivery of push information from non-authorized sources on a per-user and per-group of users basis, when the user or organization-user provides a list of authorized sources in the user profile
It shall be possible for the Delivery Network or the user to deny an unauthorized push message. 

It shall be possible to deny an unauthorized push message. An authorization may be based on the following:

· identity of the Push Initiator

· the destination user, device or user agent

· push related attributes such as priority
It shall be possible for the user agent in the UE to control acceptance of content pushed to the user based on the trust level of the Push Initiator.  

The Delivery Network shall provide data integrity and data confidentiality of the pushed information.  
The Delivery Network shall accept and deliver push information whether or not the push initiator and the push recipient implement their own end-to-end security (encryption).
Push Initiators must have authorization from the Delivery Network (e.g. PLMN Operators) in order to use the Push Service.
7 Privacy

The Push Initiator shall comply with  user, organisation-user and operator privacy requirements. 
The user profile provided by the user or user-organisation shall be used for this purpose. The Generic User Profile is a preferred implementation of this profile.

8 Charging

Push services shall support various charging mechanisms (e.g. reverse, prepaid and reply charging etc.).

The following charging scenarios shall be supported:

1. Charging for push services can be subscription based.

2. Charging for push services can be based on the content, the resources used and time needed to carry out the push service.

3. Charging for push services can be based on the number of messages pushed to a receiver.

4. It should be possible to charge the user only, the Push Initiator only, or both the user and the Push Initiator.

5. It should be possible to charge third parties e.g. corporate accounts.

6. It shall also be possible to mix and match the various different charging scenarios outlined above.

7. One-off charging for subscription and cancellation of Push Service should be possible.

8. Need to charge for rejected push content.

It shall be possible to include the following data in the CDRs as charging information if available:

· message length, storage time in the network, etc

· service using push (for IMS or other high level services)
· delivery time, upload / download method,

· Push service sender / -recipient 

· number of Push messages sent

· number of Push messages received.

· roaming conditions (e.g. in a visited network)

· location conditions

· media.

9 Roaming

Push services shall be available when roaming.
Push users and organisation-users shall be able to restrict push service when roaming, by providing the desired restrictions as part of the user profile.
The push recipients shall be able to select and receive local push services when roaming; this shall not apply when the user or organisation-user sets the user profile to prevent these local push services.
Note : Further work required.
10       Inter-working

Push service capability feature shall interwork with high level services (IMS, MMS, etc) operating as push initiators and with other push initiators such as corporate IT, governmental, and those offering highly secure services.

Push service shall also interwork with other technologies, including WLAN. 

Annex A (informative): Push Service Use Cases


Editors note : this section contains some initial ideas and requires a lot of work.
This annex provides a high level description and grouping of use cases, categorisation by type of use and user’s organisation. Examples of the impact of flexible interfacing with operator user profiles, service provisioning and service management are also included.

A.1  Push basic principles
Push services may be defined and profiled in various ways, including types of service entities, types of information and delivery characteristics. Push services may be provided to devices or machines in addition to persons. In both cases, the information is delivered through the UE to a User Agent. 
The basic principles which apply include:

· A mobile may have many services

· Each service may have its own requirements for provisioning, service delivery and support

· Service delivery architecture shall accommodate and efficiently support this diverse range of services

· The functionality required to support various business models shall be provided

· No single entity has complete control of the subscriber

A.2.  Push service entities (Push Initiators)

Services will be provided by many service entities. To permit a full range of user services, the network shall provide push service capabilities features using a standardised API (a “toolbox” as described in 22.101) to enable the service entities to provide push services meeting the needs of their users and organisations. The organizations include:

· Operators

· News, weather, e-mail, advertising, presence, location

· Consumer M-services, M-Commerce applications

· VASPs

· Vertical industry applications, niche interest applications

· Banking, stock trading

· Corporations

· Corporate intranet, extranet, field support applications

· Daily summaries, offers and advertisements to POS machines

· Downloading of information to devices and machines
· Power distribution load control of air conditioners and water heaters
· Control of vending machines and other devices
· Public Safety

· Internal local communications, inter-group (including emergency response)

· Public alerts: traffic, weather safety,

· Downloading and control of traffic lights

· Control of traffic signs

· Government

· Security agency internal communications

· Agency dissemination of information (like a VASP) 

· Internet (for mass consumption)

A.3.  User and organization-user capabilities

The user (and the user’s organsation) or organization-user shall have the capability to configure services for their specific needs. The delivery network and the operator provide the tools which enable this. In particular governmental or private situations, the organization-user needs may require restrictions on the general capabilities listed, in order to provide the desired privacy and security.
A.3.1.  General capabilities
The user shall be able to subscribe to multiple Push Initiators at the same time.

It shall be possible for a user to convey their unique address to the Push Initiator when subscribing to a new service.

The user shall be able to cancel a particular push service from their mobile terminal.

The user shall be able to discover and subscribe to new push services from their mobile terminal.

The user shall be able to easily determine their current subscription list for push services from their mobile terminal.

The push initiator for third party services (e.g., private or corporate services, public safety services and government services) shall have flexible interfacing with operator administrative services including service provisioning, user profiles, service management, and charging.
A.3.2.  Range of push use cases (push initiator-to-UE and user agent)
A wide range of use cases may be described. This list is intended to illustrate some of the corporate, public safety and government cases in addition to those, which are in the information, entertainment, advertising and Internet areas. 

A user may subscribe to many services.

· Bank Services - (724 Solutions Inc. like services) closed system, very, very high security (down to the using public-key encryption at the field level).  This is a public service that is offered by a private company that needs low-level network access.  Service could include bank account access, mutual fund, portfolio access, money transfers, and stock operations. 

· Private banking service - notifications could be pushed out if your bank account reaches a certain level, could also push real-time debit or credit transactions to the user...

· Bank POS terminal services - daily summaries at user-selected times, special offers and notifications personalized for the bank’s customers.
· Stock Services - could be public or private, but in all cases strong security is required.(like the Pocket Broker application). 

· Private Stock Server - could indicate that a sale as gone through, a portfolio has reached a certain level, a stock broker's buy or sell suggestion for paying members, etc.

· Public Stock Server - that simply allows the user to receive notification of major stock changes, volume level concerns or key levels being reached.  Since there is no trading this is public information and might cost a modest subscription fee.

· Corporate Push Services - company private e-mails and calendar events, company alerts for: (1) CRM changes – e.g. please contact Joe immediately, (2) inventory levels, (3) field service calls, (4) ERP data - manufacturing stopped – e.g. parts missing, (5) collaboration alerts – e.g. new specs document to review, and (6) workgroup alerts – e.g. Tom's code has been checked-in integration can continue  

· Public Safety - Police Department in a city provides: (1) alerts to all department members through very secure push service, (2) alerts to police members in adjoining municipalities. Department members receive alerts from state police department, as coordinated by the city’s department. The cross-department alerting is tailored to the individual member’s assignments.

· Public Safety – Police, Fire and other related agencies provide alerts with some ranking of their severity to the public: (1) traffic status and problems, (2) severe weather alerts.

· Public Safety – (1) traffic signs: downloading of schedule to individual signs (informative and speed limits); command to display emergency message  (2) control of traffic lights through downloading of schedules, emergency control of lights to assist movement of emergency vehicles
· Government – Agency with high security requirements and closed system uses the service to notify their members while keeping the terminal addresses totally private and confidential and preventing monitoring of the amount of their traffic or the location of their members. The agency is able to maintain security and key control without the knowledge or need for cooperation of any other entities.

· Power Company – load limiting through control of air conditioners, water heaters, and other high-power consumption devices; control of low-priority user devices under emergency conditions.
· UE for unattended operation - GPRS radio modules placed into machines and integrated into solutions.  Examples include vending machines, meter reading units, metered parking, and asset tracking, typically in a data-only mode.
· UE acting in a point of sale (POS) capacity - POS devices represent a special class of wireless user that possesses no knowledge of wireless and no ability to make decisions related to push services.  This class of push recipient can almost be considered unmanned and has a very high installation, setup and confirmation of service required.  The majority of the data exchanges with this solution do not involve push, however there are advantages in being able to offer push.  For example the financial institution may send special advertising offers, rate change notices or some other unique promotional material.  The company may do a daily totals check on the POS terminal, or it could even download special software or application code.
The service inititiator of high security and high sensitivity services shall be provided with flexible interfacing with operator user profile and other databases, restricting critical information (e.g., user identities, sensitive services enabled, and usage data) from others, while providing the operator with a limited set of required data.
· The user receives a short information message about important news (e.g. the user subscribes to a news list) the full news article will not be retrieved until the user accepts the pushed information. The possibility to reject the message is also valid.

· The user receives information about e.g. new e-mails, voice-mails, fax etc and can choose to receive the whole content immediately or at a later occasion.

· During a sports event the user is interested in receiving a short ​video clip with highlights from the most important happenings and can choose to read/view more when interested.

· The user is part of a cell broadcast group and will be notified about local news from the group owner. All messages will then be, cost and capacity efficiently, pushed to the subscribers in the group. 

· When entering a particular place (e.g. shopping mall, airport, amusement park) a message is pushed to the user and a list of available services are presented to the user. If the user is interested in any of the services he can easily visit the recommended sites. The message can also include information about other kind of bearers related to this local area e.g. Bluetooth,WLAN.

· When passing a store included in the users interest list the IMS capable client receives a short video commercial e.g. pizza options to order from. Reverse charging in the IMS network can be used if the user decides to order something.

· When roaming a message can be pushed to the user with information about e.g. a phone call cost when roaming in this particular area. 

· An IMS capable client is roaming into an IMS network and receives a Streaming video trailer e.g. presenting the IMS operator for the user.

· Since the home operator is aware of when the client is roaming, Push messages related to the client’s roaming position can be sent to the user e.g. a list of available services (like weather forecast, local news, ongoing events) the user can choose from.

· Game invitation can be pushed to the selected game partner. If the invitation is accepted a session is set up to start the game.

· Games where it’s likely that the opponent’s answer might take some time (e.g. chess). Each time one of the players do a move a push message is sent to the opponent.

· A notification when you exceed some application dependent counters/limits (e.g. money left on pre-paid) giving you options to set up a session related to solving the problem (e.g. put more money on the prepaid account).

· Occasions where a waiting time is expected (e.g. at a doctor’s office, dentist, a restaurant, Swedish systembolaget i.e. wine store). After being registered (establishment of a long-lived session) a push message will be sent to you when it’s your turn (eventually a reuse of the session). 

· E-ticket, a document being pushed to the client and activated by an application in the client. When entering the arena for which the e-ticket is valid the information is transferred via e.g. Bluetooth (e.g. at a music event, sports event or an airport) additional information might be transferred to the client (e.g. where to go).

· Synchronisation, e.g. automatically update the terminal’s address book when the user makes a change elsewhere (for example in “Contacts” stored on an Exchange server).

· Provisioning, i.e. push a message to the client containing settings needed by the terminal to access the services the user is subscribed to. For example when buying a new terminal/getting a new subscription.

It shall be possible to address groups of user, where groups are defined by subscriptions, geographic area or any other useful grouping.
A.3.3. Push initiator flexible interfacing with network
The push initiator for non-public services (e.g., private or corporate services, public safety services and government services ) shall have flexible interfacing with network operator services. These include provisioning to enable restriction and management in accordance with suitable arrangements with operators. Specifically, for sensitive push services, the push initiator may maintain parts of the user profile and service provisioning database with flexible interfacing to the operator’s database.   *[This was moved from previous location]*
Addition of subscriber and security restriction for:
· Secure government service. The government agency does not wish to have the address of the user in any publicly available database, or related to any E.164 number. The agency has made arrangements to obtain addresses and provides the address to the operator together with the identity of the push initiator which will communicate with the UE. The agency also indicates whether any other push initiators shall be authorized to transmit to the UE. The agency provides its coordination contact information. The operator responds to the agency. The process may be fully automated, depending on the agreement between the agency and the operator; the details are beyond the scope of this TS. The agency may need to ensure that the location of its user at any time cannot be associated with the agency.
· Government alerting service. The user wishes to subscribe to a service which is available only upon approval of the department which provides the alerts. The user contacts the operator or department, and is provided the appropriate contact (as agreed by the department and operator). The application is submitted to the department (or to the operator, if the department agrees that it shall perform screening). Upon approval, the user is subscribed to the alerting service and the department notified. There may be alerting services which are available without screening. The department may provide an information feed to the operator’s or VASP’s push initiator for general availability. 

· Public safety subscriber. A wide range of situations are possible, depending on the security and privacy which is appropriate to the specific application. For example, first aid squad  personnel may be provided push messages by the police department; this would require police department approval. The police may require periodic reports on the status of squad subscriptions to their service. The squad member may, depending on the rules of the squad and the department: be allowed to subscribe to personally-paid public push services over the officially provided UE, or be allowed to received the squad alerts on the member’s personal UE.
· Agent on special assignment. A special agent from the FBI may be assigned to a team on the state police. The agent would need to continue to receive information from the FBI, and would also need to receive information from the department the agent is temporarily working with. The fact that the agent (or even that an agent) is receiving the police department’s information may be very sensitive information and not to be known except by authorized members of the department and the FBI. 
A.4. Delivery class and delivery priority
Comment:  This section is confusing, e.g. specification of both delivery class and delivery priority. 
The delivery priority and the delivery latency are related parameters which may be used by the delivery network. They may also be used to provide different tiers of service. 
The following parameters should be specified by the push originator for each push message (as examples):

· delivery class (or priority)

· immediate (< 5 seconds)

· medium (< 1 minute)

· low (as available)

· time to live

· content type (e.g. MIME)

· 
· minimum bit rate

· guaranteed / non-guaranteed

· acknowledged / un-acknowledged

· 
[Note: control information is part of the high level service, not push]

Annex B  Services not appropriate for push (at least initially)
This annex recommends that push stage 1 work focus on and be limited to those services which are best suited to push; that others be deferred for later consideration which may be part of a subsequent release. It is believed this will increase the likelihood push will be part of release 5.
The intent of this TS is a description of push, including use of its network service capability features as a “toolkit” which may be used by other services such as IMS and MMS (see TS 22.105). However, there are services and applications whose fundamental requirements and needs are much less than ideally suited for push; some may say they are not suited for push or may be adversely impacted by their use of a push bearer. The “Principles for new service capabilities” in TS 22.101 [ ] provide basic guidelines to be used.
The goal is rapid definition of push service capabilities as part of release 5. This requires the resources of SA2, T2 and others, in addition to SA1. To assist in reaching this goal, it is recommended that the stage 1 push work focus on those services which are best suited for push.
Therefore the following services are not recommended for push. Some services would generally be adversely impacted by operation over push.The impact would vary depending on the service and the particulars of the application. The following services would not be included in the current work effort for release 5: 

· session-defined services

· interactive (conversational) services such as voice

· streaming services, especially considering the synchronous transfer and simultaneous interpretation of content 

· broadcast services
Based on the requirements of the services, it is recommended that streaming and  MBMS not be considered users of push at this time.
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