3GPP TSG-SA-WG2 Meeting  #22
Tdoc: S2-020134
Phoenix, US, 14th January – 18th January 2002
Title:
Service type privacy in TR23.871 v1.0.0

Source:
NEC

For:
Discussion/Decision

1. General

In the SA2#20 meeting in Kobe and the SA2#21 meeting in Cancun, the concept of the service type and the service identity was proposed, but in the current TR23.871 v1.0.0, some requirements and definitions are not. In the present document, some questions for the requirements and definitions of the service type and the service identity are described and discussed. The proposed modification of the TR is also attached to this document. 

2. Discussion

2.1 Requirement of service type concept

In the current stage 2 specification TS23.271 v5.0.0, following description could be found. 

Table10.6: GMLC Permanent Data for a LCS Client

	LCS Client data in GMLC
	Status
	Description

	LCS Client Type
	M
	

	External identity
	O
	A list of one or more identifiers used to identify an external LCS client. The identity may be used when making an MT-LR and/or MO-LR. The format of the identity is international E.164 addresses. Each external identity shall be associated with a logical client name.

	Authentication data
	M
	

	Call/session related identity
	O
	

	Internal identity
	O
	

	Client name
	O
	An address string which is a logical name associated with LCS client's external identity (i.e., E.164 address).

	Override capability
	O
	

	Authorized UE List
	O
	

	Priority
	M
	

	QoS parameters
	M
	

	Allowed LCS Request Types
	M
	

	Local Co-ordinate System
	O
	

	Access Barring List(s)
	O
	


According to the descriptions above, an external LCS client could have one or more external identities and one or more client names corresponding to each external identity. When different external identities are allocated to the different services offered to a UE user by one LCS client, the UE user is able to set different privacy settings for each service. This method could not fulfil the requirement for the enhanced mechanism which could enable the users to allow their location information to be given to all LCS clients providing an indicated service identity.
2.2 Definitions of the service type and the service identity

The definitions of the service type and the service identity are not clear in the current TR. Also, the requirement of the mapping from the service identity to the service type in GMLC or PPR is not clearly defined. In order to support the mapping, GMLC or PPR may maintain the different mapping tables for each LCS client and this increases complication of implementation of GMLC or PPR. If both LCS client and 3GPP network could use the same identity to describe type of service, the complication could be avoided.

3. Proposal

NEC would like to propose to modify the current TR, according to the proposed text attached to this document. The major modifications are as follows.

· Unify “service type” and “service identity” to “service identity”.

· Add “Note” to the clause 5.1, which describes that, if the enhanced privacy checking mechanism is not required, UE users are able to set different privacy settings to different services offered by one LCS client without the service identity by allocating different external identities to the services. 

· Add “Note” to the clause 6, which describes that it is necessary to add descriptions how to realize the enhanced mechanism. 
Introduction

There is a need to enhance the privacy mechanisms provided for Location Services to support the increasing number of LCS clients and the varying privacy requirements for location services. It should also be possible for the subscriber to set or change the location related privacy parameters in the home network. There are some limitations in support for user privacy in the current LCS specifications in 3GPP and there is a need to enhance the privacy mechanisms e.g. for roaming subscribers.

In current Specifications only limited screening for privacy is possible. The screening is based on the “LCS client ID” parameter of MAP Provide Subscribe Location message used by GMLC to request the subscriber’s location from SGSN or MCS. MSC/VLR maps the received LCS client ID to subscriber’s Privacy parameters (e.g. list of allowed LCS clients) to screen out the unwanted location requests. In practice, there is a need to have more detailed screening functions e.g. screening by type of services to differentiate between “where am I” type of services and games or entertainment services. 

Additionally, it will be difficult for a subscriber to use local location based services when roaming. The subscriber does not have proper means to add local LCS clients to the allowed LCS client list in the Home environment HLR. Furthermore, the privacy parameters are defined with quite a narrow scope in the HLR, which may make it difficult for the subscriber to set additional and varying privacy parameters per LCS client. 

According to the current specifications, the subscriber cannot receive any information regarding who originally asked for the location of the subscriber. Subscribers should be notified about the Requestor identity and it should be possible to allow the location information to be given only to those requestors, who are entitled to have it. All subscriber and location information should anyhow be protected according to privacy requirements in the national regulations.

In order to fulfil Japanese  national regulatory guidelines, the LCS shall support the codeword functionality as an optional function. This codeword functionality enables UE to limit unwelcome LCS access from a third party.
< Next change >

3.
Definitions, symbols and abbreviations

3.1
Definitions

Privacy profile register (PPR): a data base containing subscriber privacy information for location services 

Requestor: the originating entity which has requested the location of the target UE from the LCS client. 

Requestor Identity: This identifier is identifying the Requestor and can be e.g. MSISDN or logical name. 


Service Identity: Identity of the type of services under certain LCS Clients. 
User: The subscriber and user of the target UE

< Next change >

5.
Service Requirements (this chapter should be handled by SA1)

5.1
Service Type Privacy

The user may wish to differentiate between privacy requirements even with one LCS Client, depending on which service is requested by the user from this LCS client or which service is offered to the user by this LCS Client.

The LCS client requests location information for a target UE from GMLC. Currently the location request contains only the identity of the LCS client and the identity of the target UE. The LCS client request is screened by GMLC using the identity of the LCS client. The screening mechanism is enough for the basic type of location requests, but there is a need to enhance the functionality of the mechanism because one single LCS client may offer or support several or a multitude of different services. It is clear that the target UE user will have different privacy demands for different services even when only one LCS client offers the services. 
Note 1: This could be also realized by allocating plural external identities to one LCS client. This alternative is allowed in the current stage 2 specification. If the enhanced privacy mechanism described below is not required, the current stage 2 specification is enough to fulfill the user’s demands and it is not necessary to enhance the current specification. 
Note 2: From the UE user’s point of view, it may be useful to transport the service identity transparently to the UE. 
The enhanced mechanism could enable the users to allow their location information to be given to all LCS clients providing an indicated service identity. The user could e.g. allow all dating type services to get location information. The location request message issued by the LCS client to GMLC could be enhanced to include a service identity. The subscriber could define and set privacy rules based on service identity, so that a location request including that service identity can be handled according to the corresponding service identity privacy setting.  
The service identity functionality would allow subscribers to use location services more easily while roaming.  
The service identity could be seen as an attribute of the LCS client. The service identity shall be defined in a useful way and it shall be possible to verify that the service identity indicated by the LCS client is correct.

Note: There are opposite views regarding:

· whether the service identity check may be done in the network or only by the target user 

· whether it is necessary to standardize the actual service identity or not, i.e. should the service identity (coding) be globally unique? 
· whether it is necessary to specify the service identity within 3GPP scope or not, i.e. could the service identity be handled on application level?
Service identity checking by the target would be a “looser” way of defining services, and allowing users and client more freedom in defining services, while service identity checking by the network would require some standardization, but would allow the network to control “spamming” towards the target.

Service identity checking on application level avoids unnecessary signaling in core network, i.e. filters out the Location requests that anyway is going to be rejected. 
In addition application/content providers can start offering (if not already done?) this kind of service without waiting for Rel5 of 3GPP.

< Next change >

6. 
Stage 2 description of service type privacy
The LCS client shall forward the service identity information in the LCS Service Request on the Le interface from the LCS client to the GMLC.  If GMLC only receives the LCS client identity but not the service identity, the GMLC may report an error to the LCS client, or in case the LCS Client is explicitly so authorized, proceed with the request. The service identity information may be included in HLR/HSS and in the Privacy Profile Register. Also the Provide Subscriber Location MAP message sent by GMLC on the Lg interface to MSC and SGSN may contain the Service identity information.

The service identity can be defined in a similar way as Annex C in TS 22.071, which describes the attributes for specific services.

The service identity privacy setting could be the same as the 5 privacy settings listed in Annex A of 23.271, but in addition it may be necessary to define some new privacy settings according to service identity.
Note: It is necessary to add descriptions how to realize the enhanced mechanism which enables the users to allow their location information to be given to all LCS clients providing an indicated service identity.






