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1. General

When a location request is passed through MSC, SGSN or GMLC of previous releases, the requestor identity of the location request may be dropped and UE may not be able to receive the identity. 

On the other hand, when a LCS client sends the location request without the requestor identity, UE also couldn’t receive the identity even in the Rel-5 network.

In this document, a solution to distinguish these two cases at Rel-5 UE is proposed. 

2. Requirement
In possible business models, when a user of Rel-5 UE sets his/her privacy setting as ”positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user”, the user is probably expecting that he/she could receive the notification with the requestor identity and he/she would decide whether he/she accepts the request or not according to the received requestor identity.

So, for user’s convenience, it is desirable that UE users are able to distinguish the reason why the requestor identity is not notified to them. (The identity is not available at LCS client or it is dropped in the network). 

3. Discussion
When a LCS client is going to send a location request and the client does not have a requestor identity which corresponds to the location request, the LCS client should send some special value as the requestor identity of the request. (The special value may be “empty”.) It enables Rel-5 UE to know explicitly that the LCS client did not have the requestor identity. 

When a location request is passed through MSC, SGSN or GMLC of previous releases, the requestor identity may be dropped. With the functional enhancement of the requestor identity as described above, when a location request is notified to the UE without requestor identity, Rel-5 UE will be able to judge that the requestor identity is dropped due to the lack of network capability. 

4. Proposal
It is proposed to add new capabilities shown below.

· When a LCS client is going to send a location request and the client does not have a requestor identity which corresponds to the location request, the LCS client should send some special value as the requestor identity of the request. (Note: The actual value of the special value shall be decided by LCS client and it is outside the scope of present document.)

· When a location request is notified to the UE without requestor identity, Rel-5 UE will judge that the requestor identity is dropped due to the lack of network capability.

According to above discussions, DoCoMo and NEC would like to propose to update the TR23.871 v1.0.0 as shown below. Some proposed modifications related to Requestor are also included.

5.3 
Requestor 

In the current 3GPP LCS specifications only the LCS client is identified and authorized when a location based application is requesting the position of a target UE and in the original LCS specifications the LCS client itself was the  originator, i.e requestor, of the location information. The GMLC may store an “Authorized UE List”, which holds MSISDNs or groups of MSISDN for which the LCS Client may issue a location request [2]. 

Within 3GPP scope there is no mechanism for the target UE user to activate a certain application with a known LCS client, but still be able to restrict who are allowed to get position information regarding the target UE. A simple example of this type of service is a “Friends finder” application. Currently there is only a relation between the LCS client and the MSISDNs it is allowed to issue location request for, but there is no relation between the originating requestor and the target UE. This prevents the target UE user from authorizing the originating requestor.

Note: It is FFS if the relation between the originating requestor and the target UE could be handled by the application. Applications like the “Friends finder” typically already today provide this kind of relation.

A new service requirement is hence identified, that the Location Request issued by the LCS client to GMLC should be enhanced to optionally include also the identity of the originator of the location request, i.e. the Requestor, not only the identity of the LCS client. The scenario is developed such, that the requestor is connected to the LCS client as a separate entity, with its own identity. Because of this, also the requestor must be authenticated by the LCS client and/or the network.
Note 1: Other security aspects of the Requestor functionality should be further studied. 

Note 2: It is seen that when the requestors are authenticated by the LCS client the LCS client should not use the same requestor identity for several requestors, when the requestors are authenticated by GMLC the GMLC should not use the same requestor identity for several requestors. On the other hand, the requestor identity could be a name of a closed user group, that could be used by and for different requestors, but this is for further study
The identity of the Requestor shall be included in the privacy interrogation request, when this is sent to the target UE and shown to the user.

This functionality should possibly be introduced already in Rel-5. 

< Next change >

8. 
Stage 2 description of Requestor indication 

TS 23.271 defines a LCS Location Notification Invoke message sent to the target UE in a MT-LR both in the CS and the PS domain. This message indicates the type of location request and the identity of the LCS client and whether privacy verification is required. From target UE user point of view this reflects only part of the location request chain, i.e. a possible requesting entity remains unknown to the target UE user. This is considered as a flaw in terms of target UE user privacy.

The identities of the Requestor can be e.g. MSISDNs or logical names. 

Editorial note: The requestor identity need perhaps not be globally unique, comp papa and Naomi.

The LCS Location Notification procedure should be enhanced for transferring the Requestor identity to the target UE for a case-by-case authorization by the user.

Functional Requirements:

· The requestor identity should be added as an information element to be carried on the Le, Lg and Lc interfaces. 
· The requestor identity should be included in the location request, if available. When the originator of a location request is the LCS client itself, the LCS client may set the LCS client name as the requestor identity.
· When there is the originator as an independent entity of the LCS client and the LCS client does not have the requestor identity corresponding to the location request, some special value may be sent as the requestor identity. (The special value may be “empty”.) The actual value of the special value is outside the scope of the present document. 
· Before the LCS client  issues a location request on behalf of a requestor, the requestor identity shall be duly authenticated so that the target user can trust the displayed requestor identity to be correct. 

· The requestor identity should be added to the LCS Location Notification Invoke procedure

Note: Anonymous location request is for further study.

8.1  
Architecture alternative with requestor authentication in GMLC

Figure 8.1 illustrates the MT-LR signaling procedure when the requestor identity is authenticated in GMLC. 
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Figure 8.1; MT-LR signaling procedure when the requestor identity is authenticated in GMLC

1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. [The interface Requestor – LCS client is outside the scope of this TR.] The identity of the Requestor may be added to the service request by the requestor. Another possibility is that the Requestor identity is obtained from the LCS Client as the requestor is authenticated with the LCS Client. In this case the Requestor identity also needs to be provisioned in the privacy profile.

Note: According to this description, the requestor identity may be authenticated both by the LCS client and the GMLC in this case.

2) The LCS Client issues an location request to the GMLC containing the identity of the Requestor. 

3) Common PS and CS MT-LR procedure as described in  23.271 section 9.1.1. After the authentication of the LCS Client and checking that the target UE is on the “Authorized UE List”, the “Allowed Requestor List” is checked for authorization of the location request for this Requestor.

Note:  More detailed description of steps 4 to 12 can be found in TS 23.271, section 9.1.2 onwards.

4) The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server/SGSN indicated by the HLR/HSS. This message carries also the new Requestor Identity information. If the target UE subscriber profile so indicates, the UE must be notified for privacy verification. The Requestor identity is included in the LCS Location Notification Invoke message together with the LCS Client Id.

5) Described in 23.271 section 9.1.2.

6) If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, Requestor identity and whether privacy verification is required. 

7) to  12)  Described in 23.271 section 9.1.2

13)
The LCS Client sends the service response back to the requestor with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.
8.2  
Architecture alternative with requestor authentication in the LCS client

Figure 8.2 illustrates the MT-LR signaling procedure when the requestor identity is authenticated in the LCS client.
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Figure 8.2; MT-LR signaling procedure when the requestor identity is authenticated in the LCS client
1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. [The interface Requestor – LCS client is outside the scope of this TR.] The identity of the Requestor may be added to the service request by the requestor. Another possibility is that the Requestor identity is obtained from the LCS Client as the requestor is authenticated with the LCS Client. 
2) The LCS Client issues a location request to the GMLC containing the identity of the Requestor. 

3) Common PS and CS MT-LR procedure as described in  23.271 section 9.1.1.

Note:  More detailed information of steps 4 to 12 can be found in TS 23.271 section 9.1.2 onwards.

4) The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server/SGSN indicated by the HLR/HSS. This message carries also the new Requestor Identity information. If the target UE subscriber profile so indicates, the UE must be notified for privacy verification. The Requestor identity is included in the LCS Location Notification Invoke message together with the LCS Client Id.

5) Described in 23.271 section 9.1.2.

6) If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, Requestor identity and whether privacy verification is required. 

7) to  12)  Described in 23.271 section 9.1.2

13)
The LCS Client sends the service response back to the requestor with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.

8.3
Backward compatibility

MSC, SGSN and UE according to previous releases do not support the requestor functionality.

When a location request is passed through MSC, SGSN or GMLC of previous releases, the requestor identity of the location request may be dropped and UE may not be able to receive the identity.
When a Rel-5 LCS client or Rel-5 GMLC is going to send a location request and the client or the GMLC does not have a requestor identity which corresponds to the location request, the client or the GMLC should send some special value as the requestor identity of the request. (Note: The actual value of the special value is outside the scope of the present document.) When a location request, expected to contain the requestor identity, is notified to  a Rel-5UE without the requestor identity, the UE is able to judge that the requestor identity was dropped due to the lack of network capability.
As an alternative, the requestor identity could be carried as part of the LCS client name. In this case, when an LCS client name, expected to contain the requestor identity, is notified to a Rel-5 UE without the requestor identity, the UE is able to judge that the requestor identity was not provided from the LCS client. But this alternative is for further study.
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