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The attached document contains proposed changes to the Technical Report 23.871 v1.0.0 regarding the functional requirements.
Introduction

There is a need to enhance the privacy mechanisms provided for Location Services to support the increasing number of LCS clients and the varying privacy requirements for location services. It should also be possible for the subscriber to set or change the location related privacy parameters in the home network. There are some limitations in support for user privacy in the current LCS specifications in 3GPP and there is a need to enhance the privacy mechanisms e.g. for roaming subscribers.

In current Specifications only limited screening for privacy is possible. The screening is based on the “LCS client ID” parameter of MAP Provide Subscribe Location message used by GMLC to request the subscriber’s location from SGSN or MCS. MSC/VLR maps the received LCS client ID to subscriber’s Privacy parameters (e.g. list of allowed LCS clients) to screen out the unwelcome location requests. In practise, there is a need to have more detailed service type screening e.g. to differentiate between “where am I” type of services and games or entertainment services. 

Additionally, it will be difficult for a subscriber to use local location based services when roaming. The subscriber does not have proper means to add local LCS clients to the allowed LCS client list in the Home environment HLR. Furthermore, the privacy parameters are defined with quite a narrow scope in the HLR, which may make it difficult for the subscriber to set additional and varying privacy parameters per LCS client. 

According to the current specifications, the subscriber cannot receive any information regarding who originally asked for the location of the subscriber. Subscribers should be notified about the Requestor identity and it should be possible to allow the location information to be given only to those requestors, who are entitled to have it. All subscriber should anyhow be protected against the location requests of the unwelcome requestor. Additionally, the subscribers and location information should anyhow be protected according to privacy requirements in the national regulations.
In order to protect the UE against unwelcome LCS access from the requestors, the LCS shall supports the screening function which denies the unwelcome accesss to UE The current LCS specification only supports the screening mechanism using the external identity of the LCS client and there is a need to enhance the screening mechanism e.g. using ”Allowed Requestor List” or  “Codeword”.
Japanese national regulatory guideline recommend supporting the screening function based on “Codeword”.

< Skip to the next change>
3.
Definitions, symbols and abbreviations

3.1
Definitions

Codeword: an access code which enables to locate the target UE.
< Skip to the next change>
5.4 
User Control

The target user must have full control regarding who can get his or her location information. The current LCS stage 1 specification 22.071 contains the following text on user control:

"The user shall be able to change the following settings in the privacy exception list.

-
the LCS Client and/or group of LCS Clients list

· the target UE user notification setting (with/without notification)

· the default treatment, which is applicable in the absence of a response from the target UE for each LCS client identifiers"
In addition the user should also be able to change privacy settings for the service types, Requestors and Codewords. The mechanisms for user control are FFS. 

5.5


Codeword

The codeword is an optional function that  is handled according to the national regulatory guidelines option for LCS location services to protect UE against monitoring his/her location from the third party access.

The location request from the LCS client/Requestor may include the codeword of the target UE. The PLMN compares the codeword sent from the LCS client/requestor with the codeword which is registered to the PLMN by the target UE in advance. If comparison of the codeword is successful, the location request is allowed. If codeword check is failed, the location request is not allowed. After the codeword is checked and the check is successful, the privacy setting in the current specifications will be checked. The privacy setting in current specifications is not overridden even if codeword check is successful.  The codeword is registered to the PLMN by the UE user or owner of the UE. The user or owner of the UE is responsible to distribute his/her codeword to whom the user it is allowed to request his/her location. Once codeword has been set and properly distributed, UE is protected against the location request from a third party that does not know his codeword. The mechanism for distribution and registration of the codeword is outside the scope of 3GPP.
The codeword is applicable to the value added services only. 


< Skip to the next change>
9. 
Stage 2 description of the codeword concept

There are two ways to standardize the codeword handling. One way is that the codeword is stored in the GMLC and it is checked in the GMLC. Another way is that the codeowd is stored in the PPR and the compared in the PPR
9.1 Architectural alternative with the codeword check in the GMLC
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1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. [The interface Requestor – LCS client is outside the scope of this TR.] The codeword of the target UE has to be added to the service request by the requestor if the requestor know the codeword of the target UE.. 

2) The LCS Client issues an location request to the GMLC containing the codeword. 

3) Common PS and CS MT-LR procedure as described in  23.271 section 9.1.1.  The HSS/HLR  may reject the SEND_ROUTING_INFO_FOR_LCS  from the GMLC if the GMLC does not support the codeword. After the authentication of the LCS Client and checking that the target UE is on the “Authorized UE List”, the GMLC compares the received codeword with the codeword of the target UE that is stored in the GMLC. If  the received codeword is same as the stored codeword, the location request is allowed. If the codeword of the target UE is not stored in the GMLC, the location request is allowed. The GMLC may have the exception list of the LCS client/requestor for each UE. The location request from the LCS client/requestor that is included in the exception list is allowed without the codeword check.
4) to 12) Described in 23.271 section 9.1.2
13) The LCS Client sends the service response back to the requestor with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.
9.2 Architectural alternative with the codeword check in the PPR
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1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. [The interface Requestor – LCS client is outside the scope of this TR.] The codeword of the target UE has to be added to the service request by the requestor if the requestor know the codeword of the target UE.. 

2) The LCS Client issues an location request to the GMLC containing the codeword. 

3) Common PS and CS MT-LR procedure as described in  23.271 section 9.1.1(This procedure will be enhanced for introducing the PPR). After the authentication of the LCS Client and checking that the target UE is on the “Authorized UE List”, the GMLC send the Privacy Check Request(tentative name) containing the external Client ID, the requestor ID, the target UE identifier and the codeword of the target UE. 

4) The PPR compares the received codeword with the codeword of the target UE that is stored in the PPR. If  the received codeword is same as the stored codeword, the location request is allowed. If the codeword of the target UE is not stored in the PPR, the location request is allowed. The PPR may have the exception list of the LCS client/requestor for each UE. The location request from the LCS client/requestor that is included in the exception list is allowed without the codeword check.
5) The PPR sends the Privacy Check Response (tentative name)
6) to 14) Described in 23.271 section 9.1.2]
15) The LCS Client sends the service response back to the requestor with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.
9.3 Comparison and Conclusion
	
	Roaming
	GMLC located in the different PLMN
	Impacts to the standardization

	The codeword check in the GMLC
	When the GMLC in the HPLMN that supports codeword mechanism receives the location request, the GMLC sends the location request to the VPLMN after the codeword is checked in the GMLC in the HPLMN.
	If the location request from the GMLC in the different PLMN that does not support codeword mechanism or does not have the codeword of the target UE is allowed, the UE is not protected against the unwelcome location.
In order to protect the UE against the unwelcome location request from the GMLC in the different PLMN,  the HPLMN has to reject the location request from the GMLC in the different PLMN that does not support codeword mechanism or the GMLC in the different PLMN have to support codeword mechanism and needs to store the copy of all  codewords registered in the GMLC in the HPLMN.

	· Le interface

Addition of the capability to transfer the codword set by LCS Client/Requestor

Addition of the appropriate cause value to indicate “codeword check failed”

	The codeword check in the PPR
	When the GMLC in the HPLMN that supports codeword mechanism receives the location request, the GMLC sends the location request to the VPLMN after the codeword is checked in the PPR.
	If the location request from the GMLC in the different PLMN that does not support the Lr interface is allowed,  the UE is not protected against the unwelcome location request 
In order to protect the UE against the unwelcome location request, the HPLMN has to reject the location request from the GMLC in the different PLMN that does not support the Lr interface. 

	· Le interface 

Addition of the capability to transfer the codword set by LCS Client/Requestor

Addition of the appropriate cause value to indicate “codeword check failed”
· Lr interface

Addition of the capability to transfer the codeword 

Addition of the appropriate cause value to indicate “codeword check failed”


In order to allow the GMLC in the different PLMN to request the location of target UE ant protect the UE against the unwelcome location request from the GMLC in the different PLMN, selecting architectural alternative with the codeword check in the PPR is realistic. 
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