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1. Introduction and background

Recently a new interface has been introduced, the Sh interface, between the HSS and the OSA SCS and SIP Application Server, in order to support a number of network services. 

The exact extract from 23.228 on the Sh interface is as follows:

4.2.4a
HSS to service platform Interface

The “application server” (SIP Application Server and/or the OSA service capability server) may communicate to the HSS.  The Sh interface is used for this purpose.  The Sh interface is shown in Figure 4.3.

For the Sh interface, the following shall apply:

1
The Sh interface is an intra-operator interface.

2.
The Sh interface is between the HSS and the “Sip application server” and between the HSS and the “OSA service capability server”.

3
The Sh interface transports transparent data for e.g. service related data , user related information, …
In this case, the term transparent implies that the exact representation of the information is not understood by the HSS or the protocol.

This contribution explores the functional requirements of the Sh interface in order to make progress on this newly defined interface in 3GPP.

This is a discussion paper where we are trying to establish the requirements to be solved. We do not claim to be able to provide all answers at this stage but would like to initiate a discussion in order for solutions to be identified.

2. Discussion

Sh has not yet been defined in any detail, however we are studying here three roles that have been suggested for the Sh interface (so far):

· support interactions with the OSA Gateway

· provide storage for Application Server service profiles

· provide storage for terminal capabilities

Although only the first two have been explicitly referenced in 23.228 so far, the third one is also explored here.

Each role is very different, requiring different functionality at the HSS and probably different capabilities within the access protocol. We need to address a number of questions:

· What protocol should be used and is a single protocol appropriate?

· Is the HSS the appropriate place to store the data?

· What data management functionality is required in support of the roles?

In order to assess the roles, we have to look at the 3 possible roles and think of the following aspects:

· Ownership: who owns the data?
· Administration: does the administrator need to manipulate the data?
· HSS manipulation: does the HSS/data server application need to manipulate the data?
· Access controls: are any access controls required?
· Validation of data: does the HSS need to check the data is correct?
· Change source: where will changes come from and how frequently?
· Propagation: must a user of the data be notified of changes?
· Dependencies: are there multiple dependencies on the data?
2.1 OSA SCS support
The OSA SCS uses the Sh interface to access and manipulate primary HSS data. What this data will be is unclear.

Ownership
The HSS owns the data, the OSA SCS accesses and manipulates the data via the Sh interface. 

Administration

Administrator manipulates all the data via the HSS provisioning interface.

HSS manipulation

Yes, only the HSS’s own data is involved

Access controls

Yes, HSS needs to authenticate and authorise the OSA SCS, there will likely also be privacy controls as in the case of LCS.

Validation of data

Does the HSS need to do some kind of checking about the data before sending it to the OSA SCS?

Change source

Changes can be applied by the network, HSS administrator or the OSA SCS

Propagation

Should OSA SCS be notified of appropriate changes, if some data modifications is of interest to OSA-SCS
Dependencies

The HLR is only responsible for its own data and managing changes to that, the OSA SCS will interface with other data sources itself.

Comments:
The following points are the conclusion from the above assessment and are open here for discussion:

· For the OSA SCS, the Sh is providing another service on the HSS to manage profile access by other application servers, similar to ATQ/ATM and LCS with

· Authentication of client
· Authorisation and access controls
· Privacy controls
· Need for change propagation or not?

· If this is specifically targeted at existing HSS (ie HLR) data then this is already covered by CAMEL. It is not clear exactly what is being proposed here – access to additional data in the HSS as opposed to HLR, or using a different API to CAMEL (eg PARLAY)?

2.2 Application server support

An application server may use the Sh interface to store and retrieve service profiles. The HSS is being used here as a simple data store and has no access to the data nor is the HSS administrator able to manipulate the data.

Ownership
The Application Server owns the data, not clear if the data will be shared between different Application Servers or each Application Server maintains a separate, dedicated dataset.

Administration

Needs to be clarified, assume via separate interface to Application Server

HSS manipulation

No

Access controls

Yes, HSS/data server needs to authenticate & authorise the Application Server attempting to access the data, particularly if it is shared and/or there are external (to AS) applications involved.

Validation of data

In the context of interactions of multiple Application servers, is there a need for the HSS to check anything at the HSS before sending the information to the Application Server? If we take the assumption that the HSS does not have to understand the data, then this is not possible.

Change source

Application Server applies all changes

Propagation

A change in the service related data stored in the service platforms, may be indicated to the HSS which can then propagate it to the S-CSCF via the Cx. This could be useful for things such as changes in the filter criteria.

Dependencies

Dependencies are determined by the Application Server.

However distributed service deployment adds a complication: 
if a service relies on profiles in a number of nodes, in the CSCF and Application Server, then the correct profiles need to be in place for the service to be deployed correctly.

Where there are profile dependencies between nodes, profile changes need to be managed across those nodes.

In GSM, a service function established in the SCP then triggers profile set in HLR for propagation to MSCs (example based on CAMEL subscriber management).

How will profile dependencies be managed across CSCFs, application servers etc in IM-Subsystem? Some function in the network will need to ensure appropriate profile changes are applied to affected nodes in the network and in the correct order.
Comments

The following points are the conclusion from the above assessment and are open here for discussion:

· Our analysis is that storage is required for profile associated with specific application server and there is apparently no overlap or dependence on data in the HSS or elsewhere.

If this is the case, then the data could be stored almost anywhere - on the app server, HSS etc.

Assuming there is no relationship with HSS data, then a separate file server could be used. However there will need to be a correlation at some level to ensure the correct Application Server is identified in the subscriber’s profile for a given service.

Alternatively, the reliable filestore service on the HSS could be used to host the data, although the Application Servers would access this filestore directly, bypassing the rest of the HSS components.

· An authorised Application Server can store any data it likes as no validation of the data is done. Is there however a need to e.g. limit the quantity of data that can be stored?
If access controls are required then there may be justification to place this service on the HSS to exploit the applicable mechanisms that are needed on that service anyway. Similarly if change propagation is required, the HSS mechanisms could be re-used.
· Assuming the service profile is stored in the HSS, the Application Server will not be able to access “service” profile stored on server (HSS) via the S-CSCF. Such indirect access to service profile would have the following implications:

· It assumes S-CSCF is allowed access to that data on the HSS/server via Cx. This may not be the case, particularly if the profile is service related and not subscriber specific
· It implicitly assumes Application Server will only access profile related to a specific session event. Is this really the case?
· The S-CSCF would have to be engineered for subscriber driven events and Application Server related events which will have different traffic patterns
So if the storage of the profile associated with the Application Server is at the HSS, then the Application Server should use the Sh interface to access service profile stored on the HSS (rather than doing indirect access via the Cx interface).

2.3 Terminal capability support

The capabilities of a terminal can change over time.

To deliver services effectively, the IM Subsystem needs to determine what the terminal capabilities are at the time of origination or termination.

The problem is that terminal capabilities involve relatively large CC/PP data structures. A proposed solution is to reduce the impact on the terminal and the air interface assets by storing the terminal capability profile at a known point in the network, where a server-server interaction can provide a more efficient mechanism. The HSS can be a suitable profile store.
Note that the OSA gateway already has methods to retrieve terminal capabilities, which returns information as per CC/PP. These queries could be routed to the HSS for the necessary information. Since the OSA Gateway already has a way to retrieve terminal capability, does terminal capability storage still need to be defined separately?
Ownership
The Terminal owns the data, S-CSCFs and/or Application Servers/OSA SCS access the data as part of session negotiation. Only the terminal can modify the data, other clients can only read it.

Administration

Administered by the terminal/subscriber

HSS manipulation

No

Access controls

Yes, HSS/data server needs to authenticate and authorise servers attempting to access the data. Servers can read the data but only the terminal can modify it. There may also be privacy controls as in the case of LCS

Validation of data

Do we need some kind of sanity check on the terminal capabilities before storing them? 

Change source

Changes applied by the terminal (network)

Propagation

No propagation envisaged, servers access profile as needed.

Dependencies

None envisaged.

Comments
The following points are the conclusion from the above assessment and are open here for discussion:

· This requirement has not been specifically identified as an Sh element yet. The question is does it need to be?

There is no correlation between the CC/PP terminal profile and the HSS subscription profile so this data could be held elsewhere.

However, despite the HSS not needing access to this data there are advantages to providing the service on the HSS:

· Similar authorisation
· Similar access controls
· Similar privacy controls
· Availability of a fault tolerant datastore
· HSS is a well known point in the network
3. Summary

There is no clear problem statement that Sh is being positioned to solve, so although the Sh interface appears generally as a useful interface, it makes it difficult to understand what the Sh interface will be used for and how it will work.

It currently appears that there are three different problems that fall into the domain.

The HSS will support mechanisms and capabilities (eg data management, access controls, privacy controls) that may be effective in providing a solution for some of these aspects, whilst others could be as easily solved using other means. To progress, we need to make sure we are defining the problem correctly.

Feedback on the following table summary is needed in order to define the problem:

	
	OSA
	SIP Apps
	Terminal cap

	Ownership
	HSS
	Application Server(s)
	Terminal

	Administration
	Via the HSS provisioning interface
	??
	Terminal/Subscriber

	HSS manipulation
	OSA SCS manipulation via Sh
	No
	No

	Access control
	OSA SCS needs to be authenticated and authorised
	AS needs to be authenticated and authorised
	S-CSCF or Apps server need to be authenticated and authorised

	Validation
	??
	No??
	??

	Change source
	Network, administrator and OSA SCS
	AS
	Terminal

	Change propagation
	??
	Need to propagate change from AS to HSS to S-CSCF?
	None, servers access profile as needed

	Dependencies
	None
	Profile dependencies between CSCFs and ASs?
	None

	Conclusion
	Are we adding new functionality and access to new data?
	Requirement for storing this at HSS is to be clarified
	Should we add this requirement?


Based on the above discussion, we would like to further discuss the following:

1. What is the new functionality provided by the Sh between OSA SCS and HSS?

2. Application Server profile data is Application Server node specific and could be stored anywhere. The issue here is how is it provisioned and so correlated with service identification in the profile. Also, how are services involving multiple nodes/hosts to be managed?

3. Terminal profile storage at the HSS would benefit from access and privacy controls for the data but there is no obvious correlation with other data and functions at the HSS.

