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Introduction

In S3 it was decided at the SA3#17 meeting in Göteborg that authentication of an IM-subscriber shall take place in the Home Network. It was left for FFS if the HSS or the S-CSCF should perform the authentication. The issue was addressed in the last SA3 ad hoc meeting on aSIP, but no compelling security argument were found to bias the solution towards either the HSS or S-CSCF terminating user authentication. 

Most of the arguments in the discussion were architectural issues to be handled within SA2. This contribution tries to gather the reasons why the HSS should terminate user authentication procedure in IMS.
Background
It is the working assumption of the aSIP ad hoc group that the hop-by-hop integrity protection of session establishment (INVITEs) and the option to authenticate the user during re-registrations and the ability of the Network to force re-registration, provide adequate protection for session establishment. The re-registration timer can be reset to a new value when forcing a re-registration (S3z010047).

Discussion

There are a number of compelling reasons to have the user authentication comparison done in HSS:

1. The authentication functionality is not divided into several home network elements: this means the solution is better future-proof for potential architectural evolutions in later releases of IMS. The possible evolution path comprises the inclusion of suitable security mechanisms for non-UMTS users (e.g. wireline terminals), in order to achieve the access independence claimed for IMS 3G solutions.   This reduces the inter-vendor dependency on Cx for authentication, which simplifies the standardisation impacts on Cx interface work in CN4.

2. When a user requests registration (or re-registration, or de-registration) in the IMS, authentication is achieved at the earliest possible stage.  

3. Usage of network resources is optimised: assignment of an S-CSCF is not initiated until there is certainty about the subscriber identity. In case of S-CSCF terminating user authentication, a S-CSCF has to be assigned to the user. This implies that valuable network resources are occupied without having the certainty of the identity of the user. 

4. To terminate the authentication in the HSS is the most efficient solution in terms of signalling overhead. This leads to a minimum delay in the registration (or re-registration, or de-registration) procedure to be successfully completed and minimises the load in the network entities involved.

5. In the Authentication Failure scenarios the saving of signalling overhead is even more significant (roughly half of it) than in the successful authentication. In these scenarios, the I-CSCF, S-CSCF and HSS are heavily affected in terms of number of messages to handle when the S-CSCF is responsible of terminating authentication.

6. Duplication of information (authentication vectors) in several home network entities is avoided.

7. This solution preserves the stateless paradigm for the P-CSCF, I-CSCF and HSS. The HSS does not keep any state associated to the registration, and it does not wait for any message to be received. So there are no open dialogues and the HSS is not waiting for any responses it will only act upon requests. Hence there is no penalty in real time performance.  Besides, standard SIP stack in I-CSCF is not affected by the fact of sending 4xx messages back to the Ue to request an answer to the challenge.

Proposal

It is proposed that the HSS is the network entity within the home network in charge of terminating the user authentication procedures during registration, re-registration and de-registration procedures. If this is accepted, Ericsson will volunteer to provide the required change requests to the appropriate specifications and a LS to SA3.













