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1 Introduction

Policy-based QoS control has become an essential operation in authorising access to the UMTS services and IP and UMTS bearer resources. There has been work in progress regarding the functional entities and descriptions of QoS Policy Control. But there has not been systematic description and a complete framework that describes the required functions, functional divisions and interactions and interfaces between the functional entities. In addition, the policy management is yet to be introduced to current UMTS QoS architecture (TS 23.107). This contribution aims to provide a systematic description of the policy control operations and the interfaces to clarify the roles and the functions of policy control functional entities in UMTS networks.

2 The UMTS Policy CONTROL FRAMEWORK


The QoS policy control for GPRS/UMTS governs the authorisation of GPRS/UMTS Bearer as well as its service access. Three levels of policy control are, in general, applied in admitting a multi-service call:

· The Policy Control at the UMTS BS Level: the level that manages the allocation of and access to UMTS Bearers including the CN Bearer and Radio Access Bearer (Iu Bearer and the Radio Bearer).

· The Policy Control at the IP BS Level: the level that manages the allocation of and access to the IP Bearer, specifically the IP bearer (the GTP PDU) that transports the  multi-media streams.  

· The Policy Control at the GPRS/UMTS Service Level: the level that originates, maintains and terminates the multi-media service request and sessions.  This is for the IM Subsystem Service Level.

At each level, three types of logical functionality should be included:

· The Policy Repository (PR): the functional entity that stores and manages the policy rules. It may also interface to the Policy Management for mapping between SLA’s and the Policy rules.

· The Policy Decision Point (PDP) or the Policy Control Function (PCF): the entity that drives decisions based on the policy rules.

· The Policy Enforcement Point (PEP): the functional entity that executes the policy decisions.

Standard interfaces shall be used between PR and PDP/PCF and between PDP/PCF and the PEP.  The Policy Management is responsible for associating SLA’s with the associated Policy Rules and co-ordinating the policies applied at each control level so that consistent policy decisions are derived and applied to achieve a predicable control performance.
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Figure 1. The UMTS Policy Control Framework

Separation of Policy Control Levels:


Three levels of policy control are included and the policy control functions operate at each level independently from each other.  This allows independent evolution and modification of the policy control mechanisms used at each level. 


There are QoS constraints imposed from the service control to the IP BS level and then to the UMTS BS Level.  Some interactions may take place between the PEP(s) at the different control levels such that the policy enforcement operations are co-ordinated and applied across the whole UMTS network.

Policy Management:

The Policy Management control system converts SLA’s into policies that are then stored into Policy Repository.  The SLA’s may need to be translated into different policies such as Service Control Policies, IP Resource Access Control Policies and the UMTS Resource Access Control Policies. The Policy Management also guarantees that the policies associated with a SLA are co-ordinated and enforced consistently across the whole system.

Policy Repositories:


Three types of policies may be required in establishing the authorised access to the UMTS Services and bearer resources; they are Service Policies, IP BS Policies and UMTS BS Policies. They represent three logically separate policy depository locations as indicated in Figure1. Various database protocols can be used to set up and manage the Policy Repositories.

Policy Control Function (PCF) /Policy Decision Point (PDP):

The Policy Control Function or the Policy Decision Point access the Policy Repository in response to a request from a Policy Decision Point (PEP) in the PULL Service Model to determine what policy or rules should be enforced upon a service or resource access request.

Policy Enforcement Point (PEP):


PEP’s enforce specified and applicable policies by either requesting policy decisions from the PCF/PDP (the PULL Service Model) or being provided with policy decisions from the PCF/PDP (the PUSH Service Model). 


In addition to the policy enforcement functionality in the PEP, it may also include a Local Policy Decision Point (LPDP). The LPDP can also be used to negotiate bearer resource requests outside of the IM Subsystem.

Policy Management Interfaces:

The Policy Management Interfaces provide standard interaction procedures and data formats for information exchange between the Policy Management and the Policy Repositories. 

Policy Access Interfaces:

The PCF/PDP(s) can retrieve the Policies from the Policy Repository on an on-demand or pre-installed basis through the Policy Access Interfaces. 

Policy Control Interfaces:

Policies decisions made by the PCF/PDP(s) are transferred to the PEP(s) via the Policy Control Interfaces. The Policy Control Interfaces may distinguish the transfer of the policies decisions requested by the PEP(s)  (the PULL Service Model) from that of the Policy Decisions pushed from the PCF/PDP(s) to the PEP(s) (the PUSH Service Model).

1. The Protocols

1) Policy Management Protocols: LDAP/SQL

The Protocols that can be used for Policy Management Interfaces can be LDAP (Lightweight Directory Access Protocol) or SQL (Structured Query Language). 

The LDAP protocol is recommended for policy management interfaces. 

The use of SQL is FFS.

2) Policy Access protocol: LDAP/TCAP

LDAP/SQL can be used as the Policy Access Protocols between the Policy Repository and the PCF/PDP(s). 

LDAP ([RFC2251]) supports lightweight access to static directory services, allowing relatively fast search and update access.  LDAP v3 has also been extended  ([RFC2589])  to support dynamic directory services which are different from the static directory services in that the store information that only persists in its accuracy and value when it is being periodically refreshed. This information is stored as dynamic entries in the directory. If dynamic entries are not refreshed within a given timeout, they will be removed from the directory.

The LDAP protocol is recommended for policy access control.

The use of TCAP/SQL is FFS.

3) Policy Information Exchange: RSVP

Policy information may need to be exchanged between the UE and the UMTS networks, specifically, the PEP(s), for flexible policy control. With the POLICY_DATA object that can be carried by RSVP message an the optional use of RSVP for end-to-end QoS signalling in UMTS, RSVP is recommended to be used for transferring policy information between the UE and the UMTS PEP(s) at the IP BS Policy Control Level.

In addition, RSVP has been used as the primary carrier of Policy information between the Policy Client (PEP) and the Policy Decision Point (PDP) such as the COPS usage for RSVP [RFC2749] and the RSVP extensions for Policy Control (RFC2750).

4) Policy Control Protocol: COPS

The Common Open Policy Service (COPS) Protocol (RFC2748) is a simple query and response protocol used to exchange policy information between a policy server (PDP) and a set of its clients (PEP’s). COPS is being developed within the RSVP Admission Policy Working Group (RAP WG) of the IETF, primarily for use as a mechanism for providing policy-based admission control over requests for network resources [RAP]. 

The COPS protocol is recommended for use on the Policy Control Interface between the PCF/PDP and the PEP.

3 
PROPOSAL
It is proposed that the above UMTS QoS Framework and the associated functional descriptions are included as a new Sub-section “UMTS Policy Framework”.  Preferably, include it in Section 5.1 (before Section 5.1.1) in TS23.207.
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