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1 Introduction

The IETF has defined a framework for policy-based admission control in a Differentiated Services network [1].   In the UMTS QoS architecture, the GGSN contains a policy enforcement point (PEP), which enforces policy decisions in the IP forwarding plane through policing, marking and shaping mechanisms.  The PEP obtains policy information from a policy control function (PCF) -- known in IETF as a policy decision point -- to make these admission control decisions.  

The interaction between the PEP and the PCF is based on a client/server architecture.  The Common Open Policy Service (COPS) protocol is defined for use between a COPS client at the PEP and a COPS server at a PCF.  A COPS client policy enforcement point initially establishes a session with a PCF, typically using information that is configured in the PEP.  Once the session is established, the client PEP can:

1. generate a request for policy information to the PCF on receipt of a PDP context activation request, or 

2. generate an "unsolicited" request for policy information to the PCF.   This allows the PCF to push policy information to the PEP based on an external, out of band QoS service request, e.g., a SIP signaling interaction involving the proxy CSCF.  On receipt of the corresponding PDP context activation request, the admission control decision can be made based on the stored policy information.

Tdoc S2-001776 illustrates a representative information flow between the PEP and PCF assuming the second of these models.  

This contribution adds further definition to the PEP function in the GGSN and to the interface between the PCF and the PEP.   We propose to add agreed parts of this contribution to 23.207.  This work will provide the basis for future N1 work to specify the policy control interface in detail.

Parts of this contribution are based on [4], which provides a useful reference for use of COPS to support QoS admission control from cable IP access networks.

2 Requirements

23.207 provides a high level definition of the PEP and the PCF in the UMTS QoS architecture.  Policy enforcement and control is needed at the interface between the UMTS and the external network to control access to IP QoS.  As described in S2-001776, there are five interactions between the proxy CSCF and the PEP in the GGSN, via a Policy Control Function (PCF) external to the GGSN:

1. authorization for UMTS resource allocation, giving the bandwidth allowed

2. authorization for IP resources (i.e. beyond the GGSN), giving both bandwidth and destination address for the media stream.  This establishes a ‘gate’ which is a policy enforcement object in the GGSN associated with an IP flow.

3. enable media stream authorized in (2), e.g. ‘open’ the ‘gate’

4. disable media stream authorized in (2), e.g. ‘close’ the ‘gate’

5. release UMTS and IP resources

In addition, there are four interactions between the UE and the QoS allocation/enforcement elements, which are not discussed further here:

1. allocate the UMTS resources, within the previous authorization from the CSCF

2. allocate the IP resources (i.e. beyond the GGSN), within the previous authorization from the CSCF

3. utilize the UMTS and IP resources to send media packets

4. release UMTS and IP resources

This contribution presents a more detailed specification of the PEP in the GGSN, and the interface between the PCF and PEP, to support these interactions. 

3 Policy Enforcement Point

This section provides a functional definition of the Policy Enforcement Point (PEP) implemented in the IP bearer service manager in the GGSN in order to meet UMTS architectural requirements.

The Policy Enforcement Point (PEP) controls access to quality of service for a set of IP packets that match a packet classifier.  Policy decisions are either “pushed” to the GGSN by a policy control function, or alternatively, the GGSN may request policy information from a policy control function on receipt of an IP bearer resource request.

Policy enforcement is defined in this section in terms of a “gate” implemented in the GGSN.  A gate is a policy enforcement function for a unidirectional flow of packets, e.g., in either the upstream or downstream direction.  At a high level, a gate consists of a packet classifier, a resource “envelope,” and an action taken when the set of packets matching the classifier exceeds the resource envelope.  

Unidirectional gates are used since the basic unit of IP bearer service resource allocation is for unidirectional flows.   For example, a downstream-only gate would be used when an application on a UE has subscribed in a receive-only mode to an IP multicast session.   A downstream-only flow is also needed to support "remote ringback" in an IP telephony application, where the ringback signal is generated remotely by a PSTN gateway or remote UE.  For this application, to avoid certain theft of service scenarios it is necessary to enable the downstream flow of packets to the session originator, while not enabling the upstream flow of packets until the remote UE picks up.  When access to QoS for a flow of packets in both directions is desired, a pair of gates is used.  

We describe below the information that may be associated with a gate.  This information is not necessarily the only information that might be used, but is intended to cover the currently understood applications.  A gate is described by the following information:

· Packet classifier

· Authorized envelope

· Action 

· Resource identifier

· Reserved envelope

· Gate identifier

The packet classifier associated with a gate is described by the following information:

· Direction

· Source IP address 

· Destination IP address 

· Source port

· Destination port

· Protocol

The direction indicates whether the gate is an upstream or downstream gate.   The source IP address and port identify the source IPv4 or IPv6 address and port, as seen at the GGSN.  The destination IP address and port identify the destination IPv4 or IPv6 address and port, as seen at the GGSN.  The protocol field identifies the IP protocol type of the packet.  With the exception of the direction, these fields can be wild-carded.  For example, in a SIP session, the source port for the bearer is not exchanged in SIP signaling messages, and therefore cannot be set up when the gate is initialized.

The authorized envelope defines an upper bound or "envelope" of the resources that are authorized for the set of packets defined by the packet classifier.   The authorized envelope can authorize more resources than are actually used.  Since the authorized envelope defines IP bearer resources towards or from the external network, it is appropriate to express it in terms of IP bearer resources such as a peak information rate, mean information rate, and token bucket size to or from the external network.  For example, an Intserv Flowspec is an appropriate representation of IP bearer resources.   The authorized envelope is mapped to (a range of) UMTS bearer resources by the translation function in the GGSN when necessary.   We note that the authorized envelope allows the PCF to pre-authorize a flow, before the UE requests allocation of the resources (“push” model), as shown in S2-001776.

The action defines the action to be taken when the set of packets defined by the packet classifier exceeds the authorized envelope (or reserved envelope, below).  The action includes marking out-of-profile packets with a particular Diffserv Code Point (DSCP), marking in-profile packets with a particular DSCP, shaping to a token bucket, or packet dropping. 

According to the above definitions, a set of packets may match more than one classifier.  When this happens, the actions associated with the each of the applicable gates are considered to be executed in sequence, in the order in which the gates were configured in the GGSN.    Packets that are marked by a gate may not be (re)marked by a subsequent gate to a DSCP corresponding to a better service class.

The resource identifier identifies a set of resources that can be shared by multiple gates, e.g., for several sessions.   For example, the resource identifier might allow a UE to share a single set of resources for two sessions that do not simultaneously use the resources, such as during call waiting.  The resource identifier would be included in the IP bearer service information element of a PDP context activation/modification request to support this function. 

The reserved envelope defines an upper bound or "envelope" of the resources that are reserved for a bearer.  The reserved envelope is advantageous if it is possible for a UE to  reserve more resources than are actually used.  For example, during call waiting, the UE might maintain a reservation for a high quality codec for a temporarily inactive session, while using a lower quality codec for the active session.  The reserved envelope implies that resource reservation performs admission control, and if successful, sets aside the requested resources in a pre-emptible mode.  Support for this functionality requires the PDP context activation and modification procedures to distinguish between reservation requests and resource use.  

The gate identifier (GateID) uniquely identifies a gate at a GGSN.  The GateID can be used to correlate resource reservation requests from the UE (e.g., PDP context activation request) with authorization commands from the PCF.  To support this function, the GateID needs to be included in the PDP context activation request, the policy control interface, and SIP signaling messages between the proxy CSCF and UE.  Details of this are described in [2].  It is convenient to allow a GateID to be associated with one or more gates: a single upstream gate, a single downstream gate, or an upstream and a downstream gate.  

4 Policy Control Interface

IP QoS admission control manages allocation of QoS resources based on administrative policy and available resources.  Admission control based on administrative policy is performed using a client/server architecture involving policy enforcement in the IP bearer service manager in the GGSN, and a policy control function (PCF).

When the Common Open Policy Service (COPS) protocol [3] is used as the client/server protocol between the PEP and the PCF, the COPS client (PEP) can request policy information from the PCF triggered by a QoS signaling request.  Alternatively, policy decisions made by the PCF can be pushed to the COPS client (PEP) based on an external out-of-band QoS service request, e.g., triggered by SIP signaling.  These policy decisions are stored in the COPS client in a local policy decision point accessed by the PEP to make admission control decisions without requiring additional interaction with the PCF.

The COPS protocol supports several messages between a client and server.   These messages consist of the following operations that may be performed:

· Client-Open/Client-Accept/Client-Close

· Request

· Decision

· Report State

· Delete Request State

· Keep Alive

· Synchronize State Request/Synchronize State Complete.

This section addresses the policy interface to allow the PCF to push policy information to the PEP, consistent with the information flows defined in S2-001776.  S2 has not yet considered information flows in which the PEP requests policy information from the PCF.  Support for this functionality in the policy interface is therefore left FFS.  

Since we consider a push model, messages from PCF to the GGSN are COPS Decision messages, and messages from GGSN to PCF are COPS Report messages.  

4.1 Additional COPS objects needed for policy control

Additional information elements need to be included in COPS messages to support the UMTS QoS architecture.  Consistent with the COPS framework, the policy control interface is identified by a unique “client type” allocated for a UMTS client (GGSN).  The remainder of this section describes the objects that are currently identified as being needed in the architecture:

· gate identifier 

· command/response

· gate spec 

· event generation info

· endpoint identifier 

· max gates

The gate identifier contains a unique identifier for the gate that is being referenced in the command or response.  To support multiple policy control functions that may be providing policy control of a GGSN, the gate identifier should be allocated by the GGSN.

The commands that are used from the PCF to the PEP include commands to: 

· allocate a gate (Gate-Alloc)

· set parameters associated with a gate (Gate-Set)

· delete a gate (Gate-Delete)

· get parameters/information associated with the gate (Gate-Info)

The responses that are needed from the PEP to the PCF include an acknowledgement and/or an error response to each of these commands, e.g., Gate-Alloc-Ack, Gate-Alloc-Err, etc.

The gate spec object contains the specification of the gate parameters that are being set or returned in a response. 

· Direction

· Source IP address

· Destination IP address

· Source Port

· Destination Port

· Protocol 

· Action

· DSCP Field

· Flowspec (or Flowspecs)

The event generation info contains information related to usage recording that may be needed for IP QoS bearers.   This might include a “billing identifier” needed to correlate event records from the GGSN with event records from the proxy CSCF, so that all records associated with the same session can be associated.  In order for the billing identifier to be unique, it might include for example, a long numeric value generated by the PCF, along with the identity of the PCF.

The endpoint identifier and max gates fields are used to prevent a UE-initiated denial of service attack that attempt to set up an excessive number of simultaneous sessions, resulting in the allocation of multiple gates.  The endpoint identifier contains the identity (e.g., IP address) of the endpoint associated with the gate, while the max gates field contains the maximum number of gates that can be allocated to this particular endpoint.   The GGSN can return an error if the number of allocated gates exceeds max gates.

5 Proposal

This contribution proposes that Section 3 be added to 23.207 as a subsection of Annex C entitled “Policy Enforcement Point in GGSN.”   This contribution also proposes that Section 4 be added to 23.207 as a subsection of Annex C entitled “Policy Control Interface.”    The sentence “The following is taken as the basis for further work” should precede the body of each subsection.
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