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LS for "Security Considerations for CSCF Interfaces"

The SA2 #15 TSG would like SA3 to comment on the issues raised in S2-001906 and summarized in the following text. 

The creation of the CSCF within the IM domain has led to a number of new interfaces (e.g. Cx, Mw, Mr, etc). The current understanding is that many of these interfaces will use protocols that are part of the Internet Protocol suite. One issue that has yet to be discussed in S2 has been the definition of the security mechanism for these Internet-based interfaces. The topics we see needing to be addressed by S2 are:

· Which interfaces require a security association?

· What are the required functions for these security associations?

· What mechanism (e.g. protocol) is required for providing security on these interfaces?

· How does this mechanism satisfy the security requirements?

As security issues are considered by S3, S2 requests that S3 study the topics listed above and report their recommendations back to S2.
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