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1 Introduction

The discussion on the requirement for operators to hide some of the details of their internal operations from other networks has so far been captured in a statement in 23.228 section 4.4:

Network configuration hiding.  It is a requirement that it shall be possible to hide the network topology from other operators.  It shall be possible to restrict the following information from being passed outside of an operator’s network: exact number of S-CSCFs, capabilities of S-CSCFs, or capacity of the network.  Hiding requirements of P-CSCFs are for further study (Note that UE needs to have the address of P-CSCF).

Editor's Note: The material in this paragraph needs to be further clarified.

As the editor’s note indicates, further clarification of this issue is required. This contribution provides some further explanation of this requirement. We also propose some additional text for 23.228 to clarify this requirement in more detail. 

2 Discussion 

We believe there are several requirements that motivate the need for having the option of hiding network internal details from the outside world. The below paragraphs explain these different needs. Support for this requirement may be provided in several different ways. We also provide some examples of solutions supporting a network hiding option, however, the details of such a mechanism will have to be determined by other groups, e.g. CN1. 

2.1 Motivation for network hiding option

Network management. The hiding of network internal details from the outside world significantly reduces the complexity of network operations. In the case that network details (i.e. S-CSCF addresses) are known by other external network elements, changes to the network topology need to be propagated to network elements outside of the operator’s network. This would make network topology changes considerably more complex and is therefore highly undesirable from a network management perspective. The same argument applies in the case of server maintenance. If S-CSCF's are hidden from external systems, they can be taken out of service without any need to synchronize this with external network elements. In the absence of this option, complicated new mechanisms are needed to ascertain that external network elements will not (attempt to) set up calls through S-CSCF's that have been taken off-line or are otherwise unavailable.

Network scalability. It is likely to be unscalable to maintain or establish security associations on a pair-wise basis among all CSCFs. The I-CSCF provides a layer of isolation among domains, and hierarchy of security associations. Therefore, by limiting the external traffic to a limited number of systems (the I-CSCF's) a significant reduction of the required security associations between network elements is achieved. 

Security aspects. Network element hiding may help, to a limited extent, to reduce the vulnerability of the overall system to external attacks (e.g. denial of service attacks). However, it is clear that network hiding as such does not comprise a completely secure environment. We anticipate that much further work is needed in this area, but this issue is considered out of scope for this contribution. 

Competitivity aspects. The details of an operator's network are generally considered sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.
2.2 Implementation impact and design alternatives

The requirements explained in the previous section might be met, at least partially, by a variety of architectural or procedural solutions. For instance, Nokia presented in tdoc SA2-001759 some solution alternatives that meet some of the requirements above. In appendix 1 we discuss a few examples of possible architectural solutions and their associated pros and cons. It is not intended for these examples to be exhaustive. We expect decisions on the details of such a solution to be taken in CN1 rather than SA2.  

3 Proposal

The current text in 23.228 section 4.4 on network hiding needs to be further specified, as indicated in an editor’s note. We provide the below text as a proposal to further explain this requirement in 23.228. The topic seems to warrant a separate section of chapter 4 by itself, so we propose to add the below text as section 4.7, and modify section 4.4 to reflect this change.

PROPOSED CHANGES FOR TR 23.228 section 4.4

4.4 Signaling Concepts

A Single call control between the UE and CSCF. For Multi-Media type services delivered via the PS Domain within the R00 architecture, a single call control protocol shall be used between the user equipment UE and the CSCF (over the Gm reference point). 

Protocols over the Gm reference point. The single protocol applied between the UE and CSCF (over the Gm reference point) within the R00 architecture will be based on SIP (as defined by RFC 2543, other relevant RFC’s, and additional enhancements required to support 3GPP’s needs).

A Single call control on the Mw, Mm, Mg. A single call control protocol shall be used on the call control interfaces between MGCF and CSCF, between CSCFs within one operator’s network and between CSCFs in different operators’ networks. 

Protocols for the Mw, Mm, Mg. The single call control protocol applied to the interfaces between MGCF and CSCF, between CSCFs within one operator’s network and between CSCFs in different operator’s networks will be based on SIP (as defined by RFC 2543, other relevant RFC’s, and additional enhancements required to support 3GPP´s needs).

UNI vs. NNI call control. The SIP based signalling interactions between CN elements may be different then SIP based signalling between the UE and the CSCF.

Network configuration hiding.  It is a requirement that it shall be possible to hide the network topology from other operators. Details of this requirement are described in section 4.7 below. 

 

Restrict access from external networks.  The signaling solution shall allow the operator to restrict access from external networks (application level).

Access to HSS.  A network operator can control access to the HSS.

PROPOSED TEXT FOR TR 23.228 section 4.7

4.7 
Optional hiding of network internals towards external networks

It is a requirement that it shall be possible to hide the network topology from other operators. It shall be possible to restrict the following information from being passed outside of an operator’s network: exact number of S-CSCFs, capabilities of S-CSCFs, or capacity of the network.  Hiding requirements of P-CSCFs are for further study (Note that UE needs to have the address of P-CSCF).

The details of the mechanism to fulfil this requirement are yet to be determined. The specific mechanism chosen needs to take into account the following separate aspects of this requirement:

Network management. In the case that network details (i.e. S-CSCF addresses) are visible by other external network elements, any (temporary or permanent) changes to the network topology need to be propagated to network elements outside of the operator’s network. This is highly undesirable from a network management perspective. 
Network scalability. Establishing security associations on a pair-wise basis among all CSCFs is likely to be unscalable. The I-CSCF provides a layer of isolation among domains, and hierarchy of security associations. By limiting the external traffic to the I-CSCF's a significant reduction in the number of required security associations between network elements is achieved. 

Competitivity aspects. The operational details of an operator's network are sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.

Security aspects. Network element hiding may help to reduce the vulnerability of the overall system to external attacks (e.g. denial of service attacks). Further work is needed in this area.

END OF PROPOSED TEXT FOR TR 23.228

4 Conclusion

We have shown that the issue of network configuration hiding is significantly broader than is currently reflected in document 23.228 section 4.4. We have proposed an additional section to be placed in chapter 4 to expand on the network hiding requirement. 
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Appendix 1. Implementation impact and design alternatives

A.1. Discussion of design alternatives

In order for the hiding of internal network details to be effective, the I-CSCF needs to modify more information in the SIP signalling message than just IP addresses. For example, SIP responses are routed based on the content of the Via-header. The Via-header therefore conveys a lot of information between networks, unless it is in some way or form modified at the network border. Route and Record-Route headers, similarly, may convey a lot of information to the other side, unless modified at the border. A complete solution for solving the network hiding requirements needs to take this into account.

a. IP level gateway (Network Address Translation, or NAT)

As previously shown in contribution 1759 by Nokia, an IP layer gateway may provide a means of hiding some internal detail of operation. The ILG is essentially a Network Address Translator or NAT device. It sits in-between the internal and external network and translates IP addresses between the two domains. As the NAT device translates IP addresses, it effectively hides the IP addresses of the internal network for the outside world. However, in the particular case of SIP signalling messages, the use of a NAT introduces complexities due to the need to modify IP addresses in SDP. Additionally, it would be necessary that the ILG modifies other SIP headers (e.g. Route and Via-headers) to satisfy all requirements explained in the first part of this document. 

This suggests that it will be necessary to understand the application layer (SIP) semantics to develop a full solution. As the IP layer gateway, almost by definition, lacks the required understanding of the application layer to successfully perform these complicated application layer modifications, we consider an application (SIP) layer solution much more appropriate. The (gateway) I-CSCF is at the right layer to perform this function.


b. Inter-operator gateway (I-CSCF)

SIP inherently supports the mechanism needed to maintain a CSCF (SIP proxy) in the signalling path, by use of the Record-Route and Route headers. The current role description of the I-CSCF in document 23.228 mentions a possible role for the I-CSCF in hiding network details between networks. The I-CSCF is the appropriate network element to provide this functionality, as it combines the required application level knowledge with a position in the network as the border element that is the first point of contact for MT calls. Therefore, a role for the I-CSCF in other calls, e.g. MO calls while roaming, is not a major step. It may also be possible to consider combined functionality of for instance a SIP I-CSCF with IP or application layer firewall functionality to implement a more complete protection of the network than just network element hiding, but this is beyond the scope of this contribution.

We can consider the following framework for an I-CSCF to support network hiding functionality:

For an MO call setup, roaming with home control, where the home operator desires to use the network hiding option, the I-CSCF, as the first point of contact of the home network, will receive the SIP INVITE message. The I-CSCF has to forward this message to the serving CSCF associated with this registered user. There are several possible alternatives for the I-CSCF to determine the appropriate S-CSCF. We mention a few possibilities here, but this is not intended to be an exhaustive list. The I-CSCF might decide upon the S-CSCF location based on: 1. HSS lookup; 2. an internal table of registrations and S-CSCF allocations; 3. an encrypted string included in the INVITE message. This string would have been allocated by the I-CSCF upon registration time and would have been conveyed to the Proxy-CSCF to be used later in the ‘user-part’ of the SIP request URI. 

The I-CSCF will enforce to be kept in the signalling path by including appropriate Record-Route and Route headers. After forwarding the INVITE to the appropriate S-CSCF, the I-CSCF will modify the headers of any returning responses, so that internal information is not being sent outside the home operator network. A mechanism to implement this has been described in an IETF draft [ref. draft-byerly-sip-hide-route-00.txt].

A.2. Possible implementation impact 

The above examples are intended to show that different mechanisms would be available. Any decision on this level of detail needs to be taken by CN1. Each of these mechanisms comes with its particularities and will require further study. As an example, for the I-CSCF to perform a HSS lookup to locate the S-CSCF for each MO INVITE message, will place a significant burden upon the HSS. Alternatively, keeping an internal table with registration and S-CSCF allocation information in the I-CSCF would lead to a more vulnerable overall architecture because of the impact of the loss of a table from an I-CSCF (e.g. after a system crash). Also, the concept of a stateless I-CSCF would be lost. 
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