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1. Introduction

This paper discusses the requirements to be able to identify users independently of the public information generally passed (e.g. phone number or e-mail address, SIP URI).

2. Technical discussion

Within IM the use of SIP allows users to include many types of address/number information into signalling messages passed to the network.  Users accessing IM should have a method of uniquely identifying themselves to the network.  

It is proposed that two sets of identifiers are applied for IM users;

User identities within IM

A. Public addresses such as public IP addresses, URLs, email addresses, diallable numbers (such as MSISDN in GSM) can be applied to users.

B. Private identities are applied to users to enable network identification of users.  The user private identities are completely independent of any public address the user may have.

When considering the user private identity in IM the following aspects should be considered:

Private user identities within IM

1. The user private identity is a unique global identity.

2. The user private identity is independent of the user’s public addresses or identities.  Any public address or identity can be associated with any user private identity.

3. The user private identity is used to enable requests (such as Registration requests) to be passed from the user terminal to the home network.

4. The user private identity is used within the home network to uniquely identify the user.

5. The user private identity is securely stored on the USIM card (it shall not be possible to modify the user private identity). 

Note: Mechanisms used to extract the user private identity from the SIM card (e.g. when an external SIP TE is used is for further consideration.

6. The user private identity is allocated by the home network operator.

7. The user private identity is permanently allocated to a user (it is not a dynamic identity).

8. The user private identity is valid for the duration of the user’s subscription with the home network.

9. The user private identity is used to identify the user’s information stored within the HSS.

10. The user private identity format shall allow structured database information to be stored against it.   For example the HSS can store user information in a logical fashion based upon the user private identity.

11. The user private identity shall contain sufficient information to allow the serving network to route signalling information to the home network.

12. The user private identity shall contain sufficient information to allow the home network to route signalling information to the HSS.

13. The user private identity format shall not have to rely upon DNS or any additional resolution mechanisms within the network to enable the routing of signalling information to the home network. 

14. Security information can be related to the user private identity (for example authentication information). 

15. The user private identity cannot be used by parties other than the IM operators to interact with the user.

16. The user private identity shall be a fixed length structure and format.

17. The user private identity shall be present in all charging records.

A suitable name is needed for the ‘user private identity’.

3. Proposals

It is proposed that the aspects outlined above are incorporated into 23.228.  In particular:

1. The concept of the user private identity is adopted for IM.

2. A name for ‘user private identity’ is derived within S2 and used within IM.  (Perhaps IM Private Identity ; IMPI, or perhaps User Private Identity; UPI?).

3. The Lettered and Numbered paragraphs of section 2 of this paper are incorporated into Section 4.3.3 ‘Identification of users’ of 23.228.

4. The format of the ‘user private identity’ should be agreed jointly within 3GPP SA2 and 3GPP N1.

5. The format of the ‘user private identity’ should be an IP v6 address?
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