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Abstract

Current proposals dealing with authorization of media streams for multimedia services like IP telephony and video assume a pre-established relationship between elements of the network (e.g. CSCF, GGSN, policy servers and UEs). In some environments, however, such pre-established relationships may not exist either due to the complexity of creating these associations à priori (e.g. in a network with many elements), or due to the dynamic nature of these associations (e.g. in a mobile environment). 

In this document, we assume that there is no pre-established relationship between entities and describe mechanisms for exchanging information between network elements in order to authorize the use of resources for a service and to co-ordinate actions between the signalling and bearer domains.

1. Introduction 

Establishing multimedia streams must take into account requirements for end-to-end QoS, authorization of network resource usage and accurate accounting for resources used.

There are several proposals that attempt to deal with these issues. "Interdomain IP Communications with QoS, Authorization and Usage Reporting" [1] discusses two options for QoS support for IP telephony: QoS Enabled and QoS Assured. The paper also describes how to introduce local policy decisions into call setup and presents two different models: the pull model and the push model.

"SIP Extensions for Media Authorization" [3] describes the need for authorizing use of network resources and offers a mechanism that can be used for admission control. The PacketCable group defines similar mechanisms to deliver QoS for an IP call [9].

All of these proposals assume that a pre-established relationship exists between elements of the network (e.g. session managers (CSCF), edge routers (GGSN), policy servers and end hosts (UE) ). 

The model of "Session setup with media authorization" [13] describes mechanisms for exchanging information between network elements in order to authorize the use of resources for a service and to co-ordinate actions between the session and bearer control domains. In particular, it includes scenarios where there are no pre-established relationships between network entities.

Media authorization makes use of a "ticket" that provides capabilities similar to that of a token in [3] and of a gate in [9]. The ticket is generated by the CSCF (or a policy server) and relayed through the UE to the GGSN where it is used as part of the policy-controlled flow admission process. The ticket contains information describing the media stream authorized by the CSCF along with the credentials of the CSCF that can be used to validate the ticket.

2. Definition of terms
Figure 1 introduces the model of a generic network for session establishment, QoS and policy. 
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Figure 1: Generic network model

BCD - Bearer Control Domain: The Bearer Control Domain is a logical grouping of elements that provide connectivity along the packet forwarding paths to and from an UE. The BCD contains GGSN and PS entities whose responsibilities include management of resources along the packet forwarding paths.
GGSN: The GGSN is a network element connecting the UE to the rest of the IP domain. The GGSN contains a PEP to enforce policies related to resource usage in the access network by the UE. It also contains a signalling agent (e.g. for RSVP) for handling resource reservation requests from the UE. The GGSN is an example of an edge router. 

PEP - Policy Enforcement Point: The PEP is a logical entity that enforces policy decisions made by the PDP. Note that other PEPs may reside in other network elements not shown in the model of Figure 1, however they will not be discussed in this document.

PDP - Policy Decision Point: The PDP is a logical entity located in the Policy Server that is responsible for authorizing or denying access to services and/or resources. 

PS – Policy Server: The Policy Server is a network element that includes a PDP. Note that there may be a PS in the service control domain to control access to services and there may be a separate PS in the bearer control domain to control use of radio and network resources. Note also that network topology may require multiple Policy Servers within either domain, however they provide consistent policy decisions to offer the appearance of a single PDP in each domain.

SCD - Service Control Domain: The service control domain is a logical grouping of elements that offer applications and content to subscribers of their services. In this document, session management is considered a service, therefore the CSCF resides in the SCD along with a PS.

CSCF:  The CSCF is a network element providing session management services (e.g. telephony call control).  The CSCF contains a PEP to enforce policies related to use of services by the UE. It also contains a signalling agent or proxy (e.g. for SIP) for handling service requests from the UE. The CSCF is an example of a Session Management Server.

UE: The UE is a device used by a subscriber to access network services. The UE includes a client for requesting network services (e.g. through SIP) and a client for requesting network resources (e.g. through RSVP). 

For clarification, we use the following conventions for describing messages throughout the entire document:

XXXo = messages from the originating (calling) party to terminating (called) party.

XXXt = messages from the terminating (called) party to the originating (calling) party. 

3. General Framework for Media Authorization 

Some proposals describing how to perform media authorization assume a pre-established relationship between network entities. In this contribution, we will describe alternative ways of providing media authorization when there is no pre-established relationship between network entities and the internal network topology of a domain is not known a priori as defined in [13]. We believe this assumption is more general and removes unnecessary constraints imposed by the existing solutions.

Session control mechanisms deal with session initiation and setup between parties. A session management server (CSCF) must authenticate the involved parties, authorize the session and specify the QoS permitted. There are multiple kinds of sessions that can be established, using any one of several different signalling protocols. For example, either SIP or H.323 protocol can be used to establish a voice and/or video session.

Resource reservation mechanisms deal with providing end-to-end QoS, which is critical in order to provide quality multimedia services. Resource reservation signalling conveys the QoS needs of the applications to the access provider. Elements of the access provider network use the QoS attributes signalled by the applications to determine the network resources that need to be allocated for use by the UE. One of the widely accepted resource reservation signalling protocols used between the UE and the edge router (GGSN) is RSVP. Between the edge router (GGSN) and other network elements, other mechanisms (e.g. DiffServ) may be used to ensure the flow gets the proper QoS treatment.

4. The Coupled Model

Some proposals dealing with authorization of media streams for multimedia services assume a pre-established relationship between elements of the network (e.g. CSCF, GGSN, policy servers and UEs). We refer to this as the “coupled model”, indicating the tight relationship between entities that is presumed.
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Figure 2: The coupled model

This model is used in "SIP Extensions for Media Authorization" [3]. In this model, it is assumed that there is one Policy Server serving both the Service Control and Bearer Control domains and that there is a pre-defined relationship between the PS and Session manager (CSCF) and between the PS and Edge router (GGSN). Communications between these entities are then possible as shown in the call flows presented in Figure 3.

Please note the P-CSCF and I-CSCF are not shown for simplicity.
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 Figure 3: Message flows in the Coupled Model [13] 

The salient points of this exchange are the following:  

-
When the CSCF receives the 183 message, it can determine the end-points, bandwidth and characteristics of the media exchange from the SDP parameters.

-
The CSCF will then convey this information to the PS, which will store this information.

-
The PS then generates a token that references this information within the Policy Server's local storage and returns the token to the CSCF.

-
The CSCF will then forward this token in the 183 message to the UE.

-
The UE must include this token as-is in the bearer path setup message; in this example an RSVP PATH message is used to reserve resources along the bearer path.

-
This RSVP PATH message is intercepted by the PEP located in the GGSN. The PEP encapsulates the RSVP PATH message in a COPS message and sends it to the PS.

-
The PS extracts the token from the COPS-RSVP message and uses it to retrieve the information previously stored during its exchange with the CSCF. The PS can then verify that the resources requested in the RSVP PATH message are compatible with what was authorized by the CSCF.

As indicated earlier, there are a number of issues with this model: 

-
The same policy server makes decisions related to both service authorization and resource utilisation. This is only possible if the network is simple enough to warrant deployment of a single policy server.

-
The UE is connected to a known point in the network that defines the GGSN and policy server for that host. This is only possible in a network with fixed hosts and fixed routers where the administrative burden of defining these associations make this a feasible undertaking.

-
The CSCF and policy server know of each others existence and have a pre-defined trust relationship. This is only possible if the network is simple enough to allow a priori creation of bilateral trust relationships.

This model is valid in those environments where the issues listed above are of no consequence, but it is not a universal solution. Sections 5 and 6 describe other scenarios that relax the close coupling requirements.

5. The Associated Model

In this scenario, there are multiple instances of the CSCF, GGSNs and Policy Servers. This leads to a network of sufficient complexity that it precludes distributing knowledge of network topology to all network entities. The key aspects of this scenario are the following: 

-
Policy decisions, including authorization, are made by a Policy Server.

-
The multiple GGSNs, session and policy servers in the network mean that the combination of network entities involved in establishing the session is not known a priori.

-
There is a pre-defined, trusted relationship between the CSCF and the PS and between the GGSN and the PS.

5.1 Associated Model Authorization Ticket 

Since the GGSN does not know which CSCF and PS are involved in session establishment, the token described in [3] must be extended to include the identity of the authorizing entity. The information in the resulting ticket must include:

-
Authorization token, as in [3], used to reference session state information maintained by the authorizing PS.

-
Identity of the authorizing entity to allow for validation of the ticket.

-
An authorization signature used to prevent tampering with the ticket (e.g. to prevent redirection of authorization requests to a bogus authorizing entity). The signature is typically a one-way hash calculated over the other fields of the ticket using a key associated with the authenticator. The key may be either a public/private key if public key encryption is used (e.g. PKI) or a private key if shared private key encryption is used (e.g. Kerberos).

5.2 Associated Model Call Flow

Figure 4 contains the associated model call flow with the authorization ticket concept. Either the CSCF or the PS can act as the authenticator; this example shows the PS acting in that role. Please note the P-CSCF and I-CSCF are not shown for simplicity.
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Figure 4: Associated Model Call Flow with Authorization Ticket [13]

The salient points of this exchange are the following:  

1-
The UE sends an INVITE to the called party using the CSCF. 

2-
The CSCF forwards the INVITE to the called party.

3-
The called party responds with a 183 session in progress.

4-
When the CSCF receives the 183 message, it can determine the end-points, bandwidth and characteristics of the media exchange from the SDP parameters. The CSCF will then convey this information to the PS for validation of the set up attempt.

5-
If the PS deems the set up attempt to be valid, it will store the media information for this call. It then returns a signed ticket to the CSCF that includes the identity of the PS plus a reference to the session media information within the Policy Server's local storage.

6-
The CSCF will then forward this ticket in the 183 message to the UE.

9-
The UE must include this ticket as-is in the bearer path setup message; in this example an RSVP PATH message is used to reserve resources along the bearer path.

10- This RSVP PATH message is intercepted by the PEP located in the GGSN. The PEP extracts the identity of the PS from the ticket, encapsulates the RSVP PATH message in a COPS message and sends it to the specified PS. 

11- The PS extracts the ticket from the COPS-RSVP message and uses it to retrieve the information previously stored during its exchange with the CSCF. The PS can then verify that the resources requested in the RSVP PATH message are compatible with what was authorized by the CSCF.

As indicated earlier, this solution permits a common PS to validate and authorize the media request without requiring a priori knowledge of the network entities involved in session establishment.

6. The Non-Associated Model 

In this scenario, the CSCFs and GGSNs are associated with different Policy Servers, the network entities do not have a priori knowledge of the topology of the network and there is no pre-established trust relationship between entities in the Bearer Control Domain and entities in the Service Control Domain. The keys aspects of this scenario are the following: 

-
Policy decisions, including authorization, are made by Policy Servers.

-
In contrast to the scenario in Section 5, the PS in the Bearer Control Domain is separate from the PS in the Session Control Domain.

-
There is a pre-defined, trusted relationship between the CSCF and the SCD PS.

-
There is a pre-defined, trusted relationship between the GGSN and the BCD PS.

-
There are no pre-defined, trusted relationships between the GGSN and CSCF or between the BCD and SCD Policy Servers.

6.1 Non-Associated Model Authorization Ticket 

The immediate impact of this model is that the contents of the ticket must be changed - the ticket can no longer refer to information held in local storage at the PS and must be secured against counterfeiting and replay attacks. The ticket is created using information about the session received by the CSCF. The information in the ticket must include:

-
Calling party IP address and port number (e.g. from SDP "c=" parameter).

-
Called party IP address and port number (e.g. from SDP "c=" parameter).

-
Call identifier (e.g. from SIP "CALL-ID" parameter).

-
The characteristics of (each of) the media stream(s) authorized for this call (e.g. codecs, maximum bandwidth from SDP "m=" and/or "b=" parameters).

-
Lifetime of (each of) the media stream(s) (e.g. from SDP "t=" parameter).

-
Authorization lifetime; the ticket should be valid for only a few seconds after the start time of the session.

-
Identity of the authorizing entity to allow for validation of the ticket.

-
Authorization signature used to prevent tampering with the ticket and to provide the credentials of the authorizing entity. The signature is typically a one-way hash calculated over the other fields of the ticket using a key associated with the authenticator. The key may be either a public/private key if public key encryption is used (e.g. PKI) or a private key if shared private key encryption is used (e.g. Kerberos).

6.2 Establishing Trust 

Because there is no pre-established trust relationship between the entities of the two domains, this relationship must be established dynamically.

In this scenario, we assume there is a third party that can be trusted by all elements of the bearer control and service control domains. This third party's main role is to act as a Key Exchange Server (KES). If public key encryption is used (e.g. PKI), the SCD and BCD entities know the public key of the KES and the KES knows the public keys of the relevant SCD and BCD entities. If shared private key encryption is used (e.g. Kerberos), the SCD and BCD entities each know (one of) the private key(s) of the KES and the KES knows (one of) the private key(s) of the relevant SCD and BCD entities. Figure 5 presents the network diagram for this model.
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Figure 5: Network Model with Key Exchange Server. 

In the PKI terminology, the KES is referred to as a Certificate Authority. In Kerberos terminology, the KES is referred to as a Key Distribution Centre.

6.3 Non-Associated Model Call Flow

Figure 6 contains the detailed non-associated model call flow with the authorization ticket concept. Either the CSCF or the SCD PS can act as the authenticator for the service control domain; this example shows the CSCF acting in that role. Please note the P-CSCF and I-CSCF are not shown for simplicity.
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Figure 6: Non-Associated Model Call Flow with Authorization Ticket [13]

The following is a summary of the call flow: 

1- The UE sends an INVITE to the called party using the CSCF.

2- The CSCF forwards the INVITE to the called party.

3- The called party responds with a 183 session in progress.

4- When the CSCF receives the 183 message, it can determine the end-points, bandwidth and characteristics of the media exchange from the SDP parameters. The CSCF can then generate a ticket with this information, sign the ticket with its (shared) private key, insert the signed ticket into the 183 message and forward the 183 message to the UE.

5, 6- The PRACK and 200 OK (of PRACK) are used for reliability purpose as described in [10].

7- The UE can then start the resource reservation process by sending a RSVP PATH message with the signed ticket included.

8- When the RSVP PATH message reaches the GGSN, the PEP at the GGSN encapsulates the PATH in a COPS-RSVP message and forwards it to the BCD PS.

9,10- The BCD PS will receive the COPS-RSVP PATH message and will inspect the ticket. From the ticket, the PS will get the CSCF identity and query the KES for the public or shared private key of this CSCF. Note that the key distributed by the KES will usually have a finite lifetime specified by the KES. The BCD PS can cache the public or shared private key for further use and thus skip the interaction with the KES if other session establishments involving this CSCF are received by the BCD PS before the key expires.

11- The BCD PS verifies the authenticity of the ticket by using either the KES public key (e.g. for PKI) or the KES shared private key (e.g. for Kerberos). It then compares the resources requested in the RSVP path message with the authorized media in the ticket to ensure it is equivalent or of a lower authorized level. The BCD PS can then forward its policy decision to the PEP at the GGSN.

12- The PEP performs its admission control functions and, if the flow is admitted, it then forwards the RSVP Path message to the terminating party.

13 to 35-The remaining steps are similar to the call flows described in [13].

As specified earlier, this solution allows the ticket to be sent from the CSCF to the BCD PS without the CSCF knowing the topology of the network. Furthermore, by using a trusted third party as a KES, we can dynamically establish (indirectly) a trust relationship between the CSCF and BCD PS, eliminating the management burden of pre-establishing trust relationships.

7. Conclusion / Recommendations

As defined in "Session setup for media authorization" [13], this contribution proposes three models for authorizing media during session establishment:

-
The Coupled Model reflects work currently described in [3]. This model assumes knowledge of network topology and pre-established trust relationships that may not be valid in all scenarios. Therefore, as defined in [13] there are two additional models:

-
The Associated Model [13] in which common policy servers and trust relationships exist but knowledge of the network topology is not known a priori, and

-
The Non-Associated Model [13] where knowledge of the network topology is not known a priori, where there are different policy servers involved and where trust relationships do not exist a priori.

The Associated Model is applicable to environments where the network elements involved in establishing a session must be determined dynamically during session set up. The Non-Associated Model, which is the most generic, is applicable to environments where there is a complex network.

In any given network, one or more of these models may be applicable. 
 It is recommended that the media authorization mechanisms described in [13] be adopted as the model used in TR 23.207. If this recommendation is accepted, Nortel will provide the detailed changes required to TR 23.207 in subsequent contributions.
[WGage] 
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