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1 Introduction

This contribution proposes text for a subsection of 5.12 of TS23.228, on Anonymous Calling.

The SIP mechanism in RFC2543 for Caller-ID is the From: header, which is inserted by the UAC and displayed by the UAS.  However, Caller-ID service requires that the information be authenticated by the network operator.  Draft-ietf-sip-privacy-00 gives an example of an authenticated way a service provider can offer Caller-ID service with SIP, by the use of an additional header, Remote-Party-ID.  Procedures for authenticating this Remote-Party-ID, and blocking it if requested by the originator, were given in a companion contribution, S2-001875.

Unfortunately there are a number of additional SIP headers that divulge caller identity.  To truly make an anonymous call, it is essential that the UE initiating the session follow certain rules about use of SIP headers, and that the S-CSCF hide certain information from the destination UE.

The exact mechanisms by which each of these headers is hidden should be left to CN1 and detailed protocol specifications.  However, the requirement that it be done should be included in 23.228.

The mechanisms by which the bearer path is hidden, i.e. such that each endpoint is not informed of the IP address of the other endpoint, are for further study.

2 SIP procedures for Anonymous Calling

Draft-ietf-sip-privacy-00 gives several rules that must be followed by the originator and destination proxy if the session is to remain anonymous.  

The following headers are always included in an INVITE request, and typically identify the originator.

· From.  
This header typically gives the identity of the originator, both as a name and as a URL. 

For an anonymous session, the name portion must either be omitted, or set to the string 
“anonymous”.  The URL must contain a random string as the username, and refer only to 
the host as “localhost”

· To.  
This header typically gives the destination, often as the sequence of dialed digits in a tel: 
URL.  Knowledge of the length of the dialed digits will divulge the approximate distance.  
For example, with only 4 digits the call must be within the building, 7 digits within the 
area code, 10 digits outside the area code.  The To: header must contain either a full 
internationalized E.164 number, or be a random string as username (different from the 
string used as From), and refer only to the host as “localhost”

· Call-ID. 
This header is intended to be globally unique, which is done by including the host name 
or IP address as part of the string.  Use of a cryptographically unique string is acceptable 
instead.

The destination proxy needs to alter several headers before forwarding the INVITE request to the destination.  These include:

· Via.  
These headers give the return signaling path back to the originator, with the final 
component being the identity of the originator.  These must be encrypted or stripped from 
the message sent to the destination UE.

· Record-Route/Route.  
These headers also give the return signaling path, and must be 
encrypted or stripped from the message sent to the destination UE.

· Contact.
This header gives the address of the originator for direct signaling messages.  It can’t be 
given to the UE.

3 Proposed contents for TS23.228 Section 5.12.X

It is proposed that a new subsection be created in Section 5.12, containing the following:

5.12.X
Procedures for Anonymous Calling

This section gives information flows for the procedures for anonymous calling. 

5.12.X.1
Signaling Requirements for Anonymous Calling

If the subscriber requests the call to be anonymous, the UE must not reveal any identity information other than that required in the Remote-Party-ID header.

If the originating subscriber requests the call to be anonymous, the terminating proxy must not reveal any identity or signaling routing information to the destination endpoint.

5.12.X.2
Bearer Path Requirements for Anonymous Calling

Editor’s Note: This section is for further study.

