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This contribution is based on document S2-001289 discussed at the Drafting Meeting in Vancouver. Following the comments given at that meeting, the original document S2-001289 was split into two documents. These are S2-001437 and S2-001438. This contribution, S2-001437, proposes the use of the optional SIP Record-Route mechanism during the SIP session setup. The second document, S2-001438, proposes to use the same mechanism during the SIP Registration process. Both contributions are motivated by the fact that some services do require the CSCF to take the control over a session and then to keep the control until the session becomes released.  

This contribution was intended for discussion and approval. It is proposed to add the text in section 2.2 of this document to Chapter 5 - “IP Multimedia Subsystem Procedures” in TS 23.228.  

1. PROBLEM DESCRIPTION

During the review of the architectural description of the IM CN subsystem, those areas that need a more detailed investigation were identified. This document addresses the problem of how a serving CSCF remains able to enforce session control over the entire duration of the session. 

The serving CSCF is selected when the subscriber registers on application level
. Once selected, the CSCF serves all session setup requests for the registered subscriber until the subscriber becomes deregistered. When a SIP session has been set up, subsequent control messages such as for example the release request (SIP Bye message) may either be routed via the CSCF, or may become forwarded directly to the target SIP User Agent without that the CSCF becomes involved. In the worst case, the CSCF will not see any further control message for the session it has set up, since all messages take a different path through the network. This is due to the flexibility and efficiency of the SIP protocol, which enables SIP User Agents to communicate directly after they have learned the peer address. SIP Proxy- or Redirect servers do not need to be involved anymore. 

Some services however might want to stay informed about the session state until the session is released. They might further require the option to enforce the termination of a session. Examples are charging and accounting services or the lawful surveillance of sessions. The support of such services requires the CSCF to be included in the SIP signalling path for the entire duration of the session. A mechanism that can be used to enforce that is described in the next section. 

2. PROPOSAL

The SIP protocol provides two different control message headers whose support enables SIP proxy servers to stay within the signalling path after a session has been set up. These are the Record-Route- and the Route header. The support of both is only optionally defined in the SIP standard. They are discussed in the following:  

· Record-Route header 

The Record-Route header is used to record the path that a SIP message, for example a SIP Invite, takes on its way through the network. The recorded route is afterwards used to route subsequent messages such as for example the Bye message along the same path as the initial message that recorded the route. To be precise: the same path means here that only those servers that are listed within the route-record are guaranteed to be traversed by subsequent messages. The record itself can basically be viewed as a list of SIP server addresses. 

The Record-Route request and response header is added to a SIP request message by any SIP proxy that insists on being in the path of the following requests for the same call leg. Upon receipt of the request message, the SIP User Agent copies the contents of the Record-Route header field unchanged into the response message. When this response has traversed the network and arrives at the calling SIP User Agent, the route-record is saved and can afterwards be used to route subsequent SIP request messages along the same path. This is then based on the SIP Route header. The mandatory SIP Via header ensures that SIP response messages – for example the 200 OK corresponding to the SIP Invite – always take the same way back as the corresponding request message. 

· Route header 

The Route header field, if included in a SIP request message, deter​mines the route that is taken by the request message. The information within the Route header is the one received in the Record-Route header des​cribed above.  

To ensure that a CSCF remains within the signalling path – and thus in control of the session, we propose to standardise the use of the SIP Route-Record- and Route header. Both headers need to be supported in the SIP User Agent of the UE, and in the SIP Server of the CSCF. Proxies that insist on being in the signalling path shall also use this mechanism
. The usage of the Record-Route header and of the Route header is illustrated for a SIP Invite in the following figure.
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Figure 2.1 Route Recording using a SIP Invite Message.
2.1 Why not on the P-CSCF ?

An alternative might be to let the P-CSCF carry out all relevant Record-Routing mechanism on behalf of the UE. This would prevent that the route-record becomes passed to the UE. For several reasons, we decided against that. First, this is not standard SIP. Secondly, this enforces per-session state on the proxy. The data path may also not always include a P-CSCF. A proxy would further also be required for the called UE. This is because the called SIP User Agent does copy the Record-Route header into the response message and thus has access to the contents of this header. To hide the addresses, a second proxy would have to remove the route-record from the Invite message and insert it again into the correspon​ding response message when it comes back from the UE. Furthermore, both proxies may crash, in which case the stored route-record is lost - unless it was previously distributed to a backup proxy. This requires a backup mechanism. All this increases the costs and the session setup delay which we were trying to avoid. 

2.2 Text intended for Chapter 5 in TS 23.228.
We propose that the following new subsection entitled “CSCF Availability during the SIP Session” is added to Chapter 5 – “IP Multimedia Subsystem Procedures” in TS 23.228:

5.X CSCF Availability during the SIP Session

To support value added services, a CSCF or a SIP proxy might have to stay informed about the session state until the session actually becomes released. Examples are charging and accounting services or the lawful surveillance of sessions. Such services might further require the option to initiate the termination of a session. To ensure that a CSCF remains within the signalling path, the following mechanisms shall be supported: 

1. The SIP User Agent of the UE shall support the Record-Route header and the Route header as optionally defined in the SIP standard RFC 2543. In particular: if a route-record is returned to the UE, then the SIP User Agent therein shall store the record and shall use it for all subsequent requests that belong to the same session – just as requested by the SIP standard. Firewalls or other network entities within the signalling path could be used to check that. After the session has been released, the session specific route-record may also be freed.

2. Any serving CSCF and any proxy that insists on remaining within the signalling path after the session has been set up, shall use the SIP Route Recording mechanism to achieve this. Route recording is requested by adding the Record-Route header to a request message such as the SIP Invite. Subsequent entities only append a new entry to the existing record. CSCFs and SIP proxies that do want to stay within the signalling path must thus also be able to support the Record-Route- and the Route header. If a CSCF or a proxy is however not interested to remain within the path, then it does not need to support these headers. 

3. CONCLUSION

This document proposed to standardise the use of the optional SIP Record-Route mechanism to enable the CSCF or any proxy to stay within the SIP signalling path – and thus to keep control over the session until the session becomes actually released. 

The approach does not require any modifications to SIP. It is sufficiently flexible and powerful to enforce that a single node (e.g. the serving CSCF) or a number of nodes (e.g. the serving CSCF and several proxies) do remain within the signalling path after the session setup. The decision for this is taken by each CSCF itself. The same applies to proxies. 

The approach requires the compliant SIP User Agent within the UE to support the SIP Record-Route- and the Route header. Those CSCFs and proxies that insist on remaining within the signalling path must also support these headers. 



















� This assumes that sessions are to be set up via the CSCF and will not become routed directly between the SIP User Agents. 


� Note that the SIP standard defines that if a Contact header is returned together with a Record-Route header, the SIP User Agent (located within the UE) shall add the contents of the Contact header as the last Route header. When the SIP request becomes routed, the entries within the Route header are then used from the beginning. This prevents the use of the Contact header to carry the address of the UEs local SIP proxy back to the UE – unless the use of the Record-Route header becomes prohibited. 





Source: Siemens AG.
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