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Abstract of the contribution: This contribution proposes to add the feature description and the related flow related to location privacy to new LCS TS

"
Discussion
In order to prohibit some privacy problems and legal risks, external AF or the requestor client cannot have the authorization to obtain the location of UE from core network without the permission of UE, and that permission is indicated by the UE privacy configuration information stored in the UDM. In the SA2 Meeting #129, several conclusion have been reached upon this issue. Therefore, it is reasonable to add the feature description and the related flow related to location privacy to new LCS TS.
Proposal

It is proposed to add the following changes to TS 23.273.
***** START of 1st CHANGE *****
5 High Level Features
5.X Location privacy
5.X.1 General

In some commercial use cases, the requestor client may or may not be authorised to use the LCS service, i.e. retrieve the UE location, if the UE is not intended to be located. UE may indicate to the network the privacy setting, whether the LCS request from the external LCS client is allowed, and the UE privacy setting indicate the allowed LCS client type, e.g. NG-RAN, third party AF, etc. The privacy setting of the target can be a Data Subset of the Subscription Data stored in the UDR accessed by the UDM, an authorized AF is able to provision the UE location privacy for specific UE(s) via NEF.
For 5GC_MT_LR request, the GMLC determines whether to allow subsequent LCS requests from external LCS client, based on the privacy setting obtained from the UDM, and for MT_LR towards NEF, NEF determine whether the AF is authorized to obtain UE location according to privacy from UDM.

5.X.2 Location privacy setting notification

In addition, a notification is sent by the UDM in order to notify the subscribed consumer i.e. GMLC, NEF and AMF about the change of UEs privacy setting:
-
Target UE identity, (one or both of MSISDN and IMSI);

-
Updated UE privacy setting
5.X.3 Location privacy setting notification ack

The LCS Privacy setting Update notification ack. is sent to the subscribed consumers i.e. GMLC, NEF and AMF as the result of the LCS Privacy setting Update Request by those subscribed consumers.
5.X.4 Location authorisation request

The following attributes are identified for LCS Privacy Authorisation Request information flow executed by authorized AF to obtain the UE location:

-
Target UE identity, (one or both of MSISDN and IMSI), if needed;

-
If PPR contains PMD functionality the LCS Authorisation Request may contain the same information as the LCS Identity request, i.e. the pseudonym of the target UE, if needed.

-
Indication on call/session related MT-LR;

-
LCS Client identity, i.e. LCS client external identity or internal identity;

-
LCS Client type, (i.e. Value added, Emergency, PLMN operator or Lawful interception);

-
LCS Client name, if needed (and type of LCS client name if available);

-
Service type, if needed;

-
Codeword, if needed;

-
Requestor identity, if needed (and type of Requestor identity if available);

-
Type of location, i.e. "current location", "current or last known location" or "initial location";

-
Velocity of the UE, if needed;

-
LCS capability sets of serving nodes, if needed;

-
Location estimate, if needed and available (This is only relevant for LCS Authorisation Request with location estimate);

-
Type of Deferred Location Request, if needed (i.e. UE available, Change of Area, Motion or Periodic Location);

-
Geographic area for change of area event, if needed;

-
Parameters for Periodic Location event, if needed (i.e. reporting interval, total number of reports, request for MO-LR short circuit).

-
Parameters for change of area event, if needed (i.e. type of area event, indication of single or multiple reports, minimum interval between reports, whether location estimates are requested, duration, maximum interval between reports, maximum sampling interval);

   -  Parameters for motion event, if needed (i.e. linear distance threshold, indication of single or multiple reports, minimum interval between reports, whether location estimates are requested, duration, maximum interval between reports, maximum sampling interval).

5.X.5 Location authorisation response

The following attributes are identified for LCS Privacy Authorisation response information flow back to authorised AF

-
Indicator for location request is to be barred, if needed. If this is set, no other indicators shall be included in the response;

-
Indicator for call/session related class of privacy check related actions, if needed;

-
positioning not allowed;

-
positioning allowed without notifying the UE user;

-
positioning allowed with notification to the UE user;

-
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

-
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

-
Indicator for call/session unrelated class of privacy check related actions, if needed;

-
positioning not allowed;

-
positioning allowed without notifying the UE user;

-
positioning allowed with notification to the UE user;

-
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

-
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

-
Indicator on additional privacy check with location estimate, if needed;

-
Indicator on additional notification/verification by the UE user without positioning (existing location estimate to be returned to the LCS Client if this is successful), if needed;

-
Same information as in the LCS Identity Response, in case the PMD is integrated in PPR, if needed;

-
Indicator for MO-LR short circuit allowed/not allowed, if needed.
***** END of 1st CHANGE *****
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