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1
Introduction

The UMTS network will be used to provide mobile devices with IP access through the GGSN.   Authorization for use of the UMTS bearer service is performed by the SGSN on a subscription basis at the time of an MS Attach in the PS domain.  In [1], it is recognized that the IP BS Manager in the GGSN should support an IP policy enforcement point.  This function is needed since the GGSN is operating as an edge (access) router on an IP network. This contribution describes the need for an interface from the GGSN to an external policy control point to manage the policy functions.  In the context of VoIP and other real-time multimedia services, the external policy control point is associated with the CSCF.

2 Motivation

In [1], it is recognized that the IP bearer service manager in the GGSN should contain a policy enforcement point.  This function contains packet classifiers for upstream and downstream flows that classify incoming packets to provide different treatment.  In addition to buffering and scheduling, the GGSN may (re)mark, drop or shape individual flows or aggregate flows.  In general, packet classification takes into account multiple fields from a packet header, including the source address, source port, destination address, destination port, protocol identifier and possibly IPv6 flow identifier.  

Control of these functions is determined by policies that are set by the IP network provider. The IP QoS admission control decision in the IP bearer service manager should be based on both administrative policy and available resources at the IP Layer.  The administrative policies authorize access to the IP network and IP layer resources (e.g., bandwidth, delay) and therefore must be controlled by the IP network provider based on the service. 

In [2], the concept of a "gate" in the GGSN was introduced.  The gate is related to the policy enforcement point in that it manages access to enhanced quality of service. The gate is a packet classifier and policer that ensures that only those IP flows that have been authorized by a policy control policy (called a gate controller in [2]) are granted access to enhanced QoS in the access and backbone networks.  The packet classifier in the gate identifies a flow of packets from a specific IP source address and port number to a specific IP destination address and port number that is eligible to receive enhanced QoS.  Gates are "opened" selectively for a flow provided that they are authorized by the policy control point for a particular flow. Opening a gate involves an admission control check that is performed when a resource management request is received from the endpoint for an individual call, and it may involve resource reservation in the network for the call if necessary. 

In [2], the CSCF and gate controller/policy control point are co-located. The CSCF, in addition to implementing many of the call control functions, is responsible for the policy decision regarding whether the gate should be opened.  The CSCF sets up a gate in advance of a resource management message with an authorization message.  This allows the policy function at the CSCF to be "stateless" in that it does not need to know the state of calls that are already in progress.  We note that the CSCF performs an authorization function for QoS flows on a call-by-call basis, in order to ensure that only those calls that are authorized by the CSCF have access to enhanced QoS.  This is in contrast to the provisioned authorization function provided during the initial PDP context activation.  Note that the CSCF interacts with the GGSN rather than the SGSN, since the GGSN is the first hop router in the UMTS network, which contains the packet classification "gate" function for the IP layer flows.  

End-to-end QoS is likely to do resource allocation on per-flow basis at the edge of the network, but to manage resources in the “diffserv” backbone based on aggregates.  VoIP packets are marked with a particular diffserv code point (DSCP), such as “expedited forwarding” (EF), at the boundary of the diffserv network.   Individual flows are subject to an admission control test to ensure that adequate resources are available.  Moreover, individual flows must be authorized by the operator to receive preferential EF treatment. For VoIP and real-time multimedia flows, it is necessary for this authorization to come from a service layer entity, which is the CSCF.  

Note that in some network configurations, there is substantial benefit to managing resources on a per-flow basis further into the network beyond the GGSN.  In this case, the policy enforcement point may still be located at the network edge (GGSN), which is a trust boundary, while the boundary of the diffserv network is a router that is further towards the core.  All of the routers up to the boundary of the diffserv network perform admission control, while authorization is typically only provided at the GGSN.

Within this framework for end-to-end QoS, we recognize three key reasons requiring an interface from the policy enforcement point in the GGSN to an external policy control point:

1) Service-layer authorization

Authorization is a service layer function.  For VoIP and real-time multimedia services, the CSCF has access to subscriber and call-related information that may be used to determine the resources that can be authorized for a particular flow.  This may be needed to allow particular calls to get priority over other calls (e.g., emergency calls), or to allow voice calls to get priority over other multimedia services.  It is needed to allow policies at different layers to be administered independently, e.g., a user may be eligible for a UMTS bearer service but may not be eligible for particular service class within the IP network. Note that mapping packets carried using a particular UMTS service class directly to a DSCP is not appropriate.   The mapping may not be one-to-one, and the decision as to which flows to authorize for what class is a service layer policy function.

2) Preventing unauthorized access

The IP network provider needs to be able to control access to the backbone at the network edge and manage the use of resources over the entire end-to-end path.  Controlling access only at layer 2 can lead to unauthorized access, where users send traffic to unauthorized destinations, send more traffic to a destination than they are authorized for, or otherwise abuse their QoS privileges.  We consider this problem in the context of VoIP.  Without per-flow authorization and policing at the IP layer, a malicious user might place a local call (a call to a particular local destination) and be able to send EF packets to any remote destination.  Or, he might place a call and immediately signal a disconnect, but still have access to bearer resources.  If a user can be authorized to send packets to a multicast address at some times (for some calls) and not others, a malicious user might use multicast when he is not authorized to do so.  Some of these scenarios represent a form of "theft of service" if the user can use resources in an unauthorized manner.  Preventing unauthorized access requires careful coordination between bearer resource management and service layer control in the CSCF. 

3) Service-layer specific information

Service layer specific information may be needed at the GGSN to provide information associated with billing.  We assume that users can be charged for use of resources at the bearer level, as well as for use of the VoIP service.  Use of resources at the bearer level must be tracked by an element along the bearer path, such as the GGSN, and usage records must be generated.  The operator must be able to correlate these usage records with call level information, generated by the CSCF.  This can be accomplished by having the GGSN associate an opaque service-layer specific data (billing identifier) with the call.  The billing identifier is sent to the GGSN by the CSCF as part of authorization, and is emitted by the GGSN in usage records.  Similarly, if bearer level resources are used for multimedia streaming, the billing identifier in the usage record emitted by the GGSN allows the resources that are used to be associated with a particular invocation of the multimedia service.

3
Proposal

The IP QoS admission control decision in the IP bearer service manager is based on both administrative policy and available resources. This contribution proposes that policy control be based on a client/server architecture, such as the COPS framework [3] for policy control.  Specifically, we propose that there be an interface between the policy enforcement point in the GGSN to an external policy control point in the CSCF.  This interface is shown in Figure 1 (labeled DQoS).    Reference [4] should be considered as the basis for this interface.

The policy enforcement point at the GGSN is a COPS client, and the policy control point is the CSCF.  The policy enforcement point (or “gate”) is set up when a flow is authorized until it is explicitly disabled to terminate the authorization for a flow.  Packet classifiers and packet handling rules are associated with the policy enforcement point.  Policy admission control decisions are passed to the GGSN using COPS.  A COPS client in a local policy decision point may store policy decisions.  This enables the GGSN to make local admission control decisions on receipt of incoming resource reservation requests.
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Figure 1: DQoS Policy Control Interface

Detailed specification of the policy enforcement point is for future study.  We propose that future work should evaluate the incorporation of the following flow-identifying and policy information:

· packet classifier

· resource envelope

· packet handling rules

· gate identifier 

· opaque service specific information

The above information would be provided to the GGSN, or negotiated with the GGSN, through the proposed interface to the policy control point, typically the CSCF.
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