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Abstract of the contribution:  This contribution adds interaction between UDM and HSS FE for single Registration. In case of single registration in 5G, in order to cancel the registration in the other RAT, the UDM supports to perform a fake 4G registration in the HSS. This trigger the HSS to cancel the 4G registration. When the UE moves back to 4G, the HSS sends cancel location to UDM which trigger the UDM to deregister the UE in 5G.
Summary
It is proposed to agree the following changes in TR 23.740.
***** Start of Change *****

6.3
Solution #3: UDM/HSS FE interaction reusing legacy protocol
6.3.1
Introduction
This solution addresses Key Issue #1: Interaction between UDM and HSS with separate repositories.
The assumption of this solution is that 5GS UDR and EPS UDR are separate, between which there is no interface for direct interactions. The EPS profile is stored in EPS UDR and the 5GS profile is stored in 5GS UDR.
UDM and HSS FE interacts to retrieve or update the required user data for the following procedures:

· Authentication procedure, i.e., initial attach/registration;

· Network Provided Location Information (NPLI). 

· Procedure on IP address continuity of interworking.
Editor’s note:
it is FFS to identify IMS related procedures on UDM and HSS FE interacts. 

To avoid the impact on legacy HSS, the interactions for retrieving or updating user data are initiated by UDM through reusing existing HSS supported protocol and procedures, i.e. this solution only requires UDM to retrieve or update user data stored in EPS UDR via HSS FE. The interface between HSS FE and EPS UDR is also not impacted.
6.3.2
Solution on Authentication Procedure
6.3.2.1
Architecture

A new interface, Shu, between UDM and HSS FE is introduced, by which UDM initiates interactions with HSS FE to retrieve or update user data stored in EPS UDR. Shu is a Point-to-Point reference point.
UDM is the only access point both to 5GC and EPC.
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Figure 6.3.2.1.1
Solution architecture
In some 5G deployment, when a 4G subscriber is updated to 5G subscriber, the 4G subscription profile keeps stored in EPS UDR while the new 5G subscription data is provisioned in 5GS UDR. In this case it is assumed that the authentication data is only stored in EPS UDR and is reused by 5GS authentication.

Editor’s note:
it is FFS if the authentication data is fully valid for 5GS. 

For new 5G subscriber, all the subscription data is stored in 5GS UDR. Therefore, the solution described in this section does not applies.
In this scenario, when a UE with 5GS subscription registers on 5GS, the UDM needs to interact with HSS FE to retrieve authentication information data stored in EPS UDR.
In case of single registration in 5G, in order to cancel the registration in the other RAT, the UDM supports to perform a fake 4G registration in the HSS, as shown in Figure 6.3.2.2-2. This trigger the HSS to cancel the 4G registration. When the UE moves back to 4G, the HSS sends cancel location to UDM which trigger the UDM to deregister the UE in 5G. 

6.3.2.2
Illustrated procedure

The procedure of the interaction between UDM and HSS FE for Authentication Information Retrievement is shown in Figure 6.3.2.2-1.


[image: image2.emf]HSS FE UDM MME HSS BE

1a. Authentication-Information-

Request

2. Authentication-Information-Request

AMF

1b. 

Nausf_UEAuthentication

_authenticate

3. authentication information retrieval

4. Authentication-Information-Answer 

(authentication vectors)

5a. Authentication-Information-Answer 

(authentication vectors)

5b.Nausf_UEAuthenticati

on_authenticate response

AUSF

1b′. 

Nudm_UEAuthentication_Get 

invocation

5b

′. 

Nudm_UEAuthentication_Get response


Figure 6.3.2.2-1
Authentication Info Retirement Procedure between UDM and HSS FE
1a.
when the UE attaches from EPS, MME sends Authentication-Information-Request to UDM to get authentication information for the UE. The MME message is sent to UDM by DRA routing (i.e., based on IMSI range).
1b.
when the UE registers from 5GS, AMF invokes Nausf_UEAuthentication_authenticate service operation to AUSF to get authentication information for the UE.

1b’. AUSF invokes Nudm_UEAuthentication_Get service operation.

2.
When UDM receives Nudm_UEAuthentication_Get, it sends S6a Authentication-Information-Request message to HSS-FE, if the authentication information is in EPS UDR.

Editor's note:
Whether there are HSS logics in UDM and how UDM identifies the need to rout to HSS-FE is FFS.
3.
HSS FE interacts with EPS UDR to retrieve authentication information of the UE via legacy UDC architecture.

4.
HSS FE returns Authentication-Information-Answer with authentication vectors to UDM.

5a.
UDM forwards Authentication-Information-Answer with authentication vectors to MME.

5b’. UDM generates the respond to Nudm_UEAuthentication_Get service operation invocation with authentication vectors received in Authentication-Information-Answer, and sends the respond to AUSF.

5b.
AUSF response the AMF invoked Nausf_UEAuthentication_authenticate service.
The procedure of the interaction between UDM and HSS FE for single Registration is shown in Figure 6.3.2.2-2.
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Figure 6.3.2.2-2 Single Registration Procedure between UDM and HSS FE
1.
The UE is registered in 5G. The AMF perform UE registration in UDM. The AMF indicates whether it requires single registration or dual registration.
2.
If the AMF requires single registration then the following steps are performed. Otherwise the procedure stops.
3.
The UDM selects the HSS based on the SUPI and sends Update Location Request to HSS. In this message a dedicated MME Identity is included. This dedicated MME Identity is pointing to the UDM. From HSS point of view, the UDM is now acted as a MME. This message also includes an indication to indicate single registration and an indication to indicate the skip of subscription data so the HSS will not send the UE 4G subscription data

4.
The HSS stores the dedicated MME Identity into EPS UDR via Ud interface.
5.
The HSS sends Update Location Response to UDM
6.
If the UE has been registered in an old MME, the HSS sends Cancel Location Request towards this old MME. This message will be routed to MME directly based on the old MME Identity.
7.
The old MME deregisters the UE and sends Cancel Location Response to the HSS
8.
After the UE reselects 4G and perform Tracking Area Update procedure in 4G, the new MME sends Update Location Request towards the HSS. As the UDM is the only access point both to 5GC and EPC, this message is sent to UDM and the UDM relays this message to HSS.

9. The HSS stores the new MME information into EPS UDR via Ud interface。
10.
The HSS sends Update Location Response to new MME via UDM including the UE 4G subscription
11.
Because the UE has been registered in 5G and a dedicated MME Identity pointing to the UDM is stored in the EPS UDR, the EPS UDR triggers the HSS to send Cancel Location Request towards the UDM. This message will be routed to UDM based on the dedicated MME Identity
12.
UDM sends Cancel Location Response to HSS
13.
Upon receiving Cancel Location Request from HSS targeting to deregister the UE in 5G, the UDM initiated Deregistration procedure to deregister the UE in 5G.

6.3.2.3
Impacts on existing services and interfaces
UDM  supports:

· generating Diameter S6a Authentication-Information-Request message based on Nudm_UEAuthentication_Get service operation;

· forwarding Diameter S6a Authentication-Information-Answer  message with authentication vectors to MME;

· generating the respond to Nudm_UEAuthentication_Get service operation invocation with authentication vectors received in Authentication-Information-Answer, and sends the respond to AMF.
· generating and sending Location Update Request message to perform fake 4G registration in HSS when the UE is registered in 5G.
· deregistrating the UE in 5G when it receives Cancel Location request with dedicated MME Identity from the HSS
HSS FE: No impact.

5GS UDR: No impact.

EPS UDR: No impact.
6.3.2.4
Evaluation
Editor's note:
This clause provides an evaluation of the solution.
***** End of Changes *****
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