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[bookmark: OLE_LINK6]Abstract of the contribution: 
1.	Proposal
The following solution aims at the following objectives:
1) Network controlled sending of UE radio capabilities (so UEs would provide the capabilities the network requests based on operator specific policy). To do so the network indicates to the UE a UE Radio Capability Form (URCF) the UE stores. The URCF is valid PLMN-wide and is PLMN-specific unless different PLMNs agree on using same URCF.
2) The UE would respond to the UE capability Enquiry from RAN including a URCF based on what the network requests 
3) The network allocates shorthandUE Capability-ID for the UE Radio Capabilities indicated by a UE. 

NOTE: RAN WGs to investigate whether it is possible that different UE models receiving the same URCF and indicating same radio capabilities would respond with the same bit-string in the UE Capability Information message. This may allow an allocation mechanism based on hash-based shorthandUE Capability-IDs with very low likelihood of collision. If RAN does not confirm that this is possible, same capabilities indication may result in different hash values but then a different allocation method can be used to assign the same shorthandUE Capability-ID for the same radio capabilities. However, in this case, hash based comparison of received capabilities to capabilities with a matching shorthandUE Capability-ID is less effective, so the comparison requires much more frequent parsing of information. 
With same bitwise response to URCF, it is clear the same shorthandUE Capability-ID can be allocated using a hash function regardless of the UE model. If not, this is not possible with hash based solutions. Having the same shorthandUE Capability-ID for same radio capabilities enhances privacy even if the shorthandUE Capability-IDs were sent in the clear in RRC signalling (e.g. at RRC connection establishment it would not be possible to do fingerprinting of UE model) and also, importantly, a significant minimisation of the possible shorthandUE Capability-IDs which are allocated and thus lower storage required in the network to map shorthandUE Capability-IDs to the related UE capabilities. 
4) The allocation of shorthandUE Capability-IDs is optional if the network does not foresee that the capabilities indication from the UE would exceed a certain number of Octets the PLMN is comfortable to handle without shorthandUE Capability-IDs.
5) The solution proposal also proposes how to distribute URCF and shorthandUE Capability-IDs system-wide and detect support of the feature in UE and network elements.

The solution, like all others, may require segmentation of UE radio capabilities over the Radio interface, if the URCF may result in a UE radio capability indication exceeding the PDCP maximum payload size. This is in scope of RAN WGs to assess.


It is proposed the following Solution is added to TR 23.743

***********************PROPOSED TEXT********************************
[bookmark: _Toc519087771]6.X	Solution #X: Solution based on network-controlled capabilities sending and UE Capability-ID allocation
[bookmark: _Toc510607500][bookmark: _Toc519087772]6.X.1	Introduction
This solution assumes that the network controls what UE Radio Capabilities the UE sends. The network may also allocate UE Capability-IDs (which some refer to as UE capability IDs) for the indication of UE radio capabilities. The system entities (including UE) are mutually aware of the ability of their peers to support the RACS feature and can fall back to Re1-15 operation if a peer is not supporting the feature. The main principles of the solution are:
1) Network controlled sending of UE radio capabilities (so UEs would provide the capabilities the network requests based on operator specific policy). To do so the network indicates to the UE a UE Radio Capability Form (URCF) the UE stores. The URCF is valid PLMN-wide and is PLMN-specific unless different PLMNs agree on using same URCF.
2) The UE would respond to the UE capability Enquiry from RAN including a URCF based on what the network requests 
3) The network allocates UE Capability-ID for the UE Radio Capabilities indicated by a UE. 

NOTE: RAN WGs to investigate whether it is possible that different UE models receiving the same URCF and indicating same radio capabilities would respond with the same bit-string in the UE Capability Information message. This may allow an allocation mechanism based on hash-based UE Capability-IDs with very low likelihood of collision. If RAN does not confirm that this is possible, same capabilities indication may result in different hash values but then a different allocation method can be used to assign the same UE Capability-ID for the same radio capabilities. However, in this case, hash based comparison of received capabilities to capabilities with a matching UE Capability-ID is less effective, so the comparison requires much more frequent parsing of information. 
With same bitwise response to URCF, it is clear the same UE Capability-ID can be allocated using a hash function regardless of the UE model. If not, this is not possible with hash based solutions. Having the same UE Capability-ID for same radio capabilities enhances privacy even if the UE Capability-IDs were sent in the clear in RRC signalling (e.g. at RRC connection establishment it would not be possible to do fingerprinting of UE model) and also, importantly, a significant minimisation of the possible UE Capability-IDs which are allocated and thus lower storage required in the network to map UE Capability-IDs to the related UE capabilities. 
4) The allocation of UE Capability-IDs is optional if the network does not foresee that the capabilities indication from the UE would exceed a certain number of Octets the PLMN is comfortable to handle without UE Capability-IDs.
5) The solution proposal also proposes how to distribute URCF and UE Capability-IDs system-wide and detect support of the feature in UE and network elements.
The solution, like all others where sending of radio capabilities from UE is expected at some point, may require segmentation of UE radio capabilities over the Radio interface, if the URCF may result in a UE radio capability indication exceeding the PDCP maximum payload size. This is in scope of RAN WGs to assess.
[bookmark: _Toc510607501][bookmark: _Toc519087773]6.X.2	Functional Description
The Network provides the UE with information on which UE Radio Capabilities the network is interested the UE to indicate support of by means of a UE Radio Capabilities Form (URCF). 
The URCF for a UE is valid PLMN-wide and is operator defined based on own criteria. The advantage vs. a local validity at a RAN node is that there is in principle no need to indicate the UE radio capabilities more than once in a PLMN, and this helps with mobility vs. a solution where URCF had a local validity.
A URCF that indicates the UE to provide all its radio capabilities can also be defined, if this is the operator policy, i.e. a URCF encoding may also be defined by 3GPP to ask the UE to provide all its capabilities, if so desired. This is particularly handy e.g. for UEs that are supposed to support few capabilities (e.g. a simple IoT device), or if an operator prefers to pull all the UE capabilities rather than a specific subset it is interested in.
A UE may store the URCF for a PLMN for future use. 
Different URCF types may be defined in a PLMN. The PLMN Operator decides which URCF to provide to a UE based on its own criteria.
The URCF is signalled alongside a version number and type of the URCF. The radio capabilities the UE sends report also the version of URCF and its type if it has received one from the PLMN, i.e. the UE provides, the capabilities to the network based on the received URCF (if the network provides one), or using the traditional way to signal the capabilities (if the network does not provide a URCF).
It shall be possible for a network which uses the URCF to create UE Capability-IDs of UE radio capabilities by UEs, so the UE and the network nodes can use this instead of sending the UE capabilities info based on URCF all the time. The UE Capability-IDs are centrally managed by a URCF Management function (UMF). The UE Capability-IDs can then be used to indicate, alongside the URCF version number and type, the UE radio capabilities in a very succinct way. Note that multiple UE Capability-IDs can he used by a single UE for same URCF depending on various settings it may operate with, which may cause a different indication of UE radio capabilities to the network. If a UE has no UE Capability-ID in a certain setting/configuration, it sends the capabilities based on URCF and it may receive a UE Capability-ID from the PLMN.
A UE stores the latest URCF and related UE Capability-IDs for the H-PLMN. It may also store the URCF and related UE Capability-IDs for other PLMNs it visits. The UE Capability-ID can be used among network nodes to exchange the UE radio capabilities values as part of the UE context, if the peer is known to support the feature. If a peer does not support the feature, the UE radio capability info for the UE is provided using to the peer by using the Rel-15 encoding. In a network where not every node supports the URCF and UE Capability-IDs, the AMF an NG-RAN shall be ready to receive the capabilities using the rel-15 method for the UE.
When the URCF changes for a PLMN, the UE and network nodes erase the old URCF-related UE Capability-IDs. 
[bookmark: _Toc510607502][bookmark: _Toc519087774]6.X.3	Procedures
1) 	When the interfaces between NG-RAN nodes (see figure 6.x.3-2) and between NG- RAN and the AMF (see figure 6.x.3-1) are established, the current URCF types and their version is exchanged, if the nodes have one. The URCFs with the higher version number prevails if peers exchange the same URCF type with different version number over Xn. If no URCF is available, a node that supports the feature indicates its support, e.g. by an empty URCF with version zero (this is a stage three decision). If a peer node is detected to not support the feature, then the Rel-15 UE Radio capability information exchange is used with the peer function/entity (i.e. UE radio capabilities for a UE are exchanged between network entities based on the Rel-15 specifications)


Figure 6.x.3-1: N2 setup includes the AMF providing the RAN with URCF information.


Figure 6.x.3-2: Xn setup includes URCF handshaking

2) 	a URCF may be updated by the CN towards the RAN nodes (see figure 6.x.3-3) at any time with an indication of when this is going to be a valid URCF (so there is an absolute time when the change happens network-wide). 


Figure 6.x.3-3: The AMF provides new URCF to the RAN, when one becomes available.
Neighbouring RAN nodes may also handshake on a common understanding of the URCF (see figure 6.x.3-4). 


Figure 6.x.3-4: when a RAN node receives a new URCF, it may provide it to the Xn peers to handshake

3) 	when a new URCF is introduced in the PLMN, all CN nodes invalidate the locally stored information for the UEs that use these, so this causes the UE to provide a new UE RAN capability the next time they transition to connected mode. A UE in connected mode continues to be handled with the current UE Radio capabilities until it receives a UE configuration update message or a Registration Accept informing a new URCF has been introduced. If so, the UE obtains a URCF by entering idle mode, registering including a "UE Radio Capability Update" indication, and the network will provide it with the new URCF upon triggering the UE Capabilities Enquiry. Network nodes should be able to handle UEs that remain in connected mode and so understand recent URCF types and versions. If a UE is RRC inactive, a change of URCF causes release of the UE with indication that URCF has changed, unless the UE is known to not support RACS.
4) 	When the UE registers, it declares the version and type of the URCF it knows for the PLMN or its support of the feature if it has no URCF yet. If the UE knew already a UE Capability-ID of its current Radio capabilities, it provides it also. If the UE does not support the feature then Rel-15 Operation is used with the UE. If a new URCF version is available for the UE, the network provides an indication to the UE a new URCF is available in the registration accept, so that the UE stops using the current URCF and related UE Capability-IDs. 

5)	UE support of the RACS feature is indicated towards the RAN by the AMF by inclusion of the URCF type used for the UE, when the AMF sends an Initial Context Setup Request message to establish the context in the RAN without the UE Radio capabilities, so the RAN knows whether to use the URCF feature in the UE capability enquiry or not. The AMF also signals whether the UE has no (current version of) URCF yet. See figure 6.x.3-5.


Figure 6.x.3-5: AMF indicates the RAN the UE supports URCF handling and whether it has no current URCF.

6)	If the UE supports the feature, but does not have a (current) URCF, the UE is provided with one in the RRC UE Capability Enquiry by the NG-RAN. 
7) 	If the UE supports the feature and the current URCF is provided or is already stored in the UE when it receives the RRC UE Capabilities Enquiry, the UE shall report its capabilities based on the URCF in the RRC UE Capabilities Information, or possibly with a UE Radio capability UE Capability-ID if the network already provided one for the currently active UE Radio Capabilities.
8) 	When the UE supporting the feature responds with a UE Capabilities Information based on URCF, the NG-RAN provides this to the CN using a N2 UE Capability Info Indication. See figure 6.x.3-6. The UE Capability Enquiry includes a URCF if the RAN is informed that the UE has no current URCF,


Figure 6.x.3-6: UE Capability enquiry including passing URCF to the UE

9)	If the AMF, if it receives no UE Capability-ID in the UE Capabilities Info Indcation from the NG-RAN, it queries the UMF to obtain a UE Capability-ID. The UMF provides the UE Capability-ID (either new or existing one, depending on whether a match with existing UE Capability-ID and related capabilities was detected by UMF). The NG-RAN shall be provided with the UE Capability-ID via a UE context modification request (see figure 6.x.3-7). 


Figure 6.x.3-7: the AMF provides a UE Capability-ID for a UE context.


	The AMF is always assisted by an external centralised entity in the PLMN for the task of allocating and managing and allocation UE Capability-IDs and managing the URCFs (the URCF Management Function, UMF). 
10) When the NG RAN node obtains a UE Capability-ID, it provides it to the UE, and locally stores only the UE Capability-ID as a reference to the UE capabilities, and the mapping to its meaning is retained so other UE contexts for other UEs can refer to it. See figure 6.x.3-8 where the RAN can proceed to update UEs with UE Capability-ID when their capabilities for the URCF they use matches the UE Capability-ID definition. This step may be initiated locally by the RAN when it has a UE Capability-ID, for all applicable UEs.


Figure 6.x.3-8: the RAN provides the UE Capability-ID of its Capabilities for the current URCF.

11) the UE Radio capability info UE Capability-ID, if already known in the RAN, is immediately configured in the UE and sent to the AMF even if the UE provided capabilities without using a UE Capability-ID yet. See figure 6.x.3-9 which summarises both the case where the UE already knows a UE Capability-ID, and the case where the UE does not yet know it, but the RAN has a UE Capability-ID matching the UE capabilities.


Figure 6.x.3-9: The RAN immediately provides the UE with a UE Capability-ID it is aware of, and needs only to pass the UE Capability-ID to the CN.

12) If a UE Radio Capabilities Info UE Capability-ID is not understood by an AMF, it can be resolved from the UMF which stores the URCF(s) and the related UE Capability-IDs.. See figure 6.x.3-10.


Figure 6.x.3-10: resolution of an unknow UE radio Capabilities UE Capability-ID.

13) If an AMF receives no UE Capability-ID from the UE that is RACS capable and used the URCF to send the UE RAN capabilities in the UE radio Capability Info, it may request the UMF to allocate a UE Capability-ID (see figure 6.x.3-11). When a UE Capability-ID is allocated the point 9 procedure is then followed.


Figure 6.x.3-11: Allocation of a UE Capability-ID

14) AMFs may subscribe to UE Capability-ID Allocation information. This may be useful when a new UE Capability-ID is created so resolution step is avoided. The UE Capability-ID includes the URCF type and version it relates to.


Figure 6.x.3-12: subscribe/notify service allowing an AMF to receive UE Capability-IDs.

15) The AMF may update all its attached RAN nodes with the UE Capability-ID’s information it receives from the UMF via an AMF Configuration Update message.


Figure 6.x.3-13: AMF provides new UE Capability-ID to a RAN node

16) NG-RAN nodes may handshake on the support of new UE Capability-IDs received from the AMF or peer NG-RAN nodes.


Figure 6.x.3-14: a NG-RAN node may update its neighbouring NG-RAN nodes on a new UE Capability-ID
17) if a NG-RAN node receives an unknown UE Capability-ID from the UE in a RRC UE Capability Information message, then the NG-RAN node can request the mapping to related radio capabilities from AMF as shown in figure 6.x.3.15. The AMF, if it does not know the mapping, it gets it from the UMF.


Figure 6.x.3-15: a NG-RAN node provides a capabilities UE Capability-ID to the AMF and requests resolution to the related UE radio capabilities.

 

[bookmark: _Toc510607503][bookmark: _Toc519087775]6.X.4	Impacts on existing entities and interfaces
[bookmark: _Hlk500857602]AMF: Support of URCF and UE Capability-ID handling
NG-RAN: support of handling of URCF and UE Capability-IDs
UE: support of handling of URCF and UE Capability-IDs


[bookmark: _Toc510607504][bookmark: _Toc519087776]6.X.5	Evaluation
Benefits:
· The solution is designed to handle fully backward compatibility between RAN and CN, between RAN nodes, between RAN and UE, between CN and UE. 
· It offers the UE Capability-ID mechanism as a way to optimise the transport of the UE Radio capabilities information in UE contexts quite significantly in both the CN and the RAN, it offers a succinct way for UEs to provide the UE Radio Capability Info over the Radio Interface.  
· URCF benefits in that it reduces the size of the capabilities sent
· URCF may help reduce the possibility a UE is fingerprinted short handing as it provides a way to constrain the way different UEs send capabilities. 
· It is fully open and not UE vendor dependent, it is fully network controlled and there is no need to provision a database with UE vendor specific information or maintaining it explicitly with the encoding of UE Capability-IDs, as the UE Capability-IDs can be automatically created and managed by UMF.
· The URCF setting policy can be defined by the operator. An operator may tune at will what it is according to its criteria. 
· A service based scheme can be used to manage URCFs and UE Capability-IDs which is totally operator controlled and requires no dependency on third parties to cooperate or provide information. 
· A PLMN-wide self-configuration of URCF in network nodes and UE Capability-IDs is defined to avoid OAM based provisioning.


Requirement: 
· A new function needs to be introduced in the network to coordinate the allocation of UE Capability-IDs and provide resolution/distribution of unknown/new UE Capability-IDs and or URCFs.  




***********************END of PROPOSED TEXT***************************
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