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1.	Introduction
The protection of initial NAS messages is required in Release 15 as indicated by the incoming LSs in SP-180914: 
-	SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15.  
-	SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.
-	Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.
From this LS, it can be concluded that:
-	initial NAS message protection is required in Rel-15
-	WGs are requested to make every effort to achieve this
-	a reduced set of information should be sent unprotected 

2. Proposal
The following is proposed based on the received LSs and the discussion in this paper:
Proposal 1: When the UE has a 5G security context, the UE shall send a Registration Request partially ciphered.  
Proposal 2: when the UE sends a Service Request message and needs to include IEs that are non-cleartext IEs, the UE handles the transmission of the message as in the case of registration with a valid 5G NAS security context.
Proposal 3: when the UE has no security context, the UE send non-cleartext IEs in the Security Mode Complete message.


3. Annex for Discussion
3.1 UE registration with a valid 5G NAS security context
When the UE performs a registration and the UE has a valid 5G NAS security context, in order to send the Registration Request with both cleartext IEs and other non-cleartext IEs (i.e. ciphered IEs), the UE needs to inform the AMF that the message is partially ciphered. 
Proposal 1: When the UE has a 5G security context, the UE shall send a Registration Request partially ciphered.  
3.2 Service Request with a valid 5G NAS security context
Similarly, when the UE sends a Service Request message and needs to include IEs that are non-cleartext IEs, the UE handles the transmission of the message in the same manner as described above.
Proposal 2: when the UE sends a Service Request message and needs to include IEs that are non-cleartext IEs, the UE handles the transmission of the message as in the case of registration with a valid 5G NAS security context.
3.3 UE registration when no valid 5G NAS security context exists
When the UE performs a registration procedure, but the UE does not have a valid 5G NAS security context, as per the agreed S3-183178 [3] document the procedure is:


As the UE does not have a valid 5G NAS security context, the UE sends the Registration Request with cleartext IEs only. Then, as described in TS 33.501:
Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if the checking of the hash succeeds. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.
This means that when the UE has no security context, the UE sends the IEs that need to be ciphered only when a NAS Security Mode Complete is sent by the UE. 
[bookmark: _GoBack]Proposal 3: when the UE has no security context, the UE send non-cleartext IEs in the Security Mode Complete message. 
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