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1 Text Proposal
*** Start of changes ***
6.12
Solution #12: 5G LAN-type service and 5GLAN communications using principles in TS 29.561 [10]
6.12.1
Description

The solution addresses key issue #4.1 ("5GLAN Group Management ") and key issue #5 ("Support of 5GLAN communication"). The solution is based on the following principles:
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Figure 6.12.1-1: 5G LAN group routing based on VLAN
-
The solution assumes that the 5GLAN administrator makes a request for 5GLAN-type service by means that are outside of 3GPP scope.
NOTE:
As an example, the 5GLAN administrator goes to the operator's portal and makes a request for 5G LAN-type service. The request includes the GPSI (General Public Subscription Identifier) or SUPI (Subscriber Permanent Identity) of all UEs that are supposed to use this 5G LAN-type service for private communication and the type of communication (IP or Ethernet). In addition the 5GLAN administrator may indicate any of the following additional information: requested QoS, IPv4 or IPv6 communication, static or dynamic IP address, additional IP services (e.g. DNS, Dynamic DNS, DHCP, IMS, egress to Internet), additional Ethernet services (e.g. multiple IEEE 802.1Q VLANs).
-
If the operator accepts the 5GLAN administrator's request, the operator configures the network and the UE for 5G LAN-type service as follows:

-
The configuration of the UE is performed from a logical Application Function (AF) that configures the UE via the PCF directly or indirectly via the NEF first and the PCF second. According to TS 23.501 [3] clause 5.6.7 the direct path via PCF is used "in the case of requests targeting specific on-going PDU Sessions of individual UE(s)", whereas the indirect path (NEF-PCF) is used for "AF requests that target existing or future PDU Sessions of multiple UE(s)". Eventually the policy configuration is delivered from the PCF to the UE using the UE Configuration Update procedure. Alternatively, the configuration for 5GLAN-type service described in clause 6.X.3 can be configured manually.
-
The configuration of the network can be performed manually. The configuration process consists in: instantiating a private IP or Ethernet network by configuring a set of hardware and software resources (e.g. IP routers, DNS servers, DHCP servers, Ethernet switches, egress to internet, IMS servers, etc.) and configuring a selected PDU Session Anchor (PSA) as the ingress point to the 5GLAN.

Editor's note:
It is FFS whether the network configuration can be performed by using the 5GC Control plane functions (e.g. NEF, SMF).

6.12.2
Procedures

Once the UE and the network are configured, the 5G LAN-type service and 5GLAN communication is provided largely by using the procedures for access to external networks specified in TS 29.561 [10]:

-
UE wishing to connect to a 5G LAN group makes a PDU Session Establishment request to the DNN configured for the 5G LAN group.

-
During PDU Session establishment the network selects the preconfigured PDU Session Anchor (PSA) that is the ingress point to the preconfigured 5G LAN group.

-
In case of IP communication the interworking procedures are specified in TS 29.561 [10], clause 8.

-
In case of Ethernet communication the interworking procedures are specified in TS 29.561 [10], clause 14. If IEEE 802.1Q tags are used, the PSA selects the appropriate Ethernet VLAN based on the 802.1Q VID tag.

-
If the DNN is configured for secondary (PDU Session-level) authentication, it is performed as specified in TS 33.501 [11].

-
For any enhanced services such as IMS, the additional interworking procedures are defined in TS 29.561 [10] clause 13.

-
The 5G LAN one-to-one and one-to-many communications are achieved by using native IP and Ethernet unicast and multicast routing mechanisms based on IP and Ethernet VLAN. In all cases the transport between UE and the PSA is in point-to-point manner.
6.12.3
Impacts on Existing Nodes and Functionality
The solution requires definition of configuration information for 5G LAN-type service. This information is provided to the UE by using the existing procedure for UE policy delivery.

For 5G LAN-type service for IP communication the configuration information may include the following:

-
5G LAN group identifier.
-  DNN and optionally S-NSSAI configured for the 5G LAN group.
NOTE 1:
One PDU Session provides access to one 5G LAN for IP communication.

-
Credentials for secondary (PDU Session-level) authentication with an AAA server in the 5G LAN.
-
VLAN identifiers configured for the 5GLAN group e.g. IP based VLAN.
Authorised QoS (e.g. in terms of DSCPs).
-
DNS server name or address, and indication of support for dynamic DNS.
-
P-CSCF address (in case of enhanced services such as IMS).
Editor's note:
It is FFS whether there is a need to provide DNS server address and P-CSCF address as part of the UE configuration, given that both parameters can be provided to UE upon PDU Session Establishment via the PCO.
-
Time of service activation indicating to the UE when it can start using the configured information for access to the 5G LAN-type service.

For 5G LAN-type service for Ethernet communication the configuration information may include the following:

-
5G LAN group identifier.

-  DNN and optionally S-NSSAI configured for the 5G LAN group.
NOTE 2:
One PDU Session can provide simultaneous access to several 5G LANs for Ethernet communication.

-
Credentials for secondary (PDU Session-level) authentication with an AAA server in the 5G LAN.
-
Indication of support of IEEE 802.1Q operation providing access to multiple virtual networks and QoS tagging support.
-
VLAN identifiers configured for the 5GLAN group e.g. IEEE 802.1Q VID tags(C-tag, S-tag) for virtual 802.1Q networks.
-
List of GPSIs (or SUPIs) associated with each IEEE 802.1Q tag.
-
Authorised QoS (e.g. in terms of 5QIs or IEEE 802.1Q PCP values).
-
Indication of ARP (Address Resolution Protocol) support in the 5G LAN.
NOTE 3:
ARP is an auxiliary protocol for IP and is strictly speaking not part of the 5G LAN-type service for Ethernet communication. If the end user is using IP communication on top of the 5G LAN-type service for Ethernet communication, this can result in significant ARP traffic that the operator may want to disallow.

-
Indication of Spanning tree protocol support in the 5G LAN.
NOTE 4:
When the 5GLAN does not include entities handling the Spanning tree protocol, while the end user is using it, this can result in significant Spanning tree protocol traffic that the operator may want to disallow.
-
Max number of Ethernet addresses reachable via this UE. This configuration parameter is used to limit the volume of reporting from the PSA to the PCF on per MAC address as described in TS 23.501 [3], clause 5.6.10.2.
-
Time of service activation indicating to the UE when it can start using the configured information for access to the 5G LAN-type service.

6.12.4
Solution Evaluation

Editor's note:
This clause provides an evaluation of this solution.
*** End of changes ***
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