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Discussion

This contribution intends to clarify and add some steps in solution 8.. This contribution also highlights that solution 8 and solution 21 can be combined. Solution 8 is an optimization of solution 21 where UE behavioural information is not needed to be sent continuously to NWDAF. But rather detection of abnormal behaviour is distributed in an efficient manner, and AMF/SMF checks if the behaviour of UE is according to the expected one. But with the option to notify a central instance of NWDAF if further processing is needed. 
To lower processing and distribute detection of abnormal behaviour, an option is to send continuous behavioural information to a local NWDAF in a first instance and then if needed to a more centralized NWDAF for further processing. But this is not brought up in this contribution since seen as a deployment version.
For collection of normal UE behavioural information, a new method is suggested based on existing method in clause 4.15.6 in 23.502.
4.15.6
External Parameter Provisioning

4.15.6.1
General

Provisioning capability allows an external party to provision the expected UE behavioural information to 5G network functions. The provisioning information consists of information on expected UE movement and communication characteristics. Provisioned data can be used by the other NFs.
The NWDAF can take the role of NEF accordingly.
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In the diagram above following are new or updated steps compared to solution 8 in latest TR:

0.Expected UE behavioural information provisioning might come from either AF, NWDAF. 

2a. This subscription may preferably be subscribed by PCF. This subscription can then be seen as “subscribe risk report” in solution 21.

If local NWDAF instances are deployed the requests above can go the AMF and SMF local NWDAF.

Observe any NF can subscribe such as AMF, SMF etc.

2b. The AF may also subscribe to the same Event as UDM/PCF above. Observe that if AF is external then a NEF is required.

3. Optional step to continue sending UE behavioural information. This information can for instance be used to continuously update normal behaviour, as a background task for NWDAF. Or if any other non-real time action utilizing this info is wanted. Perhaps this information could be more of a sampling with fewer UEs compared to when the Expected Behavioural evaluations are done by NWDAF (If done by NWDAF as a first step). 
4. AMF or SMF determines if UE behaves abnormal

5. AMF or SMF determines on actions to take. The actions may be locally configured. Actions can be:

-
Local action based on local policies 
- 
Notify NWDAF for further processing and notification to PCF. If local NWDAF instances are deployed, these can notify PCF 

-
A new mechanism is to let PCF provision event triggers (in a previous step) in AMF and SMF, so the information can go directly to PCF for actions. 

Editor’s note A mechanism to let PCF provision event triggers in AMF and SMF for UE abnormal behavioural shall be brought forward in normative specification work. 

Step 9 includes NWDAF notification of abnormal behaviour UEs, as answer to the request in step 2.
Actions are taken either by  PCF.
Proposal

It is proposed to add following text into the TR for solution 8. 

* * * Change * * * *

6.8.1.2
Procedure for expected UE behavioural information provisioning

Based on large amount of UE behavioural information from 5GC NF(s) corresponding to UEs in a SUPI list, NWDAF could clusters the UEs into one or more UE groups, where each UE group has an expected UE behavioural information, as defined in Table 6.8.1.2-1.
Table 6.8.1.2-1: Expected UE behavioural information for a UE group provided by the NWDAF

	Information
	Presence
	Description

	Stationary indication
	O
	Identifies whether the UE is stationary or mobile, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	UE Moving Trajectory
	O
	Identifies the UE's expected geographical movement (TS 23.502 [3], clause 4.15.6).

Example: A planned path of movement

	Periodic communication indicator
	O
	Identifies whether the UE communicates periodically or not, e.g. only on demand. (TS 23.682 [5], clause 5.10.1).

	Communication duration time
	O
	Duration interval time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).

Example: 5 minutes

	Periodic time
	O
	Interval Time of periodic communication (may be used together with 1) (TS 23.682 [5], clause 5.10.1).

Example: every hour

	Scheduled communication time
	O
	Time zone and Day of the week when the UE is available for communication (TS 23.682 [5], clause 5.10.1).

Example: Time: 13:00-20:00, Day: Monday

	Maximum Latency
	O
	Indicating maximum delay acceptable for downlink data transfers (TS 23.682 [5], clause 4.5.21).

	Maximum Response Time
	O
	Indicating the time for which the UE stays reachable to allow the AF to reliably deliver the required downlink data (TS 23.682 [5], clause 4.5.21).

	Suggested Number of Downlink Packets
	O
	Indicating the number of packets that the UPF shall buffer in case the UE is not reachable (TS 23.682 [5], clause 4.5.21).





[image: image4.emf]5GC NFs UDM NWDAF

3. Nudm_ParameterProvisioning_UpdateRequest 

(List of expected UE behavioral info)

2b. NWDAF offline clusters the UE 

behavior information into one or more UE 

groups in which each UE group has an 

expected UE behavioral information

2a. UE behavioral information

1. External Parameter Provisioning according to 23.502 


Figure 6.8.1.2-1: Procedure for expected UE behavioural information provisioning





1.

The trigger of collection of behavioural information at 5GC NFs (e.g. AMF, SMF) is based on subscription data received from UDM during subscription management procedures at NF registration in UDM or notified to the NF after an  External Parameter Provisioning event.
2.
Based on analytical result for large amount of UE behavioural information from 5GC NF(s) as defined in Table 6.8.1.1-1, NWDAF clusters the UE behavioural information into one or more UE groups in which each UE group has an expected UE behavioural information.
3.
The NWDAF provisions the expected UE behavioural information as defined in Table 6.8.1.2-1 to the UDM by invoking the Nudm_ParameterProvision_UpdateRequest  service operation. The UDM stores the expected UE behavioural information as part of the subscription data for the corresponding UE(s).

6.8.1.3 Procedure for mIoT terminals misused or hijacked Recognition
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Figure 6.8.1.3-1: Procedure for Massive UE are misused or hijacked Recognition

0.
As specified in clause 6.8.1.2-1, the NWDAF provides the expected UE behavioural information as defined in Table 6.8.1.2-1 for each UE to the UDM. Considering the received expected UE behavioural information, the UDM may store in UDR the expected UE behavioural information as part of the subscription data for the corresponding UE. This contains also NWDAF subscription onto NF(s) about the Event ID = Deviation from UE behaviour.
1.
UDM notifies the updated subscriber data i.e. the expected UE behavioural information and UE group ID to the corresponding 5GC NFs (e.g., AMF, SMF). For that, the corresponding 5GC NFs need to have previously subscribed to be notified of changes to this data.
2a. PCF may subscribe to abnormal behaviour notification. This subscription can then be seen as “subscribe risk report” in solution 21.

Observe any NF can subscribe such as AMF, SMF etc.

2b. The AF may also subscribe to the same Event as UDM/PCF above. Observe that if AF is external then a NEF is required.

3. Optional step to continue sending UE behavioural information. This information can for instance be used to continuously update normal behaviour, as a background task for NWDAF. Or if any other non-real time action utilizing this info is wanted. Perhaps this information could be more of a sampling with fewer UEs compared to when the Expected Behavioural evaluations are done by NWDAF (If done by NWDAF as a first step).
4.
During a UE communicates with the 5GC, NF e.g. AMF, the NF determines whether the UE's behavioural information matches its expected UE behavioural information, if not, the UE is regarded as an exception UE.
5. AMF or SMF determines on actions to take. The actions may be locally configured. Actions can be:

-
Local action based on local policies 

- 

Notify NWDAF for further processing and notification to PCF. If local NWDAF instances are deployed, these can notify PCF 

-

A new mechanism is to let PCF provision event triggers (in a previous step) in AMF and SMF, so the information can go directly to PCF for actions. 

Editor’s note A mechanism to let PCF provision event triggers in AMF and SMF for UE abnormal behavioural shall be brought forward in normative specification work.
6.
AMF sends notification to NWDAF for further processing and notification to PCF. If local NWDAF instances are deployed, these can notify PCF.
7.
The NWDAF may perform further data analysis on certain UE exception UE behavioural information and find that does not match the expected UE behavioural information, then abnormal behaviour could be expected e.g. be UE misused or hijacked.

8.
Based on analytical result, the NWDAF notifies exception UE ID list, corresponding Exception ID, corresponding Exception level to the AF according to the subscription to such notification. Based on these information, the AF may adjust e.g. recommended TCP Window Size, recommended Service Start and End time(e.g. for background data transfer), etc. For the untrusted AFs, the message can be send via the NEF.

9.1.

Editor’s note, Exactly what to do with information with regards to exception UE ID list is FFS.
9.2.
According to the subscription to such notification, the NWDAF notifies exception UE ID list, corresponding Exception ID and Exception level to the relevant PCF(s). Taking these received information into account, the PCF(s) may create or update the AMF/SMF/UE policy accordingly.

* * * End of Change * * * *
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