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Abstract of the contribution: This paper proposes a new small data transmission solution for CIoT small data communications in 5GS.

Discussion

The Key Issue 1 and 2 included in TR 23.724 raises the issues of small data transmission. In the architectural requirements of the two key issues, resource-efficiency and security mechanism are listed as important requirements. 

In current 4G User Plane Cellular IoT Optimization solution, two RBs are required. The DRB is used to transmit user data and SRB1 is used for signalling data. For every RB, RAN shall allocate processing instance and context storage resource for PDCP and RLC independently. 
This proposal provides a solution which combines the DRB and SRB1 into one RB. The proposed solution uses a single bearer (SRB1) to carry both the user data and signaling data between the UE and RAN with AS RRC security keys used to encrypt and integrity protect the user data. When RAN gets the uplink data form SRB1, RAN will forward the user data to UPF. Similarly, if there is downlink user data from network, RAN will use SRB1 to carry the downlink user data to UE with AS security protection.
5G network is to support up to 1 million connections per square kilometer which is a big challenge for the RAN resources. The proposed solution can significantly save resources overhead on the RAN side with only one radio bearer allocated (compared with two RBs, the optimization can reach 50%) and meet the massive number of CIoT connections especially in the small CIoT data transmission which generally carries data with the size range from 20bytes-200bytes.
Proposal
It is proposed to include the following solution in TR 23.724.
**** Start of Change ****
6.X
Solution #X: Solution to Small Data Transmission
6.X.1
Introduction

This solution applies to the Key Issue 1 (support for infrequent small data transmission) and Key Issue 2 (Frequent small data communication). 
This solution is aimed to provide a high resource-efficiency Small Data Transmission (SDT) solution with the advantages of saving RAN resources for CIoT small data transmission with AS security protection.

The main idea of this solution is that SRB1 is used to carry both the user data and signalling data between the UE and RAN with AS security protection. When RAN gets the uplink CIoT device user data on SRB1, RAN validates the received data using AS security keys and transfers the user data to UPF via N3 tunnel. In the case of downlink data from the network, RAN uses SRB1 to deliver the user data to UE with AS security protection.
6.X.2
Functional Description
6.X.2.1
General
The solution uses SRB1 to carry both user data and signalling data over the air interface and transfers the user data directly between RAN and UPF.
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   Figure 6.X.2.1-1: Architecture for small data transmission
The following principles apply:
   -  UE requests a special PDU Session without DRB setup in the air interface. 
-
Small data is transferred by using encapsulated SRB1 PDU as:
      - Small data is exchanged between the UE and RAN in the form of encapsulated SRB1 PDU in both uplink and downlink direction with a new transmission mechanism.
-  RAN retrieves the uplink user data from encapsulated SRB1 PDU and forwards the uplink user data to UPF over N3 tunnel and receives the downlink user data from UPF over N3 tunnel in case of downlink user data. 
-
Integrity protection, ciphering and header compression

   - Integrity protection and ciphering for user data are performed by RAN and UE (existing SRB1 PDU integrity protection and ciphering functionality are re-used).
   - UE and RAN may perform header compression for IP data.
6.X.3
Support of EPC interworking
This solution is only applied for 5GC.
6.X.4
Procedures
6.X.4.1
UE requested PDU session establishment for SDT transmission

[image: image2.emf]   

AMF   P C F   UDM   (R)AN   UE  

7 b .   Session Management   Policy   Establishment   or  Modification  

10 a .  N 4  Se ssion  Establishment /Modification   Request  

1.  PDU Session   Establishment  Request   ( SDT   indication )  

UPF   SMF  

10 b .  N 4  Session Establishment /Modification   Response  

9 .  Session Management   Policy     Modification  

1 1 .  Namf_Communication_N1N2MessageTransfer  

1 3 .  AN - specific resource setup   (PDU Session Establishment Accept , not set up  DRB )  

1 2 . N 2  PDU Session  Request   (NAS msg)    

1 4 . N 2  PDU Session  Request Ack  

1 5 . Nsmf _ PDUSession_ UpdateSM Context   Request  

1 6 a .  N 4  Session  Modification   Request  

1 6 b .  N 4  Session  Modification   Response  

1 9 . IPv6 Address Configuration   

First Uplink Data   

First Downlink Data   

8 . UPF selection  

2. SMF selection  

1 7 . Ns mf_ PDUSession_ UpdateSM Context   Response  

7 a. PCF selection  

DN  

6 . PDU Session authentication/authorization  

3 a .  Namf_ PDUSession_ CreateSMContext   Request  

4a - 4b.  Registration/  Subscription retrieval /  Subscription for updates  

2 0 .  Unsubscription / Deregistration  

5 . Namf_PDUSession_CreateSMContext Response  

1 8 . Nsmf_ PDU Session _ SMContext Status Notify  

 

 


Figure 6.X.4.1-1: UE-requested PDU Session Establishment for SDT transmission
The procedure assumes that the UE has already registered on the AMF. Below are some modifications for SDT procedure compared with the existing PDU Session Establishment procedure.
1. UE to AMF: UE provides an indication to indicate that it wants to establish a SDT PDU session. 
......
12.
 AMF to RAN: AMF will carry the SDT indication in the N2 PDU Session request.
13.
 RAN to UE: RAN allocates RAN N3 Tunnel Info for the PDU Session. When establishing the necessary NG-RAN resources for PDU Session request in step 12, RAN identifies SDT indication and does not setup the DRB for the session.
6.X.4.2
Small Data Transmission procedure 
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   Figure 6.X.4.2-1: Small Data Transmission procedure
The UE may transition from RRC-INACTIVE state to RRC-CONNECTED for small data transmission. When resuming to RRC-CONNECTED, the UE and gNB shall restore and reactivate the UE 5G AS security context which is stored in RRC-INACTIVE in UE and RAN.
1. Received from upper layer, the uplink user data is then encapsulated in SRB1 PDU, for example a new RRC message for uplink user data transmission may be used.
2. UE encrypts and integrity protects the SRB1 PDU with AS RRC security keys and sends the SRB1 PDU to RAN.
3. RAN decrypts the SRB1 PDU and verifies the integrity protection for the SRB1 PDU.
4. RAN retrieves the uplink user data from the SRB1 PDU.
5. RAN forwards the uplink user data to the UPF over N3 Tunnel.
6. If there is downlink user data, UPF sends the downlink user data to RAN over N3 Tunnel.
7. RAN encapsulates the downlink data in the SRB1 PDU (for example a new RRC message for downlink user data transmission may be used).
8. RAN encrypts and integrity protects the SRB1 PDU using AS RRC security keys and sends the SRB1 PDU to UE.
9. UE decrypts the SRB1 PDU and verifies the integrity protection for the SRB1 PDU.
10. UE retrieves the downlink user data from the SRB1 PDU and gives the user data to the upper layer.
6.X.5
Impacts on existing entities and interfaces

UE:

-  Support for new SDT indication in the PDU Session Establish procedure to tell network not to set up DRB in the PDU Session.  
-  Support for using SRB1 to carry user data between RAN and UE with AS Security protection and header compression for IP data.
RAN:

-  Support for using SRB1 to carry user data between RAN and UE with AS Security protection and header compression for IP data.
AMF:

-
Forward the UE SDT Session indication to RAN.
6.X.6
Evaluation
This solution proposes a Small Data Transmission solution to meet the massive CIoT connection demand in 5G in an economical way.    

The SDT solution has following benefits:

· Using only one radio bearer (SRB1) for both user data and signaling data can save resources overhead on the RAN side. (compared with two RBs, the optimization can reach 50%)
**** End of Changes ****
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