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Abstract of the contribution: This contribution proposed a solution to support unicast link establishment for eV2X services.
1. Background
Solution #11 in TR 23.786 (clause 6.11) documented the proposal for unicast link support for eV2X communication. 

This contribution reviewed the procedures for the link establishment and maintenance for the eV2X services. It is proposed to document these details in the TR 23.786.      

2. Unicast link establishement and maintenance
The Layer-2 link management procedures introduced in TS 23.303 was designed for the ProSe use. Therefoere, when it is reused for eV2X, several aspects need to be adapated. 
2.1 Link establishement procedure

The link establishment procedure document in TS 23.303 (clause 5.4.5.2) is as shown in the following figure:
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Figure 5.4.5.2-1: Establishment of secure layer-2 link over PC5
As indinciated in clause 6.11.2.2, the signaling messages used for eV2X could be RRC message instead of PC5 Signaling message. This should be decied by RAN2. 

Besides this, several aspects require updates as well.

2.1.1 Initial message transmission: 
As explained in TS 23.303, the UE-1 needs to know the UE-2's L2 ID in order to perform step 1. In ProSe, this could be achieved by performing a discovery procedure (over the discovery channel) or from stored information, e.g. configuration. 
When this procedure is used for eV2X, the lack of discovery channel means the L2 ID of UE-2 must be obtained in a different approach.  Note that even though the BSM/CAM message is required for most of the UEs, the contents of these messages are Application layer specific, and does not contain information of the L2 ID. 

It is therefore assumed that at the time of transmission of the initial Direct Communication Request message in eV2X, the UE-1 may not even know the L2 ID of UE-2. From upper layer (application layer), the UE-1 can learn the upper layer identifier (e.g. Station ID/Vehicle Temp ID) of the UE-2 it intents to connect to, e.g. based on the station ID in the BSM/CAM message, or some other application dependent messages received.    
Therefore, for this initial request, UE-1 can send this request message in a broadcast manner, instead of the specific L2 ID of the UE-2. The destination L2 ID used for this message can follow that of the broadcast configuration, e.g. mapped from the application identifiers. Of course, if UE-1 already has information on the L2 ID of UE-2, e.g. cached information from previous communcation, it can use it directly. 

By looking at the received Direct Communication Request message, the UE-2 will be able to learn the UE-1's L2 ID, and can start to use it for the subsequent signaling messages. Similar, UE-1 will learn the UE-2's L2 ID from the following signaling message, e.g. Direct Communicaiton Accept message.  

In addition, since the intial mesasge is the transmitted before the UE-1 and UE-2 exchanged information regarding the link, at AS layer it should follow the default settings or broadcast settings. 
Proposal 1: The initial link establishment message transmission shoud utilize broadcast mode, unless the L2 ID of the target is already known. AS layer should use the default settings for the transmission.     

2.1.2 Contents of the Initial message 

In ProSe, the content of the Direct Communication Request is defined in TS 24.334, as following:

Table 11.4.2.1.1: DIRECT_COMMUNICATION_REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_REQUEST message identity
	PC5-SP Message Type

12.5.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	User Info
	User Info

12.5.1.3
	M
	LV
	3-253

	
	IP Address Config
	IP Address Config

12.5.1.4
	M
	V
	1

	
	Maximum Inactivity Period
	Maximum Inactivity Period 

12.5.1.9
	M
	V
	4

	
	Nonce_1
	Nonce_1

12.5.1.30
	M
	V
	16

	
	UE Security Capabilities
	UE Security Capabilities

12.5.1.22
	M
	V
	2

	
	MSB of KD-sess ID
	MSB of KD-sess ID

12.5.1.25
	M
	V
	1

	17
	KD ID
	KD ID 

12.5.1.30
	O
	TV
	5

	25
	Relay Service Code
	Relay Service Code

12.5.1.17
	O
	TV
	4

	22
	Signature
	Signature

12.5.1.33
	O
	TV
	130

	3
	Link Local IPv6 Address 

	IPv6 Address
12.5.1.5
	O
	TV
	17


Obviously, for V2X use, the cotents of the above requires some change. 
Firstly, the User Info, as explained above may need to include the target UE's ID (UE-2's upper layer ID), besides the initiating UE's ID (UE-1's upper layer ID), such that UE-2 knows that the message is for intended for it. Stage 3 can decide if these should be in the same IE or separate IEs. Note that the Station ID/Vehicle Temp ID only needs to be 4 octets. 

In case of multicast, this could contain an ID that identifis the group. 
Another aspect requires update is the IP Address Config, which is specified as mandatory for ProSe. For eV2X, it is clear that some of the messages are non-IP. Therefore, the IP configuration part should allow an indication that non-IP is to be used, such that the receiving UE (UE-2) would not start any IP configuration procedure for this particular link. 

There are several IEs that were dedicated for security. This needs to be reviewed by SA3, as the security mechanism for eV2X may be different and requires very different IEs. 
In addition, different from ProSe, there could be other configuraiton information regarding the link included in the message, e.g. when RRCmessage is used there may be AS layer configurations. 
Proposal 2: The initial link establishment message shoud be adjusted to cater for eV2X use, and the above identified modifications should be documented to assist furhter discussions.     

2.1.3 Establishment of the security associations

Different from ProSe, there is no preconfigured keys for the eV2X use. In most of the cases, the eV2X UEs would have the certificates associated with the application. 

Therefore, when link level security protection is required, it should be verified if the certificates from upper layer can be reused to derive security association for link level security protection. 
Proposal 3: To check with SA3 regarding the security requirements for unicast link protection, and what enhancements are required for system level enhancement and signaling message updates.     

2.1.4 Link maintenance

In ProSe, the L2 link maintenance is achieved with keep-alive siganling. For eV2X, besides this, there may be another situation to consider. Due to the privacy requirements, UE should frequently change its identifiers in order to avoiding being trackable by 3rd party. When the identifier change happens, all identifiers across all the layers, i.e. from application layer ID to L2 ID, need to be changed at once. Otherwise, there will be traces for others link the new IDs back to the old ones. 
Obviously, some signaling to inform the peer regarding the ID change is required before it happens, to prevent service interruptions. This signaling also requires security protection, e.g. cyphering of the new IDs to be used. 

Proposal 4: Introduce a new procedure of link identifier change, and check with SA3 regarding the proper security mechanism to protect the privacy of the users.     

3. Conclusion and proposal
It is proposed to document the solution in TR 23.786.
>>>Start Changes<<<
6.11.3
Procedures

 
6.11.3.1 Establishment of layer 2 link over PC5

Layer-2 link establishment procedure as defined in TS 23.303 clasue 5.4.5.2 can be reused for the eV2X unicast link establishment, with the following adaptations:
-
The messages may be convered to RRC signaling message instead of PC5 signaling message, depends on RAN WG's decision. 
- 
The Direct Communication Request message can be sent by UE-1 with broadcast mechanism, i.e. to a broadcast address associated with the application instead of the L2 ID of UE-2. The identifier of UE-2 is included in the Direct Communication Request message to allow UE-2 to decide on if to respond to the request. The Source L2 ID of this message should be the unicast L2 ID of the UE-1. 

- 
The Direct Communication Request message should be transmitted using default AS layer setting or broadcast setting that can be understood by UE-2. 

- 
UE-2 uses the source L2 ID of the received Direct Communication Request message as destination L2 ID in the subsequent signalling to UE-1, and using its own unicast L2 ID as the source L2 ID. UE-1 obtains the UE-2's L2 ID for future communication, signalling and data traffic.  

The layer 2 link supports the non-IP traffic. No IP address negotiation and allocation procedure would be carried out. 

6.11.3.2 Contents of the signalling message for link establishment

The information carried in Direct Communciation Request message defined in TS 24.334 requires at least the following updates:

-
The User Info need to include the target UE's ID (UE-2's upper layer ID), besides the initiating UE's ID (UE-1's upper layer ID). 

NOTE 1: Stage 3 can decide if these IDs can be carried in the same IE or separate IEs, for example, the Station ID/Vehicle Temp ID only needs to be 4 octets. 

NOTE 2: In case of multicast, this could contain an ID that identifis the group. 

-
The IP Address Config, which is specified as mandatory for ProSe, should allow an indication that no IP is to be used, such that the receiving UE (UE-2) would not start any IP configuration procedure for this particular link. 

- 
The IEs dedicated for security need to be reviewed by SA3, as the security mechanism for eV2X may be different and requires different IEs. 

-
Additional configuraiton information regarding the link, e.g. when RRC message is used there may be AS layer configurations..
6.11.3.3 Link identifier update procedure for priacy protection
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Figure 6.11.3.3-1 Layer-2 link identifier update procedure
This procedure is used to update the peer in the unicast communication of the impending change of the identifiers used for this link. Due to the privacy requirements, in eV2X use, UE should frequently change its identifiers in order to avoiding being trackable by 3rd party. When the identifier change happens, all identifiers across all the layers, i.e. from application layer ID to L2 ID, need to be changed at once. This signaling is required before the identifier changes happen, to prevent service interruptions. 

This signaling also requires security protection, e.g. cyphering of the new IDs to be used. 

1.
UE-1 decides the change of identifiers, e.g. due to the upper layer identifier change or a timer, and includes the new identifiers to use (including the new upper layer identifiers, new IP address/prefix if application, new L2 IDs) in the Link Identifier Update Request message, and send to UE-2 before it changes the identifiers. The new identifiers to use should be cyphered to protect privacy.  

2.
UE-2 respond with an Link Identifier Update Response message. Upon receiption of the message, UE-1 can start to use the new identifiers for the data traffic. 
6.11.3.4 Security aspects for layer 2 link

As the eV2X applications have associated security certificates, the unicast link can reuse those to derive the security association for protecting the signalling or data of the unicast link. 

Editor's note: SA3 should be involved in assess the feasibility of this approach, and evaluate and identify the impacts to system and signalling design. 
>>>End of Changes<<<
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