Error! No text of specified style in document.
2
Error! No text of specified style in document.

3GPP TSG-SA WG2 Meeting #128bis 
S2-187913
Sophia Antipolis, France, 20-24 August, 2018

Source:
Nokia, Nokia Shanghai Bell

Title:
TR 23.724 UP CL solution evaluation
Document for:
Discussion and Approval

Agenda Item:
6.9
1 Introduction

User Plane small data solution 29 applies on infrequent and frequent small data. This document adds the solution evaluation and proposes to consider this solution for normative work. 
2 Proposal
It is proposed to agree the following changes on TR 23.724. 

6.29.6
Evaluation

6.29.6.1
Evaluation against the general 5G design goals
The main 3GPP 5G stage 2 architecture design goals are documented in TS 23.501 clause 4.1. As shown below, the  ConnectionLess solution is building on the agreed 5G design principles without violating any of them (CL solution evaluation in italics): 

-
Separate the User Plane (UP) functions from the Control Plane (CP) functions, allowing independent scalability, evolution and flexible deployments e.g. centralized location or distributed (remote) location:

Evaluation: CL solution maintains the CP/UP split by transporting user data via UP nodes

-
Modularize the function design, e.g. to enable flexible and efficient network slicing.

Evaluation: Selected UPF nodes supporting CL signalling can be deployed to serve specific network slice or network topology area in a scalable manner
-
Wherever applicable, define procedures (i.e. the set of interactions between network functions) as services, so that their re-use is possible.
Evaluation: CL message transfer and shared N3 tunnel are designed especially for CIoT use, but nothing prevents their use for also other use cases, if they are seen beneficial. Set-up procedure adds new information elements to defined services and doesn’t add new messages nor interfaces.
-
Enable each Network Function to interact with other NF directly if required. The architecture does not preclude the use of an intermediate function to help route Control Plane messages (e.g. like a DRA).
Evaluation: CL solution does not design SCEF/NEF interface for and T8 API, but it does not prevent it either. The support of NEF capability for external small data exposure is common requirement for any user plane solution. 

-
Minimize dependencies between the Access Network (AN) and the Core Network (CN). The architecture is defined with a converged core network with a common AN - CN interface which integrates different Access Types e.g. 3GPP access and non-3GPP access.
Evaluation: CL solution has been defined around a generic shared N3 interface and direct extensions to N2 control plane messages.  AN specific assumptions are avoided and the same solution should function using 3GPP and non-3GPP access.

-
Support a unified authentication framework.
Evaluation: CL does not introduce any change in authentication framework or procedures. Encryption and integrity protection in UE and UPF offers security level at least equivalent to Control Plane CIoT EPS Optimisations and avoids distribution of security keys in RAN. 
-
Support "stateless" NFs, where the "compute" resource is decoupled from the "storage" resource
Evaluation: CL solution natively supports stateless operation with explicit support for UPF to fetch state information from SMF when required. Temporary caching of state for the duration of UE Location Freshness Timer is an implementation option. 
-
Support capability exposure.
Evaluation: No changes or additional restrictions are required in this area due to CL solution.

-
Support concurrent access to local and centralized services. To support low latency services and access to local data networks, UP functions can be deployed close to the Access Network.
Evaluation: Multiple CL profiles for the same or different UE may be supported with dedicated UPF to support both local and centralized services. 
-
Support roaming with both Home routed traffic as well as Local breakout traffic in the visited PLMN.
Evaluation: The N3 shared tunnel only applies in the serving PLMN. CL requires no new roaming interfaces and existing mechanisms may be used to support home network routed traffic.. 

6.29.6.2
Evaluation against the specific FS_CIoT_5G requirements

In addition to the above general 5G design principles, CL solution responds to the specific FS_CIoT_5G requirements for several Key Issues: 
The proposed connectionless mode solution satisfies all architecture requirements for Key Issue 1 and Key Issue 2
-     Offers zero CP signalling overhead solution for mobile oriented (MO) CL transactions 

-     Encryption and integrity protection in UE and UPF offers equivalent level of security as CIoT CP

-     Comparable (for connectionless over msg5) or reduced (for connectionless over msg3) power consumption for UEs compared to CIoT over CP for EPS

-     Leverages well known data over msg3 and data over msg5 techniques and so avoids need for significant access stratum changes (i.e. NOMA access is not required)

-     Supports single (UL only, DL only), dual (UL then DL, DL then UL) and multiple packet transactions.  Note that solution is optimised for UE originated (UL first) use cases

-     Supports both IP and unstructured (non-IP) data with all traffic transparently carried between UE and UPF

-     Support for API for infrequent small data transmission and capability exposure to AK would be supported when solution combined with proposed solution 7 (using NIMF to interwork between N6 from UPF and SCS/AS).

-     Sending user data in the initial message (either msg3 or msg5) opens up a possibility for DoS attack by sending excessive number of small data requests. The risk seems unavoidable with any initial message but the CL solution offers the advantage that this type of DoS attack would only impact a specific UPF and not act as an attack vector to the AMF.  It is up to SA3 to confirm this assumption. 

CL User Plane operation brings also the following further benefits:

· Control Plane (AMF, SMF) overload control is not needed for user plane data
· Specific control plane Inter-QoS priority is not needed (as the UP priority can be re-used)

· HLCom principles of extended buffering in the UP node (UPF) can be re-used

6.29.6.3
Pros and cons

Specific pros and cons of UP CL solution: 

Pros: 

· UP CL solution can handle frequent and infrequent UL traffic efficiently

· No processing of user plane data packets in control plane NFs

· Shared N3 tunnel improves efficiency for UE that are served by the same eNB and UPF

· Efficiency via the minimum number of hops from UE to AF in UL, which is the most typical telemetry traffic pattern

· Efficiency via the minimum number of bits transmitted by avoiding connection establishment overhead

· Low latency via avoiding connection establishment overhead

· Can run as stateless or stateful procedure

Cons

· Impacts UE, RAN, SMF and UPF
· Efficiency in DL direction depends on maintaining the UE state (UE Location Freshness Timer)

· Dependent on NEF role to support the SCEF + NEF external interface
6.29.6.4
Proposed conclusion on ConnectionLess signaling

Based on the above observations, it is recommended to include ConnectionLess User Plane solution in clause 6.29 as part of normative work. 
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