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Abstract of the contribution: Description of a new use case on prevention of various security attacks.
Proposal
It is proposed to capture the following use case.
**** Start of Change **** all text is new
5.1.S
Use Case S: Prevention of various security attacks

5.1.S.1
Description

Known issues belonging to the security domain that may take benefit of NWDAF services include:

1)
Fraudulent access to services: potentially Fraudulent access may be detected by a disruption of traffic compared to known habits of the user. Services can be data, voice or other.

For these use cases, the aspects summarized in the following table need to be investigated.

	Use case criteria
	Description

	Use characteristics
	Security, not real-time.

	Potential provider NFs or AF
	example :UPF, SMF, charging systems, AF (e.g. service chain on N6).

	Input data
	Statistics about traffic towards a service or destination address (e.g. IP address range).

	Potential consumer NFs or AF
	example :PCF, OSS, AF.

	Output data
	Alerts, list of risky UE or destinations.

	Differentiation criteria
	Traffic patterns: correlations between same UE and same target (voice call, data request towards same host), abnormal number of requests towards same target; abnormal number of request from usually less active UE.

	Possible resulting actions by the consuming NF/AF
	Security alerts, traffic blocking, temporary user blocking.

	Benefits
	Avoid loss of revenue, service assurance, reputation.


NOTE 1:
Security alerts are intended to be sent to a supervision system that is seen as an AF from the 5GS.

NOTE 2:
SA WG3 will be involved as needed in the development of solutions addressing this use case.
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