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Abstract of the contribution: This contribution proposes a solution to support encrypted traffic detection and verification.
1
Discussion

According to the #125 meeting conclusion, a key issue on encrypted traffic detection and verification in the presence of an agreement between AS and MNO is approved. 
This key issue will study the solution(s) for encrypted traffic detection and verification in the presence of an agreement between AS and MNO, including:

-Architectural assumptions 

-Management of information for encrypted traffic detection and verification

-Extending of existing parameter or define new parameter

This contribution proposes a solution to support encrypted traffic detection and verification in the presence of an agreement between AS and MNO.
2
Proposal

It is proposed to update TR 23.787 as follows:
* * * Beginning of Changes * * *
6.X
Solution X: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
6.X.1
Introduction
This solution applies to the 5G system to address the Key Issue " Encrypted traffic detection and verification in the presence of an agreement between AS and MNO ". Three asspects are addressed in the solution:

1) The specific information to identify the encrypted traffic, which is used for the encrypted traffic detection by the UPF.

2) How to create the service policy for the encrypted traffic dynamically, and how to associate the service policy with the encrypted traffic.

3) How to verify the legality of the association between the encrypted traffic and the service policy in order to prevent abusing the association by other UE.
6.X.2
Functional Description

The main functional description are as follows:

· It is assume that the agreement which includes the mapping between the policy and the service has been achieved between content provider and MNO.
· When the UE inititaes service to the AS, e.g., the HTTPS connection establish procedure, the AF initiates service policy provision procedure to the 5GC. 
· When receiving the service policy provision request from AF, the 5GC obtains the PCC rule of the sevice based on the mapping between the service policy and the service, and the 5GC initiates PDU session modification procedure to install the QoS and charging enforcement rules for the encrypted traffic of the service to the UPF. During such procedure, the 5GC allocates the service label and key as the encrypted traffic identifier and vertification key used by the data path node (including UE and UPF). The 5GC sends the service label and the key to the UE and UPF during the PDU session modification procedure.
· When the UE sends the encrypted traffic data corresponding to the service, the UE encapsulates the service lable and vertification parameters (calculated based on the key) outside the encrypted data payload. When receving the encapsulated data, the UPF vertifies the vertification parameters, if successful, the UPF obtain and enforce the QoS and charging enforcement rules to the encrypted traffic. 
· This solution applies to both IP and non-IP based data transfer.
6.X.3
Support of interworking

Editor's note: This clause describes how EPC-5GC interworking is supported in this solution.
6.X.4
Procedures

6.X.4.1
Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
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Figure 6.x.4.1-1 Generation of service label and verification key 
NOTE 1: Before UE initiates service to the AF, the agreements for the mapping between the service and the service policy should be made between the Content provider and the MNO. Each service of the content provider could be identified as service ID, and make the service ID available in the AF. The service policy corresponding to the service ID is stored in PCF.
0. UE initiates https connection establish to AF, and the AF decides the service ID of the service which UE initiates, e.g., according to the URL of the HTTP Get message. 
NOTE 2: The AF provides the service ID to the UE’s application during the https connection procedure via some implement means (e.g., RPC remote call mechanism).
1. The AF sends the Service policy provision request message to the PCF, which includes the UE IP and the service ID.
2. PCF makes policy decision (both UL and DL policy of the service) based on the service ID, and the PCF sends PDU Session modification request to the SMF, which includes the UE identiifer, service ID and PCC rules corresponding to the service ID.
Editor's note:
It is FFS how to ensure each service ID from different AF is unique for a UE.
3. SMF allocates the service label and verification key for the service ID, and the SMF setup the mapping between the service label, verification key and the PCC rules.
4. SMF sends PDU Session modification request to the UE, which includes the service ID, service label and the verification key.

5. UE returns the PDU Session modification response message to the SMF.
6. SMF generates QoS and charging enforcement rules based on the PCC rules, and sends the QoS and charging enforcement rules, service label and key to the UPF via the N4 message.

7. SMF sends the PDU Session modification rsp to the PCF.

8. PCF sends service policy provision response to the AF.
Encrypted traffic detection and verification by user plane:
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Figure 6.x.4.1-2 Encrypted traffic detection and verification
For the UE side:
When receiving the NAS message (PDU session modification request) from SMF, the UE  sets up the mapping between the service ID and service label/key. 
When the UE’s application sends the packets, the UE’s application encapsulates the service ID outside the payload of the packets, e.g., TLS option header.
NOTE 1:
The solution requires the UE’s application to support encapsulation of the service ID. In other words, the solution is not applicable to the UE’s applications which do not support encapsulation of the service ID.
When the UE’s modem receives the packets from the UE’s application, the modem obtains the service ID , and use the service ID to query the service label corresponding to the service ID.
The UE’s modem use the service label, key and 5-tuple of the packets as the inputs to calculate a HASH value. 

The UE encapsulates the service label and the HASH value as the extend header outside the encrypted data, e.g. encapsulated between the PDCP layer and the UE’s IP layer. 
Editor's note:
Further investigation is needed if the UE can encapsulate the service lable and HASH value in other layer, e.g. in the TCP/IP header.
For the UPF side:
When the UPF receives the UE’s UL packets, the UPF verifies the HASH value from the extend header: UPF obtains the 5-tuple of the packets, and the UPF uses the 5-tuple , the service label from the extend header and the key corresponding to the service label, which received from SMF, as the inputs to calculate the HASH value.  The UPF compares the calculated HASH value with the HASH value from extend header, if they are same, then the verification is successful, and the UPF enforce the QoS and charging enforcement rules corresponding to the service lable to the encrypted traffic.

If the UPF verifies the HASH value successfully, the UPF records the relationship between the 5-tuple and the service label. When the UPF receives the DL data from N6, the UPF reverses the 5-tuple of the packets, and using the reversed 5-tuple to query the service label, and then enforce the DL rules corresponding to the service label to the DL data.

NOTE 2: It is only applicable to the deducible traffic, which contains the same content the for the uplink and downlink data flow.
6.X.5
Impacts on existing entities and interfaces

The following nodes are impacted:

PCF: 
· The PCF obtains the PCC rules corresponding to the service ID which is provided by the AF, and sends the service ID and corresponding PCC rules to the SMF.
SMF: 

· The SMF allocates the service label and verification key when receiving the service ID and corresponding PCC rules from the PCF.
· The SMF sends the service ID, service lable and verification key to the UE.
· The SMF sends the QoS and charging enforcement rules, service lable and verification key to the UPF.
AF:
· AF sends the service policy provision which containg the service ID to the PCF when the UE initiates service for the application.

UPF: 

· When receiving the UE’s UL packets, the UPF verifies the HASH value from the extend header. If successful, the UPF enforce the QoS and charging enforcement rules corresponding to the service lable to the encrypted traffic.
· For deducible traffic, the UPF records the relationship between the 5-tuple and the service label, and enforces the DL rules corresponding to the service label to the DL data.
UE:

The UE encapsulates the service label and the HASH value as the extend header outside the encrypted data, which is encapsulated between the PDCP layer and the UE’s IP layer.
* * * End of Changes * * *
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UE
UPF
UE encapsulates the service label and HASH value as the extend header between the PDCP and IP layer of application data.
UPF verifies the HASH value based on the service label and key received from the SMF.  If success, the UPF enforces the QoS and charging enforcement rules corresponding to the service label to the encrypted traffic.



