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Introduction
Below a solution is proposed for NAS transport and security for 5G-RG on Wireline access. The solution is supposed to be generic to any transport solution over the actual access network. It is proposed that functionality associated with a Fixed Access Control Protocol (FCP) is specified between 5G-RG and AGF which can be used to establish the link, transport AS and NAS parameters, create sessions and bearers and to monitor the connection (liveliness detection).
FCP can also have integrated integrity and ciphering protection or rely on security mechanisms from lower layers like TLS or IKE. This can be needed in a whole-sale mode when the wireline access network and the service provider is different organizational entities.

Detailed functionality associated with FCP and the protocol layers below in this solution is to be specified by BBF and is out of 3GPP scope (e.g., whether it is re-using existing protocol(s) or is newly defined). The purpose to include FCP in this solution is just to have a generic concept to discuss the end-to-end solution, that can later be adapted to the actual solution selected by BBF.
Provided are also call-flows for registration and PDU session establishment (non-roaming and LBO) procedures. The purpose with these are to show that the impact on these procedures due to Wireline Access is minor compared with existing Rel-15 non-3GPP access procedures. The same NAS messages, same security mechanisms and key hierarchy can be used in these procedures.
Proposal

It is proposed to update TR 23.716 as follows:
**** First Change ****
6.X
Solution #X – NAS and Security for 5G-RG on Wireline Access

6.X.1 General

This solution is for key issue #1 and #3 for 5G-RG on wireline access. 

The control protocol stack in figure 6.X.1-1 is used between 5G-RG and AMF. In the description below, a “Fixed Access Control Protocol” (FCP) is used to establish the link, transport AS and NAS parameters, create sessions and bearers and to monitor the connection (liveliness detection).

Detailed functionality associated with FCP and the protocol layers below in this solution shall be specified by BBF and is out of 3GPP scope (e.g., whether it is re-using existing protocol(s) or is newly defined).  The purpose to include FCP in this solution is just to have a generic concept to discuss the end-to-end solution, that can later be adapted to the actual solution selected by BBF. 
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Figure 6.X.1-1: Control Plane stack for Wireline access for 5G-RG

Editor’s note: The FCP layer and the layers below in the 5G-RG and AGF protocol stack above need to be updated according to the actual solution specified by BBF.

The 5G-RG use the unified authentication framework to do NAS based authentication in the registration procedure.
The FCP and transport protocol used on the reference point between 5G-RG and AGF may include mechanisms for integrity and confidentiality protections. Key to be used for security between 5G-RG and AGF should therefore be provided as a result from NAS registration procedure.

Provided below are call-flows for registration and PDU session establishment (non-roaming and LBO) procedures. The purpose with these are to show that the impact on these procedures due to Wireline Access is minor compared with existing Rel-15 non-3GPP access procedures.
6.X.2 5G-RG Registration via Wireline Network
The signalling flow in Figure 6.X.2-1 does not show all the details of a registration procedure via wireline access. It shows primarily the steps executed between the 5G-RG and AGF.
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Figure 6.X.2-1. 5G-RG Registration via Wireline Access Network
1.
The 5G-RG connects to a Wireline Access Network with procedures outside the scope of 3GPP. 
2.
The 5G-RG proceeds with the establishment of a FCP connection with the AGF

3.
The 5G-RG sends a FCP packet that contains the Access Network parameters (AN-Params) and a NAS Registration Request message. The AN-Params contain information (e.g. SUCI, SUPI or 5G-GUTI, the Selected Network and NSSAI) that is used by the AGF for selecting an AMF in the 5G core network.

4.
The AGF shall select an AMF based on the received AN-Params and local policy, as specified in TS 23.501 [2], clause 6.3.5. The AGF shall then forward the NAS Registration Request received from the 5G-RG to the selected AMF.

5.
The selected AMF may decide to request the UE's permanent identity (SUPI) by sending a NAS Identity Request message to 5G-RG. This NAS message and all subsequent NAS messages are sent to 5G-RG using FCP. The 5G-RG respond with the SUCI.

6.
The AMF may decide to authenticate the 5G-RG. In this case, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 by using the SUPI or SUCI, and shall send a key request to the selected AUSF. The AUSF may initiate an EAP-AKA' authentication as specified in TS 33.501 [15]. The EAP-AKA' packets are encapsulated within NAS authentication messages. The NAS authentication messages are encapsulated within FCP packets between the 5G-RG and the AGF. After the successful authentication:

-
In step 6h, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a security key for FCP (AS key). The 5G-RG also derives the anchor key (SEAF key) and from that key it derives the NAS security keys and the security key for FCP (AS key). The FCP key may be used by the 5G-RG and AGF for security mechanisms.

-
In step 6h, the AUSF shall also include the SUPI (unencrypted), if in step 6a the AMF provided to AUSF a SUCI.

7.
The AMF shall send a Security Mode Command (SMC) request to 5G-RG in order to activate NAS security. This request is first sent to AGF (within an N2 message) together with the AS key. If an EAP authentication was successfully executed in step 6, then in step 7a the AMF shall encapsulate the EAP-Success received from AUSF within the SMC Request message.

8.
5G-RG and AGF may setup integrity and/or confidentiality protection on FCP layer.

9.
The 5G-RG shall send the SMC Complete message over the FCP connection.
6.X.3 5G-RG Requested PDU Session Establishment via Wireline Access Network
In this procedure the term “FCP UP connection” is used and it refers to a user plane connection between the 5G-RG and the AGF. Each FCP UP connection is associated with one or multiple QoS profiles.
Editor’s Note: BBF needs to provide feedback if multiple user plane connections are needed for QoS and what a FCP UP connection is (e.g., a separate VLAN identity).
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Figure 6.X.3-1. 5G-RG Requested PDU Session Establishment via Wireline Access Network
1.
The 5G-RG shall send a PDU Session Establishment Request message to AMF as specified in [3] step 1 of clause 4.3.2.2.1. This message shall be sent to AGF via the FCP connection for NAS signalling and the AMF shall transparently forward it to AMF in the 5GC.
2a.
In case of non-roaming or roaming with Local Breakout, steps 2-11 specified in [3] clause 4.3.2.2.1 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, steps 2-14 specified in [3] clause 4.3.2.2.2 are executed according to the PDU Session Establishment procedure over 3GPP access.

2b.
As described in step 11 of [3] clause 4.3.2.2.1, the AMF shall send a N2 PDU Session Request message to AGF to establish the access resources for this PDU Session.

3.
Based on its own policies and configuration and based on the QoS profiles received in the previous step, the AGF shall determine the number of FCP UP connections to establish and the QoS profiles associated with each connection. For example, the AGF may decide to establish one FCP UP connection and associate all QoS profiles with this connection. In this case, all QoS Flows of the PDU Session would be transferred over one Wireline access connection.
4a.
The AGF shall send to 5G-RG a FCP UP Connection Setup Request to establish the first FCP UP connection for the PDU Session. This request should include (a) the QFI(s) associated with the UP-connection and (b) the identity of the PDU Session associated with this connection.

4b.
If the 5G-RG accepts the new FCP UP connection, the 5G-RG shall send a FCP UP Connection Setup Response. 
4c-4d.
If in step 3 the AGF determined to establish multiple FCP UP connections for the PDU Session, then additional UP-connections shall be established, each one associated with one or more QoS profiles.

5.
After all FCP UP connections are established, the AGF shall forward to 5G-RG via FCP for NAS signalling the PDU Session Establishment Accept message received in step 2b.

6.
The AGF shall send to 5G-RG an N2 PDU Session Request Ack.

7.
In case of non-roaming or roaming with Local Breakout, all steps specified in [3] clause 4.3.2.2.1 after step 14 are executed according to the PDU Session Establishment procedure over 3GPP access. In case of home-routed roaming, all steps specified in clause 4.3.2.2.2 after step 18 are executed according to the PDU Session Establishment procedure over 3GPP access.

8.
On the user-plane:

-
When the 5G-RG has to transmit an UL PDU, the 5G-RG shall determine the QFI associated with the UL PDU (by using the QoS rules of the PDU Session), it shall send the UL PDU via the FCP UP connection associated with this QFI. The UP packet carries the QFI associated with the UL PDU.

-
When the AGF receives a DL PDU via N3, the AGF uses the QFI and the identity of the PDU Session to determine the FCP UP connection to use for sending the DL PDU. The AGF sends the DL PDU inside the UP-connection and copies the QFI in the header of the packet. The AGF may include also a Reflective QoS Indicator (RQI), which shall be used by the 5G-RG to enable reflective QoS.
**** End of First Change ****
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