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Abstract of the contribution: This contribution analyses an issue with the current APN Rate Control mechanism and proposes a solution.
1.
Discussion
Currently the APN Rate Control value is ‘forgotten’ by the UE and the network after the UE switches off or the PDN connection is released. See TS 23.401, clause 4.7.7.3:
The UE shall comply with this uplink rate control instruction. If the UE exceeds the uplink 'number of packets per time unit', the UE may still send uplink exception reports if allowed and the 'number of additional allowed exception reports per time unit' has not been exceeded. The UE shall consider this rate control instruction as valid until it receives a new one from either PDN GW or from SCEF or the last PDN connection using this APN is released.
This means that, after the last PDN connection of a given APN is released and then a new one is established (due for example to UE switch OFF/ON), the PGW/SCEF indicates to the UE a new, fresh value of the APN Rate Control without remembering if any packets where previously exchanged and until when the previously ongoing rate control enforcement was supposed to be applied. The issue is particularly important in case the APN Rate Control value is to be applied a long period of time (e.g. weeks or months).
Notice that, in certain scenarios, it is not necessary for the UE to switch OFF and then switch ON again to achieve the same result. In particular, in case of simultaneous PDN connections via different APNs, as long as at least one PDN connection is kept alive, the UE can reset the APN Rate Control Value of any APN by releasing and then re-establishing the PDN connections of that APN. Figures 1 to 4 below depict how this can be done in case of a UE connected to two APNs, with one PDN connection for each APN.
Figure 1 depicts the initial PDN connections establishment. In term of rate control, we can assume that for each APN 100 PDUs/month allowed.
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Figure 1: PDN connections establishment.
In Figure 2, we see the situation after a few days. As an example, we can assume that within the first three days the UE consumed 70 PDUs for APN1 and 10 PDUs for APN2.
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Figure 2: Rate control situation after, e.g., three days.
In Figure 3, after another day, PDN Connection2 remains active and consumed another 10 PDUs, the UE triggers the release of PDN Connection1 towards PGW1/APN1.
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Figure 3: Release of PDN Connection1 after, e.g., four days.
At this point, see Figure 4, the UE requests the establishment of a new PDN Connection towards PGW1/APN1. PGW will reset the APN Rate Control value to 100 PDUs/month and the associated timer.
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Figure 4: Re-establishment of a PDN connection towards PGW1/APN1.
2.
Conclusions and proposal
Based on the analysis in Clause 1, we can conclude on the following

Problem: the current APN Rate Control mechanism can be easily bypassed by a UE by switching OFF and then ON or by terminating all PDN Connections associated with a give (set of) APN(s), while keeping at least one other APN’s PDN Connection active.

We therefore propose the following

Proposal: extend the existing APN Rate Control mechanism to cases in which the APN’s last PDN connection is released and then a new one is established. Similarly to Service Gap feature introduced in Rel-15 (see S2-178982).
The proposed solution has 2 steps:

1. During the release of the last PDN connection of a given APN, the PGW forwards to the MME the current status of the APN Rate Control (i.e., number of PDUs still allowed, number of Exception reports still allowed, time at which the values will be reset). The MME accordingly updates the information in the HSS. At the same time, the UE stores locally the current status of the APN Rate Control.

2. During the establishment of the first PDN connection of a given APN, the previously stored status of the APN Rate Control is forwarded from the HSS via the MME to the PGW that will then enforce it. Similarly, the UE retrieves the previously stored status and enforces it.
The related CRs vs. TS 23.401 and TS 23.682 are provided in S2-181946 and S2-181947, respectively.
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