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Abstract of the contribution: This paper proposes a Key Issue for FS_CIoT_5G related to Remote provisioning of 3GPP credentials for IoT device.
1
Discussion

This document describes the key issue related to the following service requirements from TS 22.261:
· An IoT device which is able to access a 5G PLMN in direct network connection mode using a 3GPP RAT shall have a 3GPP subscription.

· The 5G system shall be able to provide mechanisms to change the association between a subscription and address/number of an IoT device (e.g., changing the owner and subscription information associated with the IoT device) within the same operator and in between different operators in an automated or manual way.

· The 5G system shall be able to support identification of subscriptions independently of identification of IoT devices. Both identities shall be secure.

· The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.

Based on the above, the following is proposed for TR 23.724.
* * * First change (all new text) * * *

5.X
Key Issue X: Remote provisioning of 3GPP credentials
5.X.1
Description

The UEs intended to be used for Cellular IoT applications (i.e. typically UEs without a direct human user interface) may be mass-produced without knowledge of the ultimate destination and eventual home network. The ownership and subscription may also change during the life of the Cellular IoT UE. Once the ownership and subscription are known or when these change, it is necessary to provision the corresponding 3GPP credentials securely without requiring a manual intervention on the UE. It is also paramount to maintain the current security level of the 3GPP system along with using the GSMA defined remote provisioning architecture for embedded UICC, as much as possible.
5.X.2
Architectural requirements

-
A secure mechanism allowing a home operator to remotely provision 3GPP credentials in a UE with valid subscription shall be supported by the 5G System.
-
The 5G System shall be able to uniquely identify the UE to which 3GPP credentials are to be provisionned.
-
The solution shall be able to validate the certification of the elements involved in the provisioning.

5.X.3
Architectural baseline

Editor's Note: This clause summarizes the agreeable architectural principles to enable key issue X in 5GC taking the related EPC solution as the starting point. If part of the key issue has already been addressed in 5GC (e.g. monitoring), then the related Rel-15 5GC principles can be listed as the baseline. Clause may also remain empty if no baseline can be agreed or if the related functionality does not exist in EPC.


The architecture baseline shall use pre-existing solutions as follows:
-
Security of the UE achieved with eUICC, specified in GSMA SGP.01 [x] and SGP.02 [y].

-
UE identified by 5GC using Rel-15 authentication procedures.
-
GSMA’s solution for the remote provisioning and management of the Embedded UICC (eUICC) in machine to machine devices, specified in GSMA SGP.01 [x] and SGP.02 [y].
5.X1.4
Open issues

Further study and potential coordination with GSMA may be performed to determine what falls in the scope of 3GPP and what needs to be specified. 
 Editor's Note: This clause lists the open issues for supporting key issue X.

* * * Next change * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
 [x]
GSMA SGP.01: "Embedded SIM Remote Provisioning Architecture", Version 1.1.

 [y]
GSMA SGP.02: "Remote Provisioning Architecture for Embedded UICC Technical Specification", Version 3.2.
* * * End of changes * * *
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