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1. Overall Description:

SA2 thanks SA3 for the LS on UP security policy. 
SA3 states that: 

“SA3 has discussed the use of UP security policy and agreed that UP security policy is communicated from SMF to the gNB for enforcement. In addition, SA3 understands that user plane security policy can be statically configured in SMF or downloaded dynamically during PDU session setup.”. 
SA2 discussed the questions from SA3 and concluded the following:

Question 1: SA3 would like to know whether the SMF will be able to dynamically download the user plane security policy.
SA2 Reply: SA2 agreed that the user plane security policy can be statically configured in SMF or optionally downloaded dynamically from the PCF at PDU Session Establishment. The user plane security policy applies for the lifetime of the PDU Session and is provided to gNB at UP activation, e.g. at PDU Session Establishment. A corresponding CR to TS 23.502 has been discussed/agreed and unless RAN3 disagrees with this approach this will be the way forward. 
Question 2: SA3 would like to know whether the SMF will be able to statically configure the user plane security policy.
SA2 Reply: Please see reply to Question 1.
Question 3: SA3 would like to ask whether the SMF will be able to dynamically download the UP security policy during the PDU session establishment.

SA2 Reply: Please see reply to Question 1. 
Question 4: If SA2 and RAN3 believes it is possible for the SMF to dynamically download the UP security policy, SA3 would like to know whether implementation of this option is feasible in Phase 1 or not.

SA2 reply: Please see reply to Question 1. 
2. Actions:

To SA3 and RAN3 groups.

ACTION: 
SA2 kindly requests SA3 and RAN3 to take the above replies into account. 
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