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Abstract: This paper analyzes how to enable AF influence on traffic routing in PDU session setup/modification. This paper also clarifies the usage of the information elements in the AF request when the AF request is for UP event subscription and the information mapping by the NEF when UP event notifications are sent to the AF via the NEF. It updates to clause 5.6.7 AF influence on traffic routing and clause 5.6.6 DN authentication/authorization of PDU session establishment.
Updates

These are the updates compared to S2-178841:

-
clarification regarding applying only to apps configured so in the UE; temporal validity condition; decision for Secondary authentication/authorisation by DN-AAA being by SMF policies rather than PCC rules; SMF verifying that the PDU Session is eligible for AF influence.
-
minor editorial corrections
Introduction
Colouring is used for the updates to the clause 5.6.7 to reflect the different proposals. No colouring is used for the update to the clause 5.6.6 as they are all related to the same proposal.
1. How to apply AF influence in PDU Session establishment/modification
Currently, a PDU session is established toward a DN without knowing the application information. The PDU session is a general PDU session that can provide access to any applications deployed in the DN. Due to the generality, a default anchor UPF is selected for the PDU session. 

AF influence on traffic routing may lead to anchor UPF reselection for the PDU session for UP efficiency, which is triggered either by application detection at the anchor UPF or by a subsequent AF request related to the PDU session. However, we show the general-purpose PDU session and the SSC modes do not work with, or do not work well with AF influence on traffic routing.
When the PDU session is assigned with the SSC mode 2, anchor UPF reselection is realized through establishing a new PDU session for the UE. In order to avoid loss of packets before the new PDU session is established, the default anchor UPF will have to have connectivity to all the applications in the DN that the UE may potentially access. 

The new PDU session is expected to be anchored at a right UPF. However, the new PDU session may be served by a new SMF that has no knowledge about the UE’s access to the application. This results in a default (very likely improper) anchor UPF being selected again for the new PDU session, as illustrated in Figure 1.1. UP inefficiency remains unsolved due to loss of history. Even worse, a chain of this useless type of anchor UPF reselection may occur. 
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Figure 1.1. Unsolvable UP inefficiency with the SSC mode 2
Observation 1.1: SSC mode 2 cannot be selected for the PDU session in order to support AF influence on traffic routing.
With the SSC mode 1/3, new anchor UPF can be allocated while the PDU session is maintained. This requires the use of UL CL. The UL CL can steer traffic toward the right DNAI that represents the application location. It can be added into the UP during PDU session establishment or dynamically upon application detection. 
If the UL CL is inserted  during the initial UP establishment, the UL CL will need to be configured with traffic steering toward all possible DNAIs due to the uncertainty of the target application(s). 

Examine the case that the UL CL is inserted upon application detection at the default anchor UPF. If the default anchor UPF is not able to steer the traffic to the application (e.g. due to lack of connectivity to the application location), the default anchor UPF will have to sends the application traffic to the UL CL for traffic steering. This is illustrated in Figure 1.2. In this case, whether the default anchor UPF can perform traffic steering or not, UP efficiency is not offered to the portion of the application traffic before the UL CL is fully established.
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Figure 1.2. UP inefficiency with the SSC mode 1/3.
When the PDU session is maintained for (potential or actual) access to multiple applications that are located at different DNAIs, multiple UL CLs may be needed for UP efficiency. This is illustrated in Figure 1.3. When the UE moves, the UL CL(s) may be relocated. As a UL CL relocates, the N9 connection between the UL CL and another UPF has to be updated even if it is not used. We can easily imagine how complicated the UP could be and the management cost associated to it. 
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Figure 3. UP complexity with the SSC mode 1/3 for supporting multiple DNAIs
Observation 2: SSC mode 1/3 does not work well with AF influence on traffic routing.
All these problems and hassles discussed above are rooted in the fact that the PDU session is established without knowing application information. They can be resolved by turning the general-purpose PDU session to an application-specific one, which can be done during PDU session establishment or through UE-triggered PDU session modification. 
· PDU session establishment for an application.

If the PDU session establishment request includes information indicating the application, the SMF will be able to obtain application-specific polices from the PCF using the application identifier and enforces AF influence on traffic routing into the initial UP. End-to-end path efficiency is therefore offered throughout the lifetime of the PDU session without increasing UP complexity. 
This can be done in two ways: (1) using DNN to indicate application, i.e. there is a DNN uniquely mapping to the application;  (2) an application ID is explicitly provided in addition to DNN by the UE.
The first approach brings additional management overhead. If there are thousands of applications deployed in the same DN, the network will need to manage thousands of virtual DNNs in order to ensure the unique mapping. When applications are deployed dynamically, those virtual DNNs have to be dynamically, released, allocated, and updated to the UE (this may result in large NAS signalling overhead). Due to the dynamic nature of DNN, when the AMF/SMF requests the UDM for subscription information, additional information may have to be transferred to the AMF/SMF to reflect DNN update. 
The second approach on the other hand does not introduce any management overhead. Application identifiers have already been managed by the network, as part of URSP. Note that dynamic deploying applications do not necessarily lead to dynamic update of URSP, for example, when the URSP is based on wildcards in the application identifiers. 
Due to the potential impact of the DNN based approach on other procedures and its high management overhead, the application ID based approach is selected.
Proposal 1.1: The UE may provide an application identifier during PDU session establishment, indicating the PDU session is establishment intended for the application. The SMF may perform DN authentication/authorization of the PDU session for the indicated application in case PCC rules indicate the need. 
· UE-triggered PDU session modification for an application

When the UE wants to reuse an existing PDU session for a specific application, the UE may request to modify the PDU session specifically for that application. Likewise, two approaches can be considered for the UE to indicate the application: (1) using DNN to indicate application, i.e. there is a DNN uniquely mapping to the application;  (2) an application ID is explicitly provided in addition to DNN by the UE. 
According to clause 5.6.1, the DNN cannot be changed once the PDU session has been established; only the application ID based approach is applicable. 
The SMF obtains application-specific polices from the PCF using the application identifier in the PDU session modification request received from the UE and reselects/reconfigures the UP accordingly. However, if operation policies indicate DN authentication/authorization should be performed for the establishment of PDU session for the application, the SMF shall reject the PDU session modification request and provides a cause code the UE. The UE may then request to establishment PDU session by including the application identifier in the PDU session establishment request.
UE-triggered PDU session modification for an application is normally due to outgoing application traffic at the UE (otherwise, why is the PDU session not initially established for the application?) and thus cause application traffic being buffered in the UE until the PDU session modification procedure completes. 
Proposal 1.2: The UE may provide an application identifier during UE-triggered PDU session modification, indicating the PDU session modification is intended for the application. The SMF shall reject the PDU session modification request if PCC rules indicate the need of DN authentication/authorization of PDU session establishment for the application.
2. AF subscription

The AF request may be for influencing SMF traffic routing decision, for subscription to UP path management events, or for both. Many information elements in the AF request are currently described for the purpose of influencing SMF traffic routing decision. Some of them have been considered applicable to the AF subscription purpose, e.g. temporal validity condition, spatial validity condition, when describing PCC rules. It remains unclear whether and how the other information elements can be used in the case of AF subscription. 

Proposal 2: This paper clarifies how the information elements in the AF request are used for AF subscription.
3. Information mapping at NEF

When the SMF sends notifications about UP path management events to the AF, the notifications may include UE identify information in the format of SUPI instead of GPSI, as the SMF manages the PDU session using SUPI. 

Proposal 3: When SMF notifications are sent to the AF via the NEF (e.g. when the AF is not in the trust domain), the NEF shall map the SUPI in the notifications to GPSI before sending them to the AF.
4. Removal of PCF subscription

The use of PCF subscription to UP path management events are not clear. 

Proposal 4: Remove the PCF subscription. 
The proposal

It is proposed to make the following changes to the TS 23.501 (architecture). 
***** Begin of 1st Change *****
5.6.7
Application Function influence on traffic routing

The content of this clause applies to non-roaming and to LBO deployments i.e. to cases where the involved entities (AF, PCF, SMF, UPF) belong to the VPLMN or (AF) to a third party with which the VPLMN has an agreement. Application Function influence on traffic routing does not apply in case of Home Routed deployments. PCF shall not apply AF requests targeting "all users" to PDU Sessions established in Home Routed mode.

An Application Function (AF) may send requests to influence SMF routeing decisions for traffic of PDU Session. The AF requests may influence UPF (re)selection and allow routeing user traffic to a local access to a Data Network (identified by a DNAI)
The Application Function may issue requests on behalf of applications not owned by the PLMN serving the UE.

If the operator does not allow an Application Function to access the network directly, the Application Function shall use the NEF to interact with the 5GC, as described in clause 6.2.10.

The Application Function may be in charge of the (re)selection or relocation of the applications within the local DN. Such functionality is not defined. For this purpose, the AF may request to get notified about events related with PDU Sessions.

The AF requests are sent to the PCF via N5 (in case of requests regarding on-going PDU Sessions of individual UEs, for an AF allowed to interact directly with the 5GC NFs) or via the NEF. Requests that target multiple UE(s) are sent via the NEF and may target multiple PCF(s). The PCF(s) transform(s) the AF requests into policies that apply to PDU Sessions. When the AF has subscribed to UP path management event notifications from SMF(s), such notifications are sent either directly to the AF or via an NEF (without involving the PCF)


Such AF requests may contain at least:

1)
Information to identify the traffic. The traffic can be identified in the AF request by

-
Either a DNN and possibly slicing information (S-NSSAI) or an AF-Service-Identifier

-
When the AF provides an AF-Service-Identifier i.e. an identifier of the service on behalf of which the AF is issuing the request, the 5G Core maps this identifier into a target DNN and slicing information (S-NSSAI)

-
When the NEF processes the AF request the AF-Service-Identifier may be used to authorize the AF request.

-
an application identifier or traffic filtering information (e.g. 5 Tuple). The application identifier refers to an application handling UP traffic and is used by the UPF to detect the traffic of the application
When the AF request is for influencing SMF routing decisions, the information is to identify the traffic to be routed.

When the AF request is for subscription to notifications about UP path management events, the information is to identify the traffic that the events relate to.
2)
Information about the N6 traffic routing requirements for traffic identified as defined in 1). This is provided implicitly by reference, in the form of a list of routing profile IDs, corresponding each to a DNAI, if the details of the N6 routing requirements are preconfigured in the 5GC. Otherwise, it is provided explicitly by value, in the form of a list of DNAIs and associated N6 traffic routing information. Based on the information about the N6 traffic routing requirements the PCF determines traffic steering policy IDs sent to SMF that each corresponds to a steering behaviour which is preconfigured on the SMF or UPF.
NOTE 1:
The N6 traffic routing requirements are related to the mechanism enabling traffic steering in the local access to the DN. They are expected to correspond to local rules configured in the UPFs in order to support traffic steering. The routing profile IDs refer to a pre-agreed policy between the AF and the 5GC. This policy may refer to different steering policy ID(s) sent to SMF and e.g. based on time of the day etc.
NOTE 2:
The mechanisms enabling traffic steering in the local access to the DN are not defined.
3)
Potential locations of applications towards which the traffic routing should apply. The potential location of application is expressed as a list of DNAI(s). If the AF interacts with the PCF via the NEF, the NEF may map the AF-Service-Identifier information to a list of DNAI(s). The DNAI(s) may be used for UPF (re)selection.
4)
Information on the UE(s). This may correspond to:

-
Individual UEs identified using GPSI, or an IP address/Prefix,

-
groups of UEs identified by an External Group Identifier as defined in TS 23.682 [36] when the AF interacts via the NEF, or Internal-Group Identifier (see clause 5.9.7) when the AF interacts directly with the PCF.

-
any UE the request applies to any UE accessing the combination of DNN, S-NSSAI and DNAI(s).


In case of PDU Session type is IPv4 or IPv6, when the AF provides an IP address/Prefix this allows the PCF to identify the PDU Session for which this request applies and the AF request applies only to the current PDU Session of an UE. In this case, additional information such as the UE identity may also be provided to help the PCF to identify the correct PDU Session.


Otherwise the request shall apply to any existing or future PDU Session that matches the parameters in the AF request.


When the AF request targets any UE or a group of UE, the AF request is likely to influence multiple PDU Sessions possibly served by multiple SMFs and PCFs.


When the AF request targets a group of UE it provides one or several group identifiers in its request. The group identifiers provided by the AF are mapped to Internal-Group identifiers. Members of the group have this Group Identifier in their subscription. The Internal-Group Identifier is stored in UDM, retrieved by SMF from UDM and passed by SMF to PCF at PDU Session set-up. The PCF can then map the AF requests with user subscription and determine whether an AF request targeting a Group of users applies to a PDU Session.
When the AF request is for influencing SMF routing decisions, the information is to identify UE(s) whose traffic is to be routed.

When the AF request is for subscription to notifications about UP path management events, the information is to identify UE(s) whose traffic the events relate to.
5)
Temporal validity condition.
NOTE 3:
This allows to provide a time interval or duration during which the AF request is valid.
When the AF request is for influencing SMF routing decisions, the temporal validity condition indicates when the traffic routing is to apply.

When the AF request is for subscription to notifications about UP path management events, the temporal validity condition indicates when the subscription is to apply.
6)
Spatial validity condition, on the UE(s) location. This is provided in the form of validity area(s). If the AF interacts with the PCF via the NEF, it may provide a list of geographic zone identifier(s) and the NEF maps the information to areas of validity based on pre-configuration. The PCF in turn determines area(s) of interest based on validity area(s).
When the AF request is for influencing SMF routing decisions, the spatial validity condition indicates where the UE(s) are to be when the traffic routing applies.

When the AF request is for subscription to notifications about UP path management events, the spatial validity condition indicates where the UE(s) are to be when the subscription applies.
7)
Type of notifications  regarding UP path management events.
-

The AF subscription can be for early notification and/or late notification. In case of a subscription for early notification, the SMF sends the notification before executing the UPF (re)selection. In case of a subscription for late notification, the SMF sends the notification when the UPF (re)selection has completed.
8)
An AF transaction identifier referring to the AF request. This allows the AF to update or remove the AF request to influence traffic routing.
An Application Function may send requests to influence SMF routeing decisions, for event subscription or for both.
The AF may subscribe to notifications about UP path management events, e.g., when the request becomes active or inactive, or when a change of DNAI occurs for the PDU Session. The corresponding notification about a change from source DNAI (or no DNAI) to target DNAI (or no DNAI) sent by the SMF to the AF includes type of notification (i.e. early notification or late notification), the Identity of the source and/or target DNAI, the IP address/prefix of the UE, the SUPI and the N6 routing information related to the 5GC UP. The UE identity information and the N6 routing information related to the 5GC UP are optional if the PDU Session type is IP. The nature of the N6 traffic routing information related to the 5GC UP is described in clause 5.6.10.
When notifications about UP path management events are sent to the AF via the NEF, if required the NEF maps the UE identify information, e.g. SUPI, to the GPSI before sending the notifications to the AF.
The PCF, based on information received from the AF, operator's policy, etc. authorizes the request received from the application function and determines the traffic steering policy. The traffic steering policy indicates the list of suitable traffic steering policy IDs configured in SMF and if the N6 routing information associated to the application is explicitly provided by the AF, the N6 routing information. The traffic steering policy IDs are related to the mechanism enabling traffic steering to the DN.

The DNAIs are related to the information considered by SMF for UPF selection, e.g. for diverting (locally) some traffic matching traffic filters provided by the PCF.
The PCF acknowledges the request to the AF or to the NEF.
In PDU Session establishment, based on UE configuration for these applications, the UE may provide an application identifier in the PDU Session establishment request, indicating that the PDU Session is dedicated to the application identified by the application identifier. In this case, the SMF verifies whether the PDU Session is eligible for the Application Function influence on traffic routing related to the application. Before applying the Application Function Influence on the traffic routing, the SMF may initiate secondary authentication/authorization, as described in clause 5.6.6, to validate the PDU session establishment for the requested application.
When the UE requests for PDU Session modification, based on UE configuration for these applications, the UE may include an application identifier in the PDU Session modification request, indicating that the PDU Session modification is intended for the application identified by the application identifier. In this case, the SMF verifies whether PDU Session is subject to the Application Function influence on traffic routing related to the application. If secondary authorization/authorization of PDU Session establishment for the application is needed (e.g. specified in SMF policies), the SMF shall reject the PDU Session modification request and provide a cause code to the UE. According to the cause code, the UE can decide to request to establish a PDU Session dedicated to the application by including the application identifier in the PDU Session establishment request.
For PDU Session that corresponds to the AF request, the PCF provides the SMF with PCC rules that are generated based on the AF request and taking into account UE location presence in area of interest. The PCC rules may contain information to identify the traffic to be routed and/or information about the DNAI(s) towards which the traffic routing should apply and/or a list of traffic steering policy IDs and/or information on AF subscription to SMF events. If the N6 routing information associated to the application is explicitly provided in the AF request, the PCF also provides the N6 routing information to the SMF as part of PCC rules. This is done by providing policies at PDU session set-up or by initiating a PDU Session Modification procedure. When initiating a PDU Session set-up or PDU Session Modification procedure, the PCF considers the latest known UE location to determine the PCC rules provided to the SMF. The PCF evaluates the temporal validity condition of the AF request and informs the SMF to activate or deactivate the corresponding PCC rules according to the evaluation result. When policies specific to the PDU Session and policies general to multiple PDU Sessions exist, the PCF gives precedence to the PDU Session specific policies over the general policies.
The spatial validity condition is resolved at the PCF. In order to do that, the PCF subscribes to the SMF to receive notifications about change of UE location in an area of interest. The subscribed area of interest may be the same as spatial validity condition, or may be a subset of the spatial validity condition (e.g. a list of TAs) based on the latest known UE location. When the SMF detects that UE entered the area of interest subscribed by the PCF, the SMF notifies the PCF and the PCF provides to the SMF the PCC rules described above by triggering a PDU Session modification. When the SMF becomes aware that the UE left the area subscribed by the PCF, the SMF notifies the PCF and the PCF provides updated PCC rules by triggering a PDU Session modification. SMF notifications to the PCF about UE location in or out of the subscribed area of interest are triggered by UE location change notifications received from the AMF or by UE location information received during a Service Request or handover procedure.

When the PCC rules are activated, the SMF may, based on local policies, take the information in the PCC rules into account to:

-
(re)select UPF(s) for PDU Sessions. The SMF is responsible for handling the mapping between the UE location (TAI / Cell-Id) and DNAI(s) associated with UPF and applications and of the selection of the UPF(s) that serve a PDU Session. This is described in clause 6.3.3.

-
activate mechanisms for traffic multi-homing or enforcement of an UL Classifier (UL CL). Such mechanisms are defined in clause 5.6.4. This may include providing the UPF with traffic forwarding (e.g. break-out) rules and the associated N6 routing information if the N6 routing information is part of the PCC rules.

-
inform the Application Function of the (re)selection of the UP path (change of DNAI).
***** End of 1st Change *****
***** Start of 2nd Change *****
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session
At the establishment of a PDU Session to a DN:

-
The DN-specific identity (TS 33.501 [29]) of a UE may be authenticated/authorized by the DN.
NOTE 1: the DN-AAA server may belong to the 5GC or to the external data network.
-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU Session and if the SMF determines that secondary authentication/authorization of the PDU Session establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that secondary authentication/authorization of the PDU Session establishment is required but the UE has not provided corresponding authentication/authorization information, then the SMF rejects the PDU Session establishment.
-
If the UE provides an application identifier during the PDU Session establishment, indicating that the PDU Session is dedicated to the application as described in clause 5.6.7, the SMF passes the application identifier to the DN via the UPF.
-
The DN-AAA server may authenticate/authorize the PDU Session establishment. If an application identifier is provided to the DN-AAA server, the authentication/authorization is application specific, i.e. based on both the user credential and the application indicated. The application-specific authentication/authorization validates the PDU Session for the application indicated by the application identifier.
-
When DN-AAA server authorizes the PDU Session establishment, it may send DN authorization data for the established PDU Session to the SMF via the UPF. The DN authorization data for the established PDU Session may include

-  a reference to a locally configured authorization data in the SMF

-
a list of allowed MAC addresses for the PDU Session ; this may apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2, 

-  PDU Session AMBR
SMF policies may require DN authorization without DN authentication. In that case, when contacting the DN-AAA server for authorization, the SMF provides the Public UE Identifier (PUI) of the UE if available.
Such DN authentication and/or authorization takes place for the purpose of PDU Session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU Session authorization enforced by SMF with regard to subscription data retrieved from UDM.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU Session establishment.
The UE provides information required to support DN authentication/authorization over NAS SM. The SMF can send an EAP Request/Identity message to the UE for retrieving the EAP Response/Identity message, which includes the UE’s DN-specific identity complying with the Network Access Identifier (NAI) format. Then SMF can get the DN AAA server identity from the UE’s DN-specific identity, e.g. DN-AAA-ID when application information (i.e. application identifier) is not provided, or the SMF may derive it considering also the provided application information and local configuration.
NOTE 3:
The way for the UE to acquire such information is not defined.

When SMF adds an PDU Session Anchor (such as defined in clause 5.6.4) to a PDU Session DN authentication and / or authorization is not carried out, but SMF policies may require SMF to notify the DN AAA server when a new prefix or address has been added to or removed from a PDU Session.

Indication of PDU Session establishment rejection is transferred by SMF to the UE via NAS SM.

If the DN-AAA sends DN authorization data for the established PDU Session to the SMF and dynamic PCC applies to the PDU Session, the SMF requests the PCF to validate the DN authorization data for the established PDU Session. If the DN-AAA does not send DN authorization data for the established PDU Session, the SMF may use locally configured information.
At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.
***** End of 2nd Change *****
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