SA WG2 Temporary Document

Page 2

SA WG2 Meeting #124
S2-178904
27 Nov. – 1 Dec. 2017 Reno, USA
(revision of S2-17xxxx)
Source:
ETRI
Title:
TS 23.501 SMF access to DN-AAA server located in 5GC
Document for:
Approval

Agenda Item:
6.5.3
Work Item / Release:
5GS_Ph1 / Rel-15
Abstract of the contribution: This pCR update to allow direct communication between the SMF and the DN-AAA server located within the 5GC. 
Discussion

The current specification says that the DN-AAA server may belong to the 5GC or to the external data network, but the communication between the SMF and the DN-AAA server is always performed via UPF. In some environments where the DN-AAA server is located within 5GC, the operator may want to configure the direct communication between the SMF and DN-AAA server without involving the UPF, e.g., the DN is localized while the DN-AAA server is hosted in the centralized location within 5GC. 
This pCR proposes to allow direct communication between the SMF and the DN-AAA server located within 5GC.
Proposal

Propose to accept the following revision in the TS 23.501.
*************** Start of the 1st changes ***************
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU Session
At the establishment of a PDU Session to a DN:

-
The DN-specific identity (TS 33.501 [29]) of a UE may be authenticated/authorized by the DN.
NOTE 1: the DN-AAA server may belong to the 5GC or to the external data network.
-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU Session, and the SMF determines that authentication/authorization of the PDU Session establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN via the UPF if the DN-AAA server is located in the external DN. The SMF may communicate with the DN-AAA server directly or via the UPF if DN-AAA server belongs to the 5GC. If the SMF determines that authentication of the PDU Session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU Session establishment.

-
The DN-AAA server may authenticate/authorize the PDU Session establishment.
-
When DN-AAA server authorizes the PDU Session establishment, it may send DN authorization data for the established PDU Session to the SMF. The DN authorization data for the established PDU Session may include

-  a reference to a locally configured authorization data in the SMF

-
a list of allowed MAC addresses for the PDU Session ; this may apply only for PDU Session of Ethernet PDU type and is further described in clause 5.6.10.2, 

-  PDU Session AMBR
SMF policies may require DN authorization without DN authentication. In that case, when contacting the DN-AAA server for authorization, the SMF provides the Public UE Identifier (PUI) of the UE if available.
Such DN authentication and/or authorization takes place for the purpose of PDU Session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU Session authorization enforced by SMF with regard to subscription data retrieved from UDM.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU Session establishment.

The UE provides information required to support user authentication by the DN over NAS SM.

NOTE 3:
The way for the UE to acquire such information is not defined.

When SMF adds an PDU Session Anchor (such as defined in clause 5.6.4) to a PDU Session DN authentication and / or authorization is not carried out, but SMF policies may require SMF to notify the DN when a new prefix or address has been added to or removed from a PDU Session.

Indication of PDU Session establishment rejection is transferred by SMF to the UE via NAS SM.

If the DN-AAA sends DN authorization data for the established PDU Session to the SMF and dynamic PCC applies to the PDU Session, the SMF requests the PCF to validate the DN authorization data for the established PDU Session. If the DN-AAA does not send DN authorization data for the established PDU Session, the SMF may use locally configured information.
At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release or update the PDU Session.

*************** End of the 1st changes ****************
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