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Abstract of the contribution: Discusses the use of integrity protection for 5G.
1
Background
SA3 specification 33.501 sub-clause 5.1.3.1 specifies:

The UE shall support integrity protection of user data between the UE and the gNB.

--- omit other statements ---

Integrity protection of the user data between the UE and gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.

Besides, SA3 TR 33.893 subclause 5.1.3.3.1 specifies:

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of most of the signalling messages, but not for user plane data. For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

RAN2 in LS R2-1712051 [1] indicated 

According to the context in the SA3 specifications, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly in terms of processing.
Therefore, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).
Since rel.13 3GPP has come to realisation that LPWA IoT use cases cannot simply be fulfilled with “low data rate DRB”, they also require a set of end-to-end optimisations that modify the system architecture. As a result SA2 and other groups spent considerable amount of time in rel.13/14 e.g. starting from the CIOT study item of SA2 (SP-150167) [3] that had the following justification:
--- omit other statements ---

To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable.

There are competing technologies for supporting MTC that claim to provide devices at a much lower cost than GSM with better coverage and power efficiency than the cheapest GSM devices. In that competition, legacy GPRS CN and/or EPC may also fall out unfavourably when considering MTC/IoT use cases that may require higher upper layer efficiency and security level than provided by legacy GPRS CN / EPC.
In order to optimize the support of ‘Internet of Things’ in 3GPP cellular networks to compete with non-3GPP technologies in the lower data rate and low complexity end of the MTC market, it is necessary to study potential architecture requirements, architecture solutions, potential security solutions, simplification for signalling, mobility etc and make recommendations for a 3GPP cellular system of ultra-low complexity and low throughput ”Internet of Things” devices that may also be constrained e.g. with regard to processing power, memory, battery capacity, etc.
The intention was from the beginning to simplify the UE protocol stack in order to reduce complexity and cost with increased security support. One of these simplifications was to remove PDCP altogether for NB-IOT UEs using pre-established NAS security, what is now called Control Plane CIOT EPS optimisation where the integrity protection is between the UE and MME and does not involve the eNB or the AS protocol stack of the UE. 
In the same package in SA#67 also “Battery Efficient Security for very low Throughput MTC devices" study SP-150171 [4] (what later became known as BEST) was also approved. 
Right from that point it was clear that the overall system design had to take into account a trade-off between cost, complexity, and higher efficiency in order to meet the requirements for LPWA IoT market. This involves (as in rel.13/14) a whole system design that SA2 is planning to accomplish in rel.16 starting with the SID: "New SID on Cellular IoT support and evolution for the 5G System", SP-170801 [2]) that will study architecture enhancements for Cellular IoT in the 5G system architecture. 
3
Proposal 

SA2 should respond to LS [1] to RAN2 and SA3, indicating that IoT use cases cannot simply fulfilled with "low bitrate DRB" with integrity protection but rather require a study to simplify the UE protocol stack in order to reduce complexity and cost with increased security support.
SA2 is planning to accomplish in rel.16 through the SID: "New SID on Cellular IoT support and evolution for the 5G System", SP-170742 [2]) that will study architecture enhancements for Cellular IoT in 5G system architecture. 

An LS response along the line of the above is drafted in S2-178491.
4
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