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Abstract of the contribution: This contribution investigates and propose solution for ciphering key management and distribution as asked for by RAN2 in S2-177181
1. Discussion
In [1] RAN2 informs that: “Broadcasting positioning assistance data is considered as a service provided by the network. RAN2 has agreed that the assistance data will be ASN.1 encoded and optionally encrypted in the E-SMLC and sent to the eNB via LPPa for broadcast as system information blocks. Each SIB is represented by an octet string.”

RAN2 further ask SA2 to “…take the above information into account and start investigating ciphering key management and distribution.”
In [2] RAN2 informs that: “Broadcasting positioning information is considered as a service provided by the network, and therefore UEs with proper subscription may access the content of those SIBs. 
· The encryption solution shall provide a possibility in which some UEs may have access to all data while other UEs can only access a subset depending on their subscription partitioning. 

· The E-SMLC performs the ciphering.

RAN2 further clarifies in [2]: “RAN2 requires a solution that supports multiple subscription levels. This would allow an encryption design solution in which that some UEs have access to all data and other UEs only can access a subset depending on which partition the UE belongs to.
Observation 1: RAN2 request SA2 to investigate a solution for ciphering key management and distribution 
Observation 2: The agreement in RAN2 is that ciphering is performed by the E-SMLC

Observation 3: The amount of broadcasted data available to a UE shall depend on subscription level 

Proposal 1: SA2 shall define a solution reusing the ciphering key distribution concept defined in TS 23.271 for CS-MO-LR and PS-MO-LR and apply it as applicable to EPC-MO-LR.
Proposal 2: The definition of detailed procedures and protocol for requesting ciphering keys and distributing the keys shall be the responsibility of RAN2. SA2 shall assume similar handling as for location assistance data will be used.
Proposal 3: Data on subscribed broadcast service shall be stored in HSS as part of Mobile Originating List and downloaded to the MME as part of the Attach and Tracking Area Update procedures
Proposal 4: Information about subscribed broadcast service shall be sent from MME to E-SMLC as part of EPC-MO-LR procedure.
Proposal 5: Add subsection in 23.271 describing delivery of broadcast assistance data from E-SMLC to eNB. 
A draft CR defining the changes needed to implement proposal is provided in [3] and attached in the DP for information purposes.
2. Way Forward
· Endorse Proposals 1-5 above in SA2 and inform RAN2 of SA2 intent and provide the draft CR for their information. 
· SA2 will wait for RAN2 before progressing with the impacts on SA2 specification.

References

[1]
S2-177181, LS on provisioning of positioning assistance data via LPPa for broadcast
[2]
S2-177182, LS on encrypting broadcasted positioning data
[3]
S2-178342, Ciphering of broadcast assistance data
