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Abstract of the contribution: This contribution proposes updates to Solution 6.1.3 in order to remove the Editor’s Notes.
1.
Introduction
This contribution addresses 3 issues with Solution 3, option A (section 6.1.3.1.2) in TR 23.733:

· Issue 1: What NAS message is used to trigger authentication and authorization,
· Issue 2: How does the eRelay-UE MME obtain the authorization information?, and

· Issue 3: Whether there is a privacy issue with providing the authorization information to the eRemote-UE before doing any authentication?
It also removes Solution 3, option B (section 6.1.3.1.3) and provides some editorial clarifications to the solution.
1.1
What NAS message is used to trigger authentication and authorization?

Considering the complexity of adding new NAS messages, it is preferable to reuse an existing NAS message.
Among the existing NAS messages, TAU can be reused as it is designed to support UE related parameter changes in the MME, such as:
-
a change of the UE Network Capability and/or MS Network Capability and/or UE Specific DRX Parameters and/or TS 24.008 [47] MS Radio Access capability (e.g. due to GERAN radio capability change or CDMA 2000 Radio Access Technology Capability change) information of the UE.

-
a change in conditions in the UE require a change in the extended idle mode DRX parameters previously provided by the MME.

-
for a UE supporting CS fallback, or configured to support IMS voice, or both, a change of the UE's usage setting or voice domain preference for E-UTRAN.

Consequently, step 3 for service request can be removed, and
Proposal 1:  Change the “NAS message” to TAU and remove the step 3 from figure 6.1.3.1.2-1. 
1.2
How does the eRelay-UE MME obtain the authorization information?

Solution 3, option A for Key Issue 1 (section 6.1.3.1.2) in TR 23.733 v0.4.0 contains the following editor’s note:
Editor’s Note: The details on how does the eRelay-UE MME get authorization information from HSS or ProSe Function is FFS.

The eRelay-UE MME checks whether the eRemote-UE is allowed to access network via eRelay-UE, based on the eRemote-UE IMSI and eRelay-UE IMSI. This authorization information is either retrieved from the HSS during the attach procedure of eRelay-UE, or is provided by the ProSe Function as defined in 6.1.4B.
Proposal 2:  Clarify the text for authorisation and remove the above Editor’s Note about authorization. 
1.3
Whether there is a privacy issue with providing the authorization information to the eRemote-UE before doing any authentication?

Solution 3, option A for Key Issue 1 (section 6.1.3.1.2) in TR 23.733 v0.4.0 contains the following editor’s note:
Editor’s Note: Whether there is a privacy issue with providing the authorization information to the eRemote-UE before doing any authentication for this eRemote-UE is up to SA3.
A new step is added for eRemote-UE authentication before the eRemote-UE is authorised to access to network via the eRemote-UE. This means that when an eRelay-UE MME provides the authorization result in the TAU accept message the eRemote-UE has already been authenticated. Details of the eRemote-UE authentication is left to SA3 discussion.

Proposal 3:  Add new step for eRemote-UE authentication before the eRelay-UE is authorised to as a relay and remove the above Editor’s Note about privacy. 
2.
Text Proposal
* * * Start of changes * * * 
6.1.3
Solution 3: Authorization for Indirect 3GPP Communication via MME

6.1.3.1
Description

6.1.3.1.1
General

This solution applies to key issue 1 on authorization for Indirect 3GPP Communication, specifically on how the network authorizes an eRemote-UE accessing the network via a specific eRelay-UE. As the authorization function resides in the core network, this solution proposes that the MME performs authorization functions when an eRemote-UE is accessing to the network via a specific eRelay-UE. The following figure depicts the detailed procedure.

6.1.3.1.2
Option A: Two phase authorization alternative

In this two phase authorization approach, authorization is performed before the eRemote-UE can send NAS to the network.
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Figure 6.1.3.1.2-1: Authorization for the Indirect Communication
0.
Configuration information is provided for eRemote-UE and eRelay-UE.

1.
The eRemote-UE and the eRelay-UE perform PC5 discovery procedure based on the solution for Key Issue #2.

2.
The eRemote-UE and the eRelay-UE initiate the establishment of the one-to-one communication. The eRemote-UE identifier is included in the PC5 Communication Request message. If the eRemote-UE is already registered to the network the eRemote-UE identifier is the GUTI, otherwise it is the IMSI.


3.
The eRelay-UE performs a Tracking Area Update procedure (which may include entering ECM-CONNECT if the eRelay-UE is in ECM-IDLE) during which it sends a Tracking Area Update message to eRelay-UE MME. The eRemote-UE identifier is included in the TAU message and is used by the eRelay-UE MME to perform authorization between the eRemote-UE and the eRelay-UE.

Editor’s Note: Whether there is any security threat for an eRelay-UE using an eRemote-UE IMSI is depending on SA3 conclusion.
4.
The eRelay-UE MME performs authorization for the eRemote-UE and eRelay-UE.


The eRelay-UE MME checks whether the eRemote-UE is allowed to access network via eRelay-UE and whether the eRemote-UE can access the network via the specific eRelay-UE or specific type of eRelay-UEs (i.e., additionally associated with a specific relay service code), based on the eRemote-UE IMSI and eRelay-UE IMSI. The authorization information may be retrieved from HSS during attach procedure of eRelay-UE or is provided by the ProSe Function as defined in 6.1.4B.


If the eRemote-UE has registered to the network and the eRemote-UE MME is different from eRelay-UE MME, then in this case the eRemote-UE ID is the GUTI and is used to find the eRemote-UE MME to get the corresponding IMSI. Or else, if the eRemote-UE has not registered to the network, the eRemote-UE ID is the IMSI. If the eRemote-UE IMSI is provided in step3, the eRemote-UE MME is not contacted.


The  CN shall generate the security parameters for the eRelay-UE to authenticate eRemote-UE based on eRemote-UE IMSI.

Editor’s Note: 
How the authentication for eRemote-UE and eRelay-UE is done (e.g., in a separate step or along with step 5 or step 6) is further studied in SA3. 


5.
The eRelay-UE MME sends the TAU Accept message to the eRelay-UE, containing the authorization information and security parameters. If the authorization is successful, the eRelay-UE is allowed to provide access to the eRemote-UE.
6.
The eRelay-UE sends the Communication Response message to the eRemote-UE to inform it of the authorization result. The PC5 security association is also established based on the security parameters. By the successful establishment of PC5 security association the eRelay-UE has authenticated the eRemote-UE successfully. After the eRelay-UE and eRemote-UE are mutually authenticated, the side path context is set up between the two UEs. 
Editor’s Note: 
Whether PC5 PDCP security is needed depends on SA3 conclusion.


7.
When necessary, the eRemote UE activates the side path for relay service. Then the eRemote UE can send NAS message (e.g. Attach/TAU/Service Request) via the eRelay to the EPC. MME further authorises the eRemote UE as defined in TS23.401. Details of the step is described in clause 6.3.2. 






















6.1.3.2
Impact analysis


The eRemote-UE:
-
needs to send its eRemote-UE ID to eRelay-UE
-
needs to store local context with respect to eRelay-UE
The eRelay-UE:

-
needs to store local context with respect to eRemote-UE
The eNB:
-
needs to verify that an eRemote-UE was previously authorized to use the eRelay service

-
selects the proper eRemote-UE MME based on eRemote-UE’s identity
The eRemote-MME:
-
needs to provide eRemote-UE’s IMSI to eRelay-UE MME.
The eRelay-UE MME:
-
needs to authorize eRemote-UE for usage of specific eRelay-UE
-
needs to deliver security parameters for authentication to eRelay-UE and eRemote-UE
6.1.3.3
Evaluation

* * * End of changes * * * 
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