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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ANDSF
Access Network Discovery and Selection Function

DSMIPv6
Dual-Stack MIPv6

CPICH
Common Pilot Channel

DMNP
Delegated Mobile Network Prefix

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FACoA
Foreign Agent Care-of-Address

FQDN
Fully Qualified Domain Name

GW
Gateway

H‑ANDSF
Home-ANDSF

HBM
Host-based Mobility

HRPD
High Rate Packet Data

HS‑GW
HRPD Serving Gateway

IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IPMS
IP Mobility management Selection

LMA
Local Mobility Anchor

LWA
LTE-WLAN Radio Level Aggregation

LWIP
LTE-WLAN Radio Level Integration with IPsec Tunnel

MAG
Mobile Access Gateway

MAPCON
Multi Access PDN Connectivity

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

MTC
Machine-Type Communications

NBM
Network-based Mobility

NSWO
Non-seamless WLAN Offload

OPI
Offload Preference Indicator

P‑GW
PDN Gateway

PMIP/PMIPv6
Proxy Mobile IP version 6

RIM
RAN Information Management

RCLWI
RAN Controlled WLAN Interworking

RSRP
Reference Signal Received Power

RSSI
Received Signal Strength Indicator

SectorID
Sector Address Identifier

S‑GW
Serving GW

SON
Self-Configuring and self-Optimizing network

TWAP
Trusted WLAN AAA Proxy

TWAG
Trusted WLAN Access Gateway

TWAN
Trusted WLAN Access Network

UICC
Universal Integrated Circuit Card

UWAN
Untrusted WLAN Access Network

V‑ANDSF
Visited-ANDSF

WiMAX
Worldwide Interoperability for Microwave Access

WLCP
WLAN Control Protocol
WMM
Wifi Multimedia
*** Next change ***

4.3.4
ePDG

The functionality of ePDG includes the following:

-
Allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;

-
Functionality for transportation of a remote IP address as an IP address specific to a PDN when S2b is used;

-
Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used and if a single IPSec SA is established for the PDN connection, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection. If multiple IPsec SA are established for the PDN connection, routing of uplink packet is based on the mapping between the IPsec SA and the corresponding S2b bearer;
-
Routing of downlink packets towards the  IPsec SA associated to the PDN connection if a single IPsec SA is used for the PDN connection (see clause 4.10.5.1); Routing of downlink packets towards the IPsec SA associated to the S2a bearer, if the IPsec SA per s2b bearer is used (see clause 4.10.5.2)  
-
De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;

-
Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;

-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);

-
Transport level packet marking in the uplink;

-
Enforcement of QoS policies based on information received via AAA infrastructure;

-
Lawful Interception.

-
Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.

-
Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].

-
Interfacing OFCS through reference points TS 32.251 [62] for EPC nodes.
-
When the UE and the ePDG supports the establishment of a separate IPsec SA per s2b bearer:
-
Establishing, where applicable, a new IPsec SA between ePDG and UE over SWu for every new dedicated bearer if the UE supports multiple IPsec SAs per PDN connection.   

-
 Maintaining binding between EPC bearer ID and IPsec SA, where applicable. The default bearer maps to the initial IPsec SA.  
*** Next change ***

4.10.5
PDN connectivity service with GTP based S2b

For untrusted non-3GPP access to the EPC the PDN connectivity service is provided by IPsec connectivity between the UE and the ePDG concatenated with S2b bearer(s) between the ePDG and the PGW.
Two scenarios exist. In one scenario, only one IPSec SA is established between the UE and the ePDG and it transports traffic for the default bearer and all dedicated bearers established over S2b between the ePDG and the PDN GW. This is depicted in 4.10.5.1. In the second scenario, when the UE and the ePDG supports the establishment of a separate IPsecchild SA per dedicated S2b bearer that transports the traffic for that dedicated bearer, and where the main IPSec SA transports the traffic for the default bearer.  This is depicted in 4.10.5.2
4.10.5.1 Single IPSec SA per PDN Connection Scenario
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Figure 4.10.5.1-1: Single IPSec SA per PDN connection 
The SWu interface between the UE and the ePDG is identical for the GTP and PMIP variants of S2b. The UE establishes a separate SWu instance (i.e. a separate IPSec tunnel) for each PDN connection.

One default S2b bearer is established on the S2b interface when the UE connects to a PDN, and that remains established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. Additional dedicated S2b bearers may be established on S2b for the same PDN connection depending on operator policy. The PGW establishes dedicated S2b bearers on S2b for the same PDN connection based on PCC decisions as specified in TS 23.203 [19].

The ePDG releases the SWu instance when the default S2b bearer of the associated PDN connection is released.

The S2b bearer is realized by the following elements:

-
A GTP tunnel on S2b transports the packets of an S2b bearer between the ePDG and a PDN GW;

-
The ePDG stores the mapping between uplink packet filters it receives from the PGW (e.g. in the Create Bearer Request message) and the corresponding S2b bearer;

-
The PDN GW stores the mapping between downlink packet filters and an S2b bearer.

In support for the UE connectivity with the PDN:

-
A SWu instance (i.e. a IPSec tunnel) transports the packets of all S2b bearer(s) for the same PDN Connection between the UE and the ePDG.

The ePDG routes uplink packets to the different bearers based on the uplink packet filters in the TFTs assigned to the bearers in the PDN connection, in the same way as a UE does for uplink traffic under 3GPP access. If no match is found, the uplink data packet shall be sent via the bearer that does not have any uplink packet filter assigned. If all bearers (including the default bearer for that PDN) have been assigned an uplink packet filter, the ePDG shall discard the uplink data packet.

The PDN GW routes downlink packets to the different bearers based on the downlink packet filters in in the TFTs assigned to the S2b bearers in the PDN connection, in the same way as the PDN GW does on GTP-based S5/S8 bearers (see TS 23.401 [4] clause 4.7.2.2).

4.10.5.2 Single IPsec SA per S2b bearer Scenario 
This scenario assumes both UE, and ePDG support the establishment of a separate IPsec SA per S2b bearer, while the main IPSec SA is intended for the default bearer.
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Figure 4.10.5.2-1: Single IPsec SA per S2b bearer 

The SWu interface between the UE and the ePDG is identical for the GTP and PMIP variants of S2b. The UE establishes a separate SWu instance (i.e. a separate IPsec SA per [9]) for each PDN connection.

One default S2b bearer is established on the S2b interface when the UE connects to a PDN, and that remains established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. Additional dedicated S2b bearers may be established on S2b for the same PDN connection depending on operator policy. The PGW establishes dedicated S2b bearers on S2b for the same PDN connection based on PCC decisions as specified in TS 23.203 [19].
The ePDG releases the SWu instance, including all IP Sec SAs associated with the SWu instance, where applicable, when the default S2b bearer of the associated PDN connection is released.

The S2b bearer is realized by the following elements:

-
A GTP tunnel on S2b transports the packets of an S2b bearer between the ePDG and a PDN GW;

-
The ePDG stores the mapping between IPSec SA and the corresponding S2b bearer;

-
The PDN GW stores the mapping between downlink packet filters and an S2b bearer.
The ePDG shall establish a SA per S2b bearer as per section 7.10. The default EPC bearer maps to the initial SA. The ePDG shall maintain a 1 to 1 mapping between an S2b bearer and an IPsec SA.
Additionally, for these UEs, TFTs and dedicated bearer QoS information is conveyed from the ePDG to the UE in IKE v2 signalling associated with the corresponding SA at EPC bearer creation and EPC bearer modification. The bearer QoS information includes information regarding the QoS characteristics of the bearer (i.e. QCI, GBR and MBR).

The IKEv2 traffic selectors TSi and TSr, defined in [9], shall not be used to route packets to the IPSec SA.

In support for the UE connectivity with the PDN:

-
A SWu instance (i.e. an IKEv2 SA with one or more IPsec SA) transports the packets of all S2b bearer(s) for the same PDN Connection between the UE and the ePDG.   
The PDN GW routes downlink packets to the different bearers based on the downlink packet filters in in the TFTs assigned to the S2b bearers in the PDN connection, in the same way as the PDN GW does on GTP-based S5/S8 bearers (see TS 23.401 [4] clause 4.7.2.2).
The ePDG routes uplink packets to the different bearers based on the incoming child SA and the corresponding S2b bearer. 
The UE routes uplink packets to the SAs associated with the different S2b bearers based on the uplink packet filters in the TFTs assigned to the S2b bearers in the PDN connection, in the same way as a UE does for uplink traffic under 3GPP access. If no match is found, the uplink data packet shall be sent via the SA that does not have any uplink packet filter assigned. If all IPsec SAs have been assigned an uplink packet filter, the UE shall discard the uplink data packet.
Furthermore, the UE shall use the QCI in dedicated bearer QoS information to set the DSCP value for uplink packets.  The mapping of QoS class to DSCP could be configurable in the UE and as an example can use the recommended mappings specified in 3GPP (mapping between standardized QCIs and Release 99 QoS parameter value in TS 23.401 [4]), IEEE Std. 802.11-2012 [64], and the Wi-Fi WMM-multimedia certification profile [86]. The UE may also use information included in dedicated QoS information for local aspects of admission control (e.g. application traffic shaping), however this is out of scope for this document. 
*** Next change ***

7.2.4
Initial Attach with GTP on S2b

This clause is related to the case when the UE powers-on in an untrusted non-3GPP IP access network via the GTP based S2b interface.

GTPv2 (see TS 29.274 [57]) is used to setup GTP tunnel(s) between the ePDG and the PDN GW. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the ePDG.
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Figure 7.2.4-1: Initial attachment over GTP based S2b for roaming, non-roaming and LBO

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the home routed roaming and non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

This procedure is also used to establish the first PDN connection over an untrusted non-3GPP access with GTP on S2b when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN connections to different APNs over multiple Accesses.

The UE may be authenticated and authorised to access the Untrusted Non-3GPP Access network with an access network specific procedure. These procedures are outside the scope of 3GPP.

A.1)
Step A.1 is the same as Step A of clause 7.2.1, with the following addition:

-
upon a successful authorization, the 3GPP AAA server returns the following additional information, regardless of which protocol variant the ePDG will select on S2b : APN-AMBR, static QoS Profile and Trace Information (Trace Reference, Trace Type, Trigger Id, OMC Identity) if applicable. When the 3GPP AAA server has WLAN Location Information about the UE, it provides it over SWm to the ePDG together with the Age of this information. The WLAN Location information is provided to the ePDG only when the 3GPP AAA server considers that location information coming from the WLAN AN used by the UE is trustable.

In addition to the above, the UE shall indicate at Initial Attach its capabilities, and whether it supports multiple IPsec SAs, so the ePDG can apply the necessary applicable procedures in this case.
NOTE 1:
Sending the static QoS profile to the ePDG enables the ePDG to enforce QoS policies based on information received via AAA infrastructure as specified in clause 4.3.4. When GTP is used over S2b, this also allows the PGW to receive the QoS parameters possibly modified by the 3GPP AAA Proxy (when the ePDG is located in the VPLMN) to enforce QoS limitations according to the local policies and the roaming agreement with the home operator. The ePDG does not perform rate enforcement based on APN-AMBR.

NOTE 2:
This also allows to align the GTP operations on S5/S8/S2b, i.e. the PGW receives those parameters within GTP signalling on all GTP interfaces.

-
If it supports emergency services, the ePDG shall provide the UE with the corresponding indication as part of the IKEv2 tunnel establishment procedure.

B.1)
The ePDG sends a Create Session Request (IMSI, APN, RAT type, ePDG TEID for control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, ePDG Address for the user plane, ePDG TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging Characteristics, Additional Parameters, IMEI(SV), User Location Information) message to the PGW. The RAT type indicates the non-3GPP IP access technology type. The PDN Type shall be set based on the CFG_Request in step 1 and subscription profile in the same way as the PDN type is selected during the E‑UTRAN Initial Attach in TS 23.401 [4]. The ePDG shall set the Dual Address Bearer Flag when the PDN type is set to IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator. The ePDG shall include Trace Information if PDN GW trace is activated. The Additional Parameters include the authentication credentials for an additional authentication and authorization with an external AAA server if it was provided by the UE before this step. The ePDG shall provide the IMEI(SV) if available; The PDN GW performs the authentication and authorization with the external AAA server if it is required to get access for the given APN. The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE.

NOTE 3:
The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.


The PGW creates a new entry in its bearer context table and generates a Charging Id. The new entry allows the PGW to route user plane PDUs between the ePDG and the packet data network and to start charging.

NOTE 4:
The EPS Bearer Identity and Default EPS Bearer QoS parameters convey the S2b bearer identity and the default S2b bearer QoS.

C.1)
Step C.1 is the same as Step C of clause 7.2.1, with the following addition:

-
when informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the selected S2b protocol variant (here GTP); this allows the option for the 3GPP AAA Server or 3GPP AAA Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information, APN-AMBR) if GTP is used over S2b; the PDN GW shall ignore those parameters if received from the 3GPP AAA Server or 3GPP AAA Proxy.

-
The PDN GW forwards to the PCRF in the IP-CAN Session Establishment procedure following information extracted from User Location Information it may have received from the ePDG:

-
The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).

-
WLAN location information in conjunction with the Age of this information.

D.1)
The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the ePDG, including the IP address(es) allocated for the UE. The PDN GW selects the PDN type to be used in the same way as done during the E-UTRAN Initial Attach in TS 23.401 [4].


The PGW may initiate the creation of dedicated bearers on GTP based S2b (like it may do it on GTP based S5/S8 for an Attach on 3GPP access).

NOTE 5:
If the UE requests for both IPv4 address and IPv6 prefix, both are allocated. If the PDN GW operator dictates the use of IPv4 address only or IPv6 prefix only for this APN, the PDN GW shall allocate the only IPv4 address or only IPv6 prefix to the UE. If the UE requests for only IPv4 address or IPv6 prefix only one address/prefix is allocated accordingly.

E.1)
Step E.1 is the same as Step E of clause 7.2.1, but with GTP tunnel(s).

*** Next change ***

7.9.2
PDN GW initiated Resource Allocation Deactivation with GTP on S2b

This procedure can be used to deactivate a dedicated bearer or deactivate all bearers belonging to a PDN address, for example, due to IP CAN session modification requests from the PCRF or due to handover from Non-3GPP to 3GPP access. If the default bearer belonging to a PDN connection is deactivated, the PDN GW deactivates all bearers belonging to the PDN connection.

When it is performed for a handover, the connections associated with the PDN address are released, but the PDN address is kept in the PDN GW.
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Figure 7.9.2-1: PDN GW Initiated Bearer Deactivation with GTP on S2b

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4) cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the non-roaming and home routed roaming cases, the vPCRF is not involved at all.

The optional interaction steps between the PDN GW and the PCRF in the procedures in figure 7.9.2.1-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured within the PDN GW.

1.
If dynamic PCC is deployed, the PDN GW initiated Bearer Deactivation procedure may for example be triggered due to 'IP CAN session Modification procedure', as defined in TS 23.203 [19]. In this case, the resources associated with the PDN connection in the PDN GW are released. The PCRF may also include a request to provide the User Location Info to the PDN GW.


The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-3GPP to 3GPP.

2.
The PDN GW sends a Delete Bearer Request message (EPS Bearer Identity or Linked EPS Bearer Identity, Cause) to the ePDG. The Linked EPS Bearer Identity shall be present and set to the identity of the default bearer associated with the PDN connection if the PDN GW requests to release all the bearers of the PDN connection. Otherwise, the EPS Bearer Identity shall be present and set to the identity of the dedicated S2b bearer(s) to release if the PDN GW requests to deactivate dedicated S2b bearer(s).
Steps 3a only applies if both the UE, and the ePDG support a separate IPsec Security associations per dedicated S2b bearer 
3a.
If the PDN connection has multiple active S2b bearers, and the ePDG maintained a binding with a IPsec SA for the S2b bearer that is being released, then it shall use the IKEv2 INFORMATIONAL exchange with Delete Payloads, as defined in [9], to remove the IPsec SA between ePDG and UE over SWu for the deactivated S2b bearer. Otherwise, the IKEv2 tunnel release is triggered from the ePDG if all bearers belonging to the PDN connection are released.
NOTE:
When the ePDG orders the deletion of the IPsec SA from UE to ePDG, using IKEv2 INFORMATIONAL exchange, the UE responds with deleting the IPsec SA from ePDG to the UE.

3b.
The resources may be released in the non-3GPP IP access according to the conditions in step 3a
4.
The ePDG deletes the bearer contexts related to the Delete Bearer Request, and acknowledges the bearer deactivation to the PDN GW by sending a Delete Bearer Response (EPS Bearer Identity, User Location Information) message.


The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE. When the PDN GW receives no WLAN Location Information from the ePDG it shall delete any such information it may have stored for the PDN connection.

NOTE:
The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.

5.
In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

6.
The PDN GW deletes the bearer context related to the deactivated EPS bearer. If the dedicated bearer deactivation procedure was triggered by receiving a PCC decision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision was successfully enforced by completing the PCRF-initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], proceeding after the completion of IP CAN bearer signalling. If requested by the PCRF, the PDN GW forwards to the PCRF following information extracted from User Location Information it may have received from the ePDG:

-
WLAN location information in conjunction with the Age of this information,

-
The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).
*** Next change ***

7.10
Dedicated S2b bearer activation with GTP on S2b

The dedicated bearer activation procedure for GTP based S2b is depicted in figure 7.10-1.
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Figure 7.10-1: Dedicated S2b Bearer Activation Procedure with GTP on S2b

1.
If dynamic PCC is deployed, the PCRF sends a PCC decision provision (QoS policy) message to the PDN GW. This corresponds to the initial steps of the PCRF-Initiated IP CAN Session Modification procedure or to the PCRF response in the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], up to the point that the PDN GW requests IP CAN Bearer Signalling. If dynamic PCC is not deployed, the PDN GW may apply local QoS policy. The PCRF may also include a request to provide the User Location Info to the PDN GW.

2.
The PDN GW uses this QoS policy to assign the EPS Bearer QoS, i.e., it assigns the values to the bearer level QoS parameters QCI, ARP, GBR and MBR. If this dedicated bearer is created as part of the handover from 3GPP access with GTP-based S5/S8, then the PDN GW applies the Charging ID already in use for the corresponding dedicated bearer while the UE was in 3GPP access (i.e. bearer with the same QCI and ARP as in 3GPP access). Otherwise, the PGW generates a new Charging Id for the dedicated bearer. The PDN GW sends a Create Bearer Request message (IMSI, EPS Bearer QoS, TFT, PDN GW Address for the user plane, PDN GW TEID of the user plane, Charging Id, LBI) to the ePDG. The Linked EPS Bearer Identity (LBI) is the EPS Bearer Identity of the default bearer.
Steps 3 and 4 only applies if both the UE, and the ePDG support a separate IPsec SA per dedicated S2b bearer 

3.
The ePDG shall trigger an IKEv2 CREATE_CHILD_SA message, as defined in [9]. The CREATE_CHILD_SA message shall contain an IKEv2 Notify Payload "TFT" that is a copy of the TFTs received over S2b in step 1. The CREATE_CHILD_SA message shall also contain an IKEv2 Notify Payload "Bearer QoS information". 
NOTE:
One CREATE_CHILD SA exchange results in IPsec SAs for both directions.
4.
The UE shall respond with CREATE-CHILD_SA-Response, and shall maintain a binding between the IPsec SA and the applicable TFT and bearer QoS information.
5.
The ePDG selects an EPS Bearer Identity, which has not yet been assigned to the UE. The ePDG then stores the EPS Bearer Identity and links the dedicated bearer to the default bearer indicated by the Linked EPS Bearer Identity (LBI). The ePDG uses the uplink packet filter (UL TFT), and/or IPsec SA where applicable, to determine the mapping of uplink traffic flows to the S2b bearer. The ePDG then acknowledges the S2b bearer activation to the PGW by sending a Create Bearer Response (EPS Bearer Identity, ePDG Address for the user plane, ePDG TEID of the user plane, User Location Information) message.

If the ePDG has established a IPsec SA association with the UE for a dedicated S2b bearer, it shall maintain a binding between the IPsec SA and the EPS bearer ID.

The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE. When the PDN GW receives no WLAN Location Information from the ePDG it shall delete any such information it may have stored for the PDN connection.

NOTE:
The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.

 6.
If the dedicated bearer activation procedure was triggered by a PCC Decision Provision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision (QoS policy) could be enforced or not, allowing the completion of the PCRF-Initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], after the completion of IP CAN bearer signalling. If requested by the PCRF, the PDN GW forwards to the PCRF following information extracted from User Location Information it may have received from the ePDG:

-
WLAN location information in conjunction with the Age of this information,

-
The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).

NOTE 1:
The exact signalling of step 1 and 4 (e.g. for local break-out) is outside the scope of this specification. This signalling and its interaction with the dedicated bearer activation procedure are to be specified in TS 23.203 [19]. Steps 1 and 4 are included here only for completeness.

NOTE 2:
This procedure does not aim at providing QoS differentiation over untrustred non 3GPP access networks. It is used to establish the same number of bearers on S2b that were or will be established when the UE hands over from/to a 3GPP access.

*** Next change ***

7.11.1
PDN GW initiated bearer modification

The PDN GW initiated bearer modification procedure for a GTP based S2b is depicted in figure 7.11.1-1. This procedure is used to update the TFT for an active default or dedicated S2b bearer, or in cases when one or several of the EPS Bearer QoS parameters QCI, GBR, MBR or ARP are modified (including the QCI or the ARP of the default S2b bearer e.g. due to the HSS Initiated Subscribed QoS Modification procedure, as described in clause 7.11.2).
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Figure 7.11.1-1: S2b Bearer Modification Procedure with GTP on S2b

1.
If dynamic PCC is deployed, the PCRF sends a PCC decision provision (QoS policy) message to the PDN GW. This corresponds to the initial steps of the PCRF-Initiated IP CAN Session Modification procedure or to the PCRF response in the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], up to the point that the PDN GW requests IP CAN Bearer Signalling. If dynamic PCC is not deployed, the PDN GW may apply local QoS policy. The PCRF may also include a request to provide the User Location Info to the PDN GW.

2.
The PDN GW uses this QoS policy to determine that a service data flow shall be aggregated to or removed from an active S2b bearer or that the authorized QoS of a service data flow has changed. The PDN GW generates the TFT and updates the EPS Bearer QoS to match the traffic flow aggregate. The PDN GW then sends the Update Bearer Request (EPS Bearer Identity, EPS Bearer QoS, TFT) message to the ePDG.
Steps 3 and 4 only applies if both the UE, and the ePDG support a separate IPsec SA per dedicated S2b bearer 
3.
If either TFTs, and/or bearer QoS information are updated, the ePDG shall trigger an IKEv2 INFORMATIONAL exchange by sending an IKEv2 INFORMATIONAL Request message and shall include the IKEv2 Notify Payload "TFT" and/or "Bearer QoS information" to convey the updated information. 
4.
The UE shall respond with an empty IKE v2 INFORMATIONAL Response.
5.
The ePDG uses the uplink packet filter (UL TFT) to determine the mapping of traffic flows to the S2b bearer and acknowledges the S2b bearer modification to the PGW by sending an Update Bearer Response (EPS Bearer Identity, User Location Information) message.


The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE. When the PDN GW receives no WLAN Location Information from the ePDG it shall delete any such information it may have stored for the PDN connection.

NOTE 1:
The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.

6.
If the Bearer modification procedure was triggered by a PCC Decision Provision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision (QoS policy) could be enforced or not by sending a Provision Ack message allowing the completion of the PCRF-Initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [19], after the completion of IP CAN bearer signalling. If requested by the PCRF, the PDN GW forwards to the PCRF following information extracted from User Location Information it may have received from the ePDG:

-
WLAN location information in conjunction with the Age of this information,

-
The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).

NOTE 2:
The exact signalling of step 1 and 4 (e.g. for local break-out) is outside the scope of this specification. This signalling and its interaction with the bearer activation procedure are to be specified in TS 23.203 [19]. Steps 1 and 4 are included here only for completeness.

*** Next change ***

8.6.1
Handover from Untrusted Non-3GPP IP Access with GTP on S2b to 3GPP Access

8.6.1.1
General Procedure for GTP based S5/S8 for E-UTRAN Access

The steps involved in the handover from an untrusted non-3GPP IP access to E-UTRAN connected to EPC are depicted below for both the non-roaming and roaming cases and when GTP is used on S2b. It is assumed that while the UE is served by the untrusted non-3GPP IP access, GTP tunnel(s) are established between the ePDG and the PDN GW in the EPC.
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Figure 8.6.1.1-1: Handover from Untrusted Non-3GPP IP Access to E-UTRAN with GTP on S2b and GTP on S5/S8 interfaces

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the LBO case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the PDN GW in the VPLMN. The vPCRF receives the Acknowledgment from the PDN GW and forwards it to the hPCRF.

-
In the non-roaming and home routed roaming case, the vPCRF is not involved.

In case of connectivity to multiple PDNs the same behaviour as described in clause 8.2.1.1 also applies to this procedure.

1)
The UE uses an untrusted non-3GPP access system and is being served by PDN GW.

2 to 17)
as for steps 2 to 17 of clause 8.2.1.1 with the following modifications:


For emergency sessions:

-
On step 3, the UE sends an Attach Request to the MME with Request Type indicating "handover for emergency services". The message from the UE is routed by E-UTRAN to the MME as specified in TS 23.401 [4] (E-UTRAN). The UE shall not include any APN.

-
On step 4, the MME shall contact the HSS and attempt to authenticate the UE as described in TS 23.401 [4].

-
On step 5, if the UE has been successful authenticated, the MME may perform location update procedure and subscriber data retrieval from the HSS as specified in TS 23.401 [4] by which the "PDN GW currently in use for emergency services" is sent to the MME as part of the subscription information. Since the Request Type is "handover for emergency services", the "PDN GW currently in use for emergency services" conveyed from the HSS to the MME will be stored in PDN subscription context. The MME receives information on all the PDNs the UE is connected to over the non-3GPP access in the Subscriber Data obtained from the HSS. If the UE has been authorized but not authenticated, Step 5 is skipped.

-
On step 6, the MME selects the emergency APN, and a serving GW as described in TS 23.401 [4]. If the UE has been successfully authenticated and is non-roaming, and based on operator policy, the MME uses the "PDN GW currently in use for emergency services" received from the HSS as anchor PDN GW. Otherwise, e.g. if the UE has not been successfully authenticated, or the UE is roaming, or based on operator configuration (e.g. the network supports handovers to/from HRPD), the MME shall use the PDN GW that is statically configured in the MME Emergency Configuration Data. The MME sends a Create Session Request (including IMSI, MME Context ID, PDN GW address, Handover Indication, emergency APN) message to the selected Serving GW. Since the Request Type is "handover for emergency services", a Handover Indication information is included.


For non-emergency and emergency sessions:

-
On step 9, the Charging Id provided by the PGW to the default and dedicated bearers in 3GPP access is the Charging Id previously assigned to the corresponding default and the dedicated bearers (i.e. bearer with the same QCI and ARP) of the PDN connection in the non-3GPP access on the S2b interface, although the Charging Id still applies to the non-3GPP access.

NOTE 1:
Depending upon the support of the piggybacking feature in the network, the dedicated bearer can be created as part of default bearer establishment or immediately afterwards.

-
On step 13, the Charging Id previously in use for the default and dedicated bearers in the non-3GPP access on the S2b interface now applies to the corresponding default and dedicated bearers in 3GPP access (i.e. bearer with the same QCI and ARP as in non-3GPP access).

NOTE 2:
Two GTP sessions may exist in the PDN GW for the same UE and APN over the S2b and S5/S8 interfaces during a transient period.

18)
The PDN GW shall initiate resource allocation deactivation procedure in the untrusted non-3GPP IP access as defined in clause 7.9.2
For UEs and ePDGs supporting multiple IPsec SAs per PDN connection, i.e. one SA per the default bearer and per each S2b dedicated bearer, handover from untrusted non-3GPP to E-UTRAN shall result in the re-creation of all non-3GPP active bearers over E-UTRAN. The ePDG shall release the IKEv2 tunnel after handover is completed which shall implicitly remove the IPsec SAs.
8.6.1.2
General Procedure for GTP-based S5/S8 for UTRAN/GERAN

The steps involved in the handover from an untrusted non-3GPP IP access to UTRAN/GERAN connected to EPC are depicted below for both the non-roaming and roaming cases and when GTP is used on S2b. It is assumed that while the UE is served by the untrusted non-3GPP IP access, GTP tunnel(s) are established between the non-3GPP access network and the PDN GW in the EPC.

NOTE 1:
This procedure is applicable to S4-SGSN only.

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the LBO case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the PDN GW in the VPLMN. The vPCRF receives the Acknowledgment from the PDN GW and forwards it to the hPCRF.

-
In the non-roaming and home routed roaming case, the vPCRF is not involved.
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Figure 8.6.1.2-1: Handover from Untrusted Non-3GPP IP Access to UTRAN/GERAN with GTP on S2b and GTP on S5/S8 interfaces

In case of connectivity to multiple PDNs the same behaviour as described in clause 8.2.1.3 also applies to this procedure.

1)
The UE uses an untrusted non-3GPP access system and is being served by PDN GW.

2) to 16)
As for steps 2 to 16 of clause 8.2.1.3.


On step 11, the Charging Id provided by the PGW to the default and dedicated bearers in 3GPP access is the Charging Id previously assigned to the corresponding default and the dedicated bearers (i.e. bearer with the same QCI and ARP) of the PDN connection in the non-3GPP access on the S2b interface, although the Charging Id still applies to the non-3GPP access.

NOTE 2:
For UTRAN/GERAN access, the dedicated bearer establishment does not take place along with the default bearer establishment (i.e. sending of Create Session Response message).


On step 14, the Charging Id previously in use for the default and dedicated bearers in the non-3GPP access on the S2b interface now applies to the corresponding default and dedicated bearers in 3GPP access (i.e. bearer with the same value of QCI, ARP).

NOTE 3:
Two GTP sessions may exist in the PDN GW for the same UE and APN over the S2b and S5/S8 interfaces during a transient period.

17)
The PDN GW shall initiate resource allocation deactivation procedure in the untrusted non-3GPP IP access as defined in clause 7.9.2.
For UEs and ePDGs supporting multiple IPsec SAs per PDN connection, i.e. one SA per S2b per the default bearer and per each dedicated bearer, handover from untrusted non-3GPP to UTRAN/GERAN shall result in the re-creation of all non-3GPP active bearers over UTRAN/GERAN. The ePDG shall release the IKEv2 tunnel after handover is completed which shall implicitly remove the IPsec SAs.
*** Next change ***

8.6.2
Handover from 3GPP access to untrusted Non-3GPP IP Access with GTP on S2b

8.6.2.1
3GPP Access to Untrusted Non-3GPP IP Access Handover with GTP on S2b

This clause shows a call flow for a handover when a UE moves from a 3GPP Access to an untrusted non-3GPP access network. GTP is assumed to be used on the S5/S8 interface and GTP is used on the S2b interface.
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Figure 8.6.2.1-1: Handover from 3GPP Access to Untrusted Non-3GPP IP Access with GTP on S2b

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the LBO case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to the PDN GW in the VPLMN. The vPCRF receives the Acknowledgment from the PDN GW and forwards it to the hPCRF.

-
In the non-roaming and home routed roaming case, the vPCRF is not involved.

In case of connectivity to multiple PDNs the same behaviour as described in clause 8.2.3 also applies to this procedure.

For emergency sessions, steps 2 to 4 apply with the following modifications:

-
On step 3, the UE attaches for emergency services as described in clause 7.2.5.

-
On step 4, the IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to establish an IPsec tunnel is discovered as specified in clause 4.5.4a. During authentication and authorization, the HSS shall provide the AAA server with the "PDN GW currently in use for emergency services", if available, as part of the subscription information, relayed by the AAA server to the ePDG.

-
If the UE has been successfully authenticated, the UE is non-roaming and the UE included its IP address in step 3, and based on operator policy, the ePDG may select the "PDN GW currently in use for emergency services" as anchor PDN GW. Otherwise, e.g. if the UE has been authorized but not authenticated, or the UE is roaming, or based on operator configuration (e.g. the network supports handovers to/from HRPD), and the UE included its IP address in step 3, the ePDG shall select the PDN GW that is statically configured in the ePDG Emergency Configuration Data.

The optional interaction steps between the PDN gateway and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the PDN gateway.

A.1)
The ePDG sends a Create Session Request (IMSI, APN, Handover Indication, RAT type, ePDG TEID of the control plane, ePDG Address for the user plane, ePDG TEID of the user plane, EPS Bearer Identity, User Location Information) message to the PDN GW. The RAT type indicates the non-3GPP IP access technology type. If the UE supports IP address preservation and included the address in step 3, the ePDG sets the 'Handover Indication' in the Creation Session Request to allow the PDN GW to re-allocate the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP IP access and to initiate a PCEF-Initiated IP CAN Session Modification Procedure with the PCRF. For emergency sessions, the ePDG also includes the PDN GW address obtained in step 4.


The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE.

NOTE 1:
The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.

NOTE 2:
In a non-3GPP to 3GPP access handover, the 'Handover Indication' leads the PDN GW to delay switching the DL user plane traffic from non-3GPP to 3GPP until a subsequent Modify Bearer Request is received. In a 3GPP to non-3GPP handover scenario with GTP based S2b, the 'Handover Indication' should not delay the switching of DL user plane traffic from 3GPP to non-3GPP access.

NOTE 3:
When the PDN GW receives the Create Session Request and the the PS bearers corresponding to the PDN connection being handed over are suspended, then the PDN GW considers the bearers of the PDN connection being handed over as resumed and performs the handover.

B.1)
Step B.1 is the same as Step B of clause 8.2.3 with the following addition:

-
If requested by the PCRF, the PDN GW forwards to the PCRF in the IP-CAN Session Establishment procedure following information extracted from User Location Information it may have received from the ePDG:

-
The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).

-
WLAN location information in conjunction with the Age of this information.

B.2)
The PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to the UE's PDN Connection and obtains authorization information from the 3GPP AAA Server. The message includes information that identifies the PLMN in which the PDN GW is located. The 3GPP AAA Server may update the information registered in the HSS as described in clause 12.

C.1)
The PDN GW responds with a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the ePDG. The Create Session Response contains the IP address and/or the prefix that was assigned to the UE while it was connected to the 3GPP IP access. The Charging Id provided by the PGW is the Charging Id previously assigned to the default bearer of the PDN connection in the 3GPP access.


Depending upon the active PCC rules, the PDN GW may create dedicated bearers on S2b interface. And in that case, it applies the Charging ID previously in use for the corresponding dedicated bearer(s) while the UE was connected to the 3GPP IP access (i.e. bearer with the same QCI and ARP as in 3GPP access).

D.1)
At the end of the handover procedure, the PDN connectivity service is provided by IPsec connectivity between the UE and the ePDG concatenated with S2b bearer(s) between the ePDG and the PDN GW.
For UEs and ePDGs supporting multiple IPsec SAs per PDN connection, i.e. one SA per S2b per the default bearer and per each dedicated bearer, handover from E-UTRAN to untrusted non-3GPP shall result in the re-creation of all E-UTRAN active bearers over the untrusted non-3GPP access through the establishment of the needed dedicated bearers and IPsec SAs as described in section 7.10.
*** End of changes ***
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