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	Reason for change:
	Stage 1 security requirements in TS 22.185 clause 5.3 state that the privacy support of the V2X communication is subject to regional regulatory requriements and/or operator policies for a V2X application:

[R.5.3-005]
Subject to regional regulatory requirements and/or operator policy for a V2X application, the 3GPP system shall support pseudonymity and privacy of a UE using the V2X application, by ensuring that a UE identity cannot be tracked or identified by any other UE beyond a certain short time-period required by the V2X application.

[R.5.3-006]
Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region.
Also, in TS 33.185 clause 6.6.1, it is stated that the PC5 privacy is optional to use:

If a UE is using the same identity in several broadcast messages, it is possible to track the vehicle and compromise its privacy. Whether such privacy concerns exist for a V2X service will likely depend on regional regulatory requirements and/or operator policy, hence the PC5 privacy feature is optional to use. For example, a service that is mandated for use by a regulator may not provide an "opt out" option.
However, in TS 23.285, the privacy support is described in a mandatory manner. Therefore, the text should be updated to made privacy support optional according to the configuration in the UE per application, i.e. PSID/ITS-AID, and per geographical area in order to be aligned with SA1 and SA3 specifications.  

Rev 1:

In addition, in TS 23.285, the Geographical Area is not defined. The reference to TS 23.303, where the term is defined, should be added.       



	
	

	Summary of change:
	Adding the configuration parameters to allow the UE to be configured on the privacy requirements per application, i.e. PSID/ITS-AID, and update the UE behaviour to make the privacy support optional.  
Rev 1:

Add the definition of Geographical Area by referring to TS 23.303.
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* * * * Start of 1st Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in ISO TS 17419:2014 [3] apply:
Intelligent Transport Systems
ITS Application Identifier
For the purposes of the present document, the following term and definition given in IEEE Std 1609.12-2016 [4] apply:
Provider Service Identifier
For the purposes of the present document, the following term and definition given in TS 22.185 [2] apply:
Road Side Unit
For the purposes of the present document, the following term and definition given in TS 23.303 [5] apply:
Geographical Area
* * * * Start of 2nd Change * * * *
4.4.1.1.2
Policy/Parameter provisioning
The following information is provisioned to the UE for V2X communications over PC5 reference point:

1)
Authorization policy:
-
When the UE is "served by E-UTRAN":

-
PLMNs in which the UE is authorized to perform V2X communications over PC5 reference point.
-
When the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorized to perform V2X communications over PC5 reference point when "not served by E-UTRAN".
2)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters with Geographical Area(s) that to enable the UE to perform V2X communications over PC5 reference point when "not served by E-UTRAN". These radio parameters (e.g. frequency bands) are defined in TS 36.331 [9] and contain an indication of whether they are "operator managed" or "non-operator managed". The allowed "non-operator managed" radio resources for V2X communications are defined in TS 36.101 [24]. The UE uses the radio parameters only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.

3)
Policy/parameters for V2X communication over PC5 reference point:

-
The mapping of Destination Layer-2 ID(s) and the V2X services, e.g. PSID or ITS-AIDs of the V2X application.
NOTE 1:
PLMN operators coordinate to make sure Destination Layer-2 ID(s) for different V2X services are configured in a consistent manner.
NOTE 2:
To pre-configure a UE with the provisioning parameters, at least the "not served by E-UTRAN" parameters of 1) and 2), and the parameters of 3) need to be included.

-
The mapping of ProSe Per-Packet Priority and packet delay budget for V2X communication (autonomous resources selection mode).
-
The list of V2X services, e.g. PSID or ITS-AIDs of the V2X applications, with Geographical Area(s) that require privacy support. 
* * * * Start of 3rd Change * * * *
4.5.1
Identifiers for V2X communication over PC5 reference point
Each UE has a Layer-2 ID for the V2X communication over PC5 reference point, which is included in the source Layer-2 ID field of every frame that it sends on the layer-2 link. The UE self-assigns the Layer-2 ID for the V2X communication over PC5 reference point.
When IP based V2X messages are supported, the UE auto-configures a link local IPv6 address to be used as the source IP address, as defined in clause 4.5.3 of TS 23.303 [5].
If the UE has an active V2X application that requires privacy support in the current Geographical Area, as identified by configuration described in clause 4.4.1.1.2, in order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the application, the source Layer-2 ID must be changed over time and randomized. For IP based V2X communication over PC5 reference point, the source IP address must be also changed over time and randomized. The change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when application layer identifier changes, the source Layer-2 ID and the source IP address need to be changed.
The UE is configured with the destination Layer-2 ID(s) to be used for V2X services. The Layer-2 ID for a V2X message is selected based on the configuration as described in clause 4.4.1.1.
* * * * End of Changes * * * *
