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1. Overall Description:

SA3 thanks RAN2 for their LS in R2-1700652. Replies to the actions in this LS can be found below.
Solution proposals for user plane security termination:

SA3 has discussed user plane security termination at their meeting SA3#86 (6-10 February), but not taken a decision yet. Further feedback from RAN2, RAN3 and SA2 could help in deciding a security solution in SA3.Four main proposals were on the table at SA3#86:

· Proposal 1: User plane security terminates in the 5G Access Network. 

· Security is realized in the PDCP layer, taking the possibility of a gNB split into DU and CU into account. This solution proposal is described in S3-170269.

· Proposal 2: User plane security terminates in a new logical entity UP-STF (user plane security 
             termination function). 
· The location of the UP-STF may be in the 5G Access Network or the 5G Core Network and can be flexibly negotiated, depending on the service requirements. This solution proposal is described in S3-170339. 

· Proposal 3: User plane security always terminates in the 5G Core Network. 

· The UP-STF is at least supported by the UPF and additionally also by other CN functions. The UP-STF is beyond the (R)AN. This solution proposal is described in S3-170233.

· Proposal 4: User plane security termination can be flexibly negotiated to be in either in the 5G Access  
             Network or the 5G Core Network.

· If UP security terminates at the gNB then security at the PDCP layer is used. If security terminates at the UPF then a new security protocol layer implemented right above the PDCP layer is used (Option 1 in S3-170296).

Replies to the actions in RAN2’s LS in R2-1700652:
RAN2 put the following action to SA3: 

“Please clarify the intent of having ciphering in UPF as well as the impacts this would have on IP header visibility to the RAN.”
SA3 would like to respond that 
· proposal 1 would not have ciphering in the UPF, while proposals 2 and 3 would, at least as an option, have ciphering in the UPF. The compromise proposal would not have ciphering in the UPF for 5G phase 1. The intent for having ciphering in the UPF is explained in S3-170337 and S3-170240.
· In proposal 1 and proposal 2 (for the case of UP-STF in AN), as well as in the compromise proposal (for 5G phase 1), the IP header would be visible to the RAN. For the other solution variants, the IP header would not be visible to the RAN.

RAN2 put the following action to SA2 and SA3: 

“Please consider the RAN2 feedback on IP header visibility”
SA3 would like to respond that this aspect was considered in the discussions at SA3#86. 
2. Actions:

To RAN2, RAN3, and SA2 groups.

ACTION: 

SA3 kindly asks RAN2, RAN3, and SA2 groups to provide comments on the above solution proposals at their earliest convenience. 
To RAN2 and RAN3 groups.

ACTION:
RAN2 indicated in their LS in R2-1700652 that “More studies would be needed in RAN2 to assess the detailed impacts” [of IP headers not being visible in RAN]. SA3 would appreciate learning about the outcome of such studies. If RAN3 has additional insight in this, please let SA3 know.
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