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Potential scheme for the rollout of EUIC in R’00

Introduction

EUIC is a complex feature involving new network nodes and many changes to the way the classical GSM mobile system used to work. The introduction of EUIC needs care to ensure that network QoS is not inadvertently harmed.

If EUIC could be postponed to R’00, this would avoid a potentially dangerous ‘rushed job’.

GSM coverage areas

If we can find a solution that allows the rollout of EUIC in GSM, then, we may be able to use a similar technique for the rollout of EUIC in UMTS R’00. (Note that a GSM solution is vital as long as GSM coverage is more extensive than UMTS coverage.)

The basis of an EUIC radio interface in R’99 GSM is the following:

A)
if the BSS broadcasts that the core network is R’99 or later, then 

A.1)
the MS sends the UDIN identity in all its ‘initial layer 3 messages’.

A.2)
The core network then uses the established SCCP connection to request the MS’s 128
bit encrypted IMSI.

A.3)
If the R’99 MSC ever requests the mobile’s IMSI, the mobile returns the encrypted 
IMSI.

B) if the BSS broadcasts that the core network is R’98 or older, then

B.1)
the ME checks a bit on the SIM to see whether the MS is permitted to use this old
network.

B.2)
if the SIM prohibits access to an R’98 cell, then the MS regards that cell as barred;

B.3)
if the SIM permits access to the R’98 cell, then the MS behaves according to 
GSM 04.08.

With this technique, a home operator wishing to eventually use EUIC can rollout SIMs with the control bit set to “permit R’98” access. When sufficient roaming partners have implemented R’99 core networks, the home operator can use, eg, SMS data download to toggle the control bit. Once this is done, the mobile will never send the IMSI in clear on GSM or UMTS coverage.

How to use this technique in UMTS and GSM R’00

One bit on the “UMTS BCCH” (and GSM BCCH) could be used to indicate that the core network supports encrypted IMSIs. This could then be used to control the behaviour of the R’00 mobiles in a similar way to that described above for GSM mobiles.

Impacts on R’99 specifications?

The only impacts seem to be:

1)
it might be worth specifying this ‘control bit’ for R’99 (U)SIM cards.

2)
UMTS paging messages should be designed to carry encrypted IMSIs without harming R’99 
UMTS mobiles.

Conclusion

This scheme appears plausible to the author. If other delegates share this opinion, then there seems to be much less urgency to get EUIC included in R’99.

