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Abstract of the contribution: This paper discusses whether a standalone NF is needed to terminate NAS security and then proposes to include the NAS security termination in AMF.
Introduction
After last SA2#117 meeting, there are still some unsolved issues which is listed in S2-166172. The issue 6 stated as followings: 

6) Do we need a standalone NF (MIF) (for that terminates NAS security and NG2termination, interfacing to UDM, roaming interface) as proposed in S2-165651? 

Refer: For MIF, refer S2-165651. More concrete proposal required, suitable for evaluations. Or evaluations specifically invited.

6bis) Is NAS security termination collocated with MMNF. 
This paper discusses this issue and proposes to include the NAS security termination in AMF.
Analysis
It is already concluded that only a single NG1 NAS connection is used for both AMF and SMF related messages and terminated in AMF. Obviously, all the NAS SM messages shall be routed to SMF by AMF. 
Thin NW function

Assuming a standalone NF for the NAS security, so after security handling, the NAS messages still need to send to the AMF for subsequent routing, i.e. route the NAS message to AMF or SMF. It means that the AMF is the inevitable and also the only Network Function behind the standalone NAS security NF. As the NAS security is a thin function, it is unnecessary to become a standalone NF and able to be included in AMF.
Observation1: the NAS security termination can be included in AMF.

Additional interaction between AMF and NAS security termination
From the security point of view, the NAS security context shall be used to cipher/decipher the NAS message. If the NAS security termination stands alone, then it should maintain a mapping between the NAS security context and a UE specific ID so as to verify and decipher the initial UL NAS message, e.g. attach/service/TAU request, which includes a UE ID. Consequently, during the initial attach procedure, the standalone NAS security termination should fetch the NAS security context and the binding UE ID from AMF, e.g. TMSI, which should be allocated by the AMF. 
Additionally, after NG2 connection is established, the NAS MM/SM message itself does not contain the UE ID, so in order to find the correct NAS security context for the NAS message, there are three options:

1. The AMF and NAS security termination shall establish and maintain a per-UE tunnel like GTP-C. Generally this tunnel is usually maintained as long as UE is registered to the network, but it costs network resources.
2. Instead of per-UE tunnel, the AMF indicates the UE ID to NAS security termination for every DL NAS message.

3. The mapping relation between UE ID and PDU session IDs, which is maintained in AMF, shall be synchronized into the NAS security termination.  

Observation2: if standalone, it brings additional interaction between the NAS security termination and the AMF.

More complexity on handing of security failure
Basically, if the NAS message integrity verification fails, the Network should generate and return an appropriate NAS message to UE. However, the NAS security termination should just do the security work and should not generate any NAS message. As a result, the NAS security termination shall report the failure to AMF for security failure handing. So it brings unnecessary complexity on handing of security failure. It also seems a little strange that the security verification is put on NAS security termination and the security failure handing is put on AMF.
Observation3: if standalone, it brings more complexity on handing of NAS security failure. 
Proposal1
Proposal1: the NAS security termination shall be part of AMF.
Proposal
It is proposed to accept the following principle as the interim agreement into section 8.4 in TR23.799.
* * * * Start of 1st Change * * * *
8.12
Interim Agreements on the Overall Architecture
8.12.1
Architecture principles
Key architecture principles:

-
Separate the UP and CP functions, allowing independent scalability and evolution.
-
Allow for a flexible deployment of UP and CP functions, i.e. central location or distributed (remote) location.

-
Modularize the function design, e.g. to enable flexible and efficient network slicing.

-
Supporting unified authentication framework for UEs which may support only subset of NGS functionality (e.g. not supporting mobility).
-
Separated mobility management and session management. Separated MM and SM enables independent evolution and scaling.

-
Support a flexible information model with subscription and policy separated from network functions and nodes.

-
Minimize access and core network dependencies by specifying a converged access-agnostic core with a common AN - CN interface which integrates different 3GPP and non-3GPP access types.

-
Principles for procedures defined as a service shall follow the agreement on Key issue#7 stated in Section 8.7.

-
The architecture shall support capability exposure.

Editor's note:
How the above principles will be exhibited in architecture figure is FFS.
Interim agreements on overall architecture are as follows:

1.
In Rel-15, AMF and SMF functions should be standardized as separate functions with standardized interactions.

2.
NAS MM and SM protocol messages terminate in AMF and SMF respectively. This is independent of whether SM protocol terminates in the H-SMF or V-SMF.

3.
NAS SM messages are routed by AMF.
x.
The NAS security termination shall be part of AMF.
* * * * End of Changes * * * *
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