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Abstract of the contribution: This contribution includes two following aspects of registration via untrusted non-3GPP access: 1) analyzing the main parameters need to be transferred from the UE to the ngPDG in the IKEv2_AUTH message; 2) analyzing the signalling handling sequence in the CP functions.
1. Introduction
The following interim agreement was agreed during SA2#118 for untrusted non-3GPP access:

The main principles of the attach procedure are specified in clause 6.8.8.2.1. The details of this procedure will be considered during the normative phase of the work.
1.1 The main parameters need to be transferred from the UE to the ngPDG in the IKEv2_AUTH message 
3.
The UE sends the user identity (in the IDi payload) in the first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ngPDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format. The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to indicate it desires to obtain an IPv4 or IPV6 Address. This step is equivalent to step2 of Initial Attach as described in33.402 (Rel13) apart that it does not provide "APN information (in the IDr payload)".

According to interim agreements of other Key Issues, the following parameters may also be included:

· UE ID (align with the UE ID format used for 3GPP access)
· UE network capability (e.g. supported encryption algorithm, supported integration algorithm)
· network slice selection assistance information (NSSAI)
· location information

· possible SM related parameters
· Emergency indication
Please note that the above list is not exhausted. Other parameters may be added in future standardized work. In order to avoid communicating with IETF every time 3GPP add a new NAS parameter, it is proposed to apply for a new 5G container and then 3GPP could define the inside parameters by its own. Therefore, it is proposed that the UE includes a 5G container (including the above parameters) in IKE_AUTH signalling, instead of including each separated parameter in IKE_AUTH signalling. 
Proposal 1: It is proposed that the UE includes a 5G container (including the above parameters) in IKE_AUTH signalling, instead of including each separated parameter in IKE_AUTH signalling. 
1.2 The signalling handling sequence in the CP functions
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Figure 1: Part of the Attach procedure for untrusted N3GPP access
Figure 6.8.8.2.1-1 depicts the Attach procedure for untrusted N3GPP access. Figure 1 above shows the second half of this procedure. Within Step 6, a cryptographic key (MSK) is sent from CP function to ngPDG in order to complete the IKEv2 set-up procedure and allow the establishment of the IPsec tunnel between the UE and the ngPDG (in Step7). After that, NAS messages including SMC interactions and Attach Accept are transferred within this IPsec tunnel.
In EPC, the signalling handling sequence during Attach is as follows:

i. UE authentication

ii. NAS SMC

iii. AS SMC

iv. NAS Key and AS Key download (the MME sends Initial Context Setup (Attach Accpet) message to the eNodeB and then be forwarded to the UE)

In 5G it is reasonable to continue with the above signalling handling sequence for 3GPP access. To minimize impact to CP functions, it is better to use the same signalling sequence for non-3GPP attach. AS Key download for non-3GPP access means to send MSK to the ngPDG to finish the establishment of the first IPSec child SA between the UE and the ngPDG. AS SMC procedure for non-3GPP access is outside the scope of 3GPP specifications. 
Possible mechanisms include:

Option 1: Send SMC Request and Response in IKEv2 signalling within 5G container between the UE and ngPDG. Send Attach Accept message within Initial Context Setup message via NG2 and within IKEv2 signalling between the UE and ngPDG.
Option 2: Send important parameters of SMC Request and Response message in IKEv2 signalling within the 5G container between the UE and ngPDG. Send Attach Accept message within Initial Context Setup message via NG2 and important parameters of Attach Accept message in IKEv2 signalling within the 5G container between the UE and ngPDG.

Proposal 2: It is proposed to use the same signalling handling sequence as 3GPP attach.
2
Proposal

Proposal 1: It is proposed that the UE includes a 5G container (including the above parameters) in IKE_AUTH signalling, instead of including each separated parameter in IKE_AUTH signalling. 
Proposal 2: It is proposed to use the same signalling handling sequence as 3GPP attach.
The following revision part describes Option 1 as described above. It could be revised to Option 2 if it is adopted by the group.

During the Registration procedure described below, PDU session could be established.
BEGIN CHANGES

4.11
System interworking procedures with non-3GPP access

4.11.1
Registration via Untrusted non-3GPP Access
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Figure 4.11.1-1 Registration via untrusted non-3GPP
Editor's note:
Non-roaming scenario is depicted in the figure. Descriptions for roaming scenarios are FFS
Editor's note:
The location and functionality of SEAF may need to be revisited depending on continued work in SA3.
The call flow is as follows:

1a.
The UE associates with the untrusted non-3GPP access network.

1b.
The Access authentication procedure between UE and the untrusted non-3GPP access network may be performed. This procedure is out of the scope of 3GPP specifications. The UE obtains local IP address within the untrusted Non-3GPP access network.

1c.
The NAS layer in the UE generates Registration request message.

2.
The UE discovers an N3IWF and initiates the IKEv2 tunnel establishment procedure via an IKE_SA_INIT exchange, triggered by step1c. 

Editor's note:
The detail of discovery of an N3IWF is FFS.
3.
The UE sends IKEv2_AUTH message to N3IWF. The UE omits the AUTH parameter in order to indicate to the N3IWF that it wants to use EAP over IKEv2. The UE includes a 5G NAS container which includes UE ID, UE network capability, NSSAI, location information, possible SM related parameters, etc.

4.
The N3IWF N3IWF performs AMF selection as described in TS 23.ABC [xx], clause X 
5.
The N3IWF N3IWF sends a Registration Request (Registration type, Permanent ID or Temporary ID, Security parameters, NSSAI, Location Information, and RAT type) message over NG2 based on the parameters received from 5G container.
6.
AMF performs AUSF selection as described in in TS 23.ABC [xx], clause X. 
7.
AMF requests “Subscriber Authentication” service (Section 5.2.5.1) from the AUSF.

8.
AMF decides to use EAP method to authenticate this UE and sends NAS Authentication Challenge message to the N3IWF including EAP-REQ.

9.
The N3IWF sends IKE_AUTH response message to the UE, including the EAP-REQ payload received in the NG2 message.

10. The UE sends IKE_AUTH request message to the N3IWF, including EAP-RES payload.

11.
The N3IWF includes the received EAP-RES payload in an NAS Authentication Response message and sends it within a UL NAS transport message to AMF.

12.
The AMF sends DL NAS transport message (Security Mode Command) to the N3IWF.

13.
The N3IWF sends IKE_AUTH Response message to the UE, including Security Mode Command received via NG2.

14.
The UE sends IKE_AUTH Request message to the N3IWK, including Security Mode Complete message within the 5G NAS container.

15.
The N3IWF sends UL NAS transport message to the AMF, including Security Mode Complete message received from the 5G NAS container.

Editor's note:
Step 12 to 15 may need to be revisited depending on solution for NAS security agreed in SA3.
16.
Optionally, other services are executed as per Figure 4.1.1.1-1, steps X-Y (e.g. “ME Identify check” service, “Update UE location” service, “PDU Session Establishment” service).

17.
The AMF sends an Initial Context Setup Request (Registration Accept, EAP-Success, MSK) message to the N3IWF. 

18.
The N3IWF sends IKE_AUTH Response message to the UE, including EAP Success payload. The first IPsec child SA is established. 

19.
If UE request PDU session(s) establishment in step 1, the UE sends CREATE_CHILD_SA Request to the ngPDG to create a second IPsec child SA to transport user plane data if there is PDU session establishment during Registration procedure.

20.
The ngPDG sends CREATE_CHILD_SA Response to the UE to acknowledge the establishment of the IPsec child SA, upon receiving CREATE_CHILD_SA Request from the UE.

END of CHANGES
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