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Abstract of the contribution: This contribution propose to add a solution for control plane interconnection model in the Next Generation Network Architecture.
Introduction
The control plane interconnection model specified for Next Generation Network architecture should enable implementation and delivery of software services with more agility. This also implies that 3GPP should carefully decide how functions are modularized, the functionalities exposed to external entities (including UE, 3rd party application server etc). Furthermore, it is important to carry over the modularity of the functions also in the corresponding external interfaces. 
The high level requirements for network function granularity and network function interconnection model was agreed in SA2#113 and reference is S2-160754. Also, the problems faced with the existing architecture were outlined in S2-160094. So, this paper does not re-state the need and importance to re-visit the control plane interconnection model in the context of new architecture.
Requirements from S2-160094:
The solution for the interconnection of the control plane network functions should allow
· Network functions to be able to interact with each other, e.g. for new services and features, while avoiding functional and signalling impact to unrelated network functions for a given interaction
· Mechanism for the exchange of information between network functions that results in agile/rapid deployment of new services, e.g. mechanism that allows reuse of procedures, wherever possible
· Ability to deploy network functions in various network configurations
In this paper, we focus on showing how this should be approached. We propose the following architectural principles:
1. It is important for the UE to learn about the functionalities that are supported in the network thus important to enable multi-vendor interworking between UE and network functions. 
2. It is important to enable multi-vendor interworking between network functions within the core network and within the access network. 
3. Minimize dependencies between function modules, e.g. decouple mobility management and session management as far as possible
4. Enable a new modular UE – Core, RAN-core interface
5. Contain access-specific functions in specific adaptation modules
6. Remove overlaps in functional scope from network functions, e.g. consolidate session management into a single control plane function
7. Consolidate session context state into a single data repository. This allows for control plane functions to be stateless.

The Data Layer (DL) provides the following services to the Core Control Plane Functions:
1)	distributed and real-time storage of structured data (i.e. allowing the control plane function to create, read, update, delete their own data and subscribe to notifications upon data change); In exceptional cases, opaque data can be stored by the network functions.
2)	possibility of data sharing between the Core Network Functions;
3)	data redundancy.
The Data Layer allows: 
a)	for the Core Control Plane Functions to be stateless; 
b)	for cloud-based RT data storage and flexible deployment of data and Core Control Plane Functions in centralized or distributed clouds;
c)	Scalability and Elasticity – scale-in, scale-out functions can be leveraged for core control plane functions and the data layer. The data layer can adapt itself to the application functions.
d)	Network can store context in the DL for Massive number of IoT devices (e.g. application VNF resources do not have to be used up for such devices when they are in IDLE mode). 
c)	data analytics and network optimizations (e.g. minimizing mobility management signaling for stationary devices); 
d)	for avoiding data duplication between the Core Control Plane Functions. This also helps avoid signalling incurred due to transfer/synchronization of data between Core Control Plane Functions.
e)	moving from a message centric towards a data centric network architecture, permitting optimized call flows.
f)	robustness and high availability (seamless Core Control Plane Function's failure). 
[image: ]
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As stated in the annex E (E.1.1) (snippet below), we propose to define the service and functionality of the Data Layer and SDM without having to fix the service requester. This could then be re-used by any service requester (i.e. application) within the network.
“Any functionality or service involves two types of network functions: service-requester and service-provider. If a functionality or service is defined without fixing the service-requester then it could be re-used by any service-requester within the network.”.
Proposal
It is proposed to add the following Solution on Network function interconnections to the TR 23.799 “Study on Architecture for Next Generation System”.
[bookmark: _Toc399511925][bookmark: _Toc324232210][bookmark: _Toc326248701][bookmark: _Toc399743733][bookmark: _Toc248905717]* * * Start of changes * * * * (all new text)

6.7	Solutions for Key Issue 7: Network function granularity and interactions between them

[bookmark: _Toc453184283]6.7.1	Solution 7.x: Control Plane Interconnection model with a Data Layer
This is a solution for key issue #7 and key issue #9.
The main principle of this solution is to store (expose) UE related context data to a data layer. This can include both near real-time storage of structured data and opaque data.
It addresses Key Issue #7 as it impacts how Network functions interact with each other.
It addresses Key Issue #9 as it impacts how and what data can be exposed within MNO domain and to 3rd party.


[bookmark: _Toc442563437][bookmark: OLE_LINK6][bookmark: OLE_LINK7]6.7.x.1	Architecture description 
6.7.x.1	Reference model 
This solution assumes the following reference model for non-roaming and roaming control planeData Layer interconnection model.





Figure 6.7.x.1-1: Non-roaming control planeData Layer interconnection model





Figure 6.7.x.1-2: Roaming control planeData Layer interconnection model






Figure 6.7.x.1-3: Data Sharing between Core Network Nodes
NOTE: The location of the Data Layer is up to deployments to decide.
It should be noted that access to Context Data and Subscriber Data have different characteristics in terms of expected location, frequency of data access etc. While the subscriber data can be placed in a centralized location (e.g. NG SDM/HSS), context data (context data for a certain network function) should be placed close to the network function to reduce latency for data access and to meet the necessary performance criteria. If context data is placed close to a network function for performance criteria reasons, then context data for this network function (e.g. CCF) can only be exchanged via the data layer if the involved functions (e.g. two CCFs) are both located close to the data layer.


NG8:	Reference point between the Core Network Functions (e.g. CCF, PCF) and the Data Front EndSubscriber Repository.
NGx:	Reference point between the Core Network Functions (e.g. CCF, PCF) and the Data Layer, Data Front End and Data Layer.
6.7.x.1	Architecture principles
Editor's Note: This clause will contain e.g., terminology, overview, architecture description of the solution.
Following are the architecture principles that are proposed for the control plane interconnection model:
1. The solution supports distributed and near real time storage of data as primary or secondary storage, both for structured and opaque data.
2. It is important to enable multi-vendor interworking between network functions within the core network and within the access network. 
3. NFs require direct message centric interfaces with other NFs in addition to data centric interface via the Data Layer. This statement implies that messages can be exchanged (e.g. create session request, update session request) via network functions with direct interface. 
4. Minimize dependencies between function modules, e.g. decouple mobility management and session management as far as possible
5. Enable a new modular UE – Core, RAN-core interface
6. Contain access-specific functions in specific adaptation modules
7. Remove overlaps in functional scope from network functions, e.g. consolidate session management into a single control plane function
[bookmark: _GoBack]Allows an option to Consolidate store session context stateNetwork functions UE context into a single data repository. This allows for control plane functions to be stateless.
Note: Whether the control plane function is stateless is a implementation decision.
Editor’s Note: The definition of “stateless NF” is FFS.
Editor’s Note: Slicing aspects are FFS
Editor’s Note: The solution illustrates user location information (e.g. TAI, Cell ID) can be stored and exchanged via Data Layer. Identification of all other information that can be exchanged via Data Layer is FFS. This also depends on the outcome of 5G architecture, relevant solutions (i.e. needed context transfer information) for Key Issues such as MM, SM, QoS. Network Slicing etc.


6.7.x.2	Function description 
[bookmark: OLE_LINK53][bookmark: OLE_LINK54][bookmark: _Toc453184303]6.7.x.2.1	Data Layer (DL)
The Data Layer (DL) consists of session data and subscriber data. If It provides the following services:
1)	distributed and near real-time storage of structured data (i.e. allowing the control plane function to create, read, update, delete their own data and subscribe to notifications upon data change); In addition, opaque data can also be stored by the network functions. the network functions can store context as a secondary storage and also optionally use it for primary storage. Whether the network function uses the data layer for primary storage for context can be an implementation choice.
Editor’s note: The details of the data layer (e.g. when to synchronize state in specific CP procedures) is FFS.
2)	possibility of data sharing between the same type of Core Network Functions as in Figure 6.7.x.1-1 and different type of Core network functions as in Figure 6.7.x.1-3; In the latter case, it is also assumed that only the network function that stored the data owns the data (e.g. a CCF creates, updates, deletes the own data such as ULI) and other network functions can have access it or subscribe to notifications upon data change (i.e. PCF reads the ULI information).
3)	data redundancy. 
Editor’s note: How the solution supports data redundancy is FFS.
The Data Layer allows: 
a)	the Network Functions to be stateless; 
b)	for cloud-based Real Time data storage and flexible deployment of data and Network Functions in centralized or distributed clouds;
c)	Scalability and Elasticity – scale-in, scale-out functions can be leveraged for network functions and the data layer. The data layer can adapt itself to the application functions (e.g. core control plane function).
d)	Network can store context in the DL for Massive number of IoT devices (e.g. application VNF resources do not have to be exploited for such devices when they are in IDLE mode). 
e)	data analytics and network optimizations (e.g. minimizing mobility management signaling for stationary devices); 
f)	for avoiding data duplication and synchronization between the Network Functions. This also helps avoid signalling incurred due to transfer/synchronization of data between Core Control Plane Functions.
g)	moving from a message centric towards a data centric network architecture, permitting optimized call flows.
h)	robustness and high availability (seamless handling of Network Function's failure). 

j)	the network functions to store context as a secondary storage and also determine when it should be used for primary storage. Whether the network function uses the data layer for primary storage for context can be implementation choice.


6.7.x.2.2	Data Front End
The Data Front end provides the access to user subscription data (including the encrypted secret key). It is located in the HPLMN and it supports HSS and AuC functionalities. These application layer functionalities are e.g.:
Location Management Procedures
Subscriber Data Handling Procedures
Authentication Procedures (including secret key decryption and authentication vector generation)

6.7.x.2.32	Core Control Plane Function (CCF)
Control plane functions are grouped into procedure sets that handle a number of related, ideally self-contained control-plane procedures. A frontend terminates external protocol interfaces, including message ciphering/integrity protection and performs load balancing towards processing entities. Frontends have a coordination function for collision detection & resolution, sequencing and/or selection of procedures.


Figure 6.7.x.2.3-1: Core Control plane function
A network implementation based on Network Functions only relying on standardised state information and using the data layer as the primary and only storage for their state information could enable the following example scenario illustrated below:
At first UE attach RAN selects a CCF in the selected slice based e.g. on load balancing algorithms, For subsequent transactions RAN routes the NAS signalling from the UE to a CCF in the serving network slice based on the NSSAI provided by the UE and according the same logic, e.g. based on load balancing algorithms. If the CCF is stateless in a slice that receives the NAS message, it will retrieve the user’s Context Data from the Data Layer and will execute the transaction. 
Editor’s note: How state submission/retrieval to/from the data layer is coordinated with direct messages between NFs is FFS.
Editor’s note: Potential race conditions between concurrent CP transactions for the same UE and how they can be resolved is FFS.

6.7.x.3	Example Call flows 
NOTE: The following example call flows are presented for illustration of the concept of the exposure of UE related data and the scenarios the data layer could be used for.
6.7.x.3.1	 Detach/Attach scenario
Figure 6.7.x.3.1-1 shows the example call flow of a UE re-attaching in the same PLMN to which it was previously attached. As part of the previous Attach scenario, the Core Control Plane Functions (CCF) stored UE related data (including subscription data downloaded from the SDM) in the Data Layer.
During the next Attach, the new CCF serving the UE (CCF in the call flow) accesses the data stored in the Data Layer and proceeds with the Attach procedure without necessarily requiring the signalling towards the NG SDM.


Figure 6.7.x.3.1-1: Detach/Attach

6.7.x.3.2	 CCF Failover
Figure 6.7.x.3.2-1 shows the example call flow of a UE initiating signalling towards the Core Control Plane Function (e.g. Mobility Management or Session Management signalling) after a CCF failure.
The new CCF serving the UE (CCF 2 in the call flow) accesses the data stored in the Data Layer and proceeds with the UE request successfully.


Figure 6.7.x.3.2-1: CCF Failover 
[bookmark: _Toc453184305]
6.7.x.3.3	 Successive UE transactions served by different stateless CCFs 
Figure 6.7.x.3.2-1 shows the example call flow of a UE initiating consecutive UE transactions over time, involving different CCPFs (e.g. resulting from scale-in or scale-out operations). 
The CCF serving the second UE request (CCF 2 in the call flow) accesses the data stored in the Data Layer by the previous CCF (CCF1 in the call flow) and proceeds with the UE request.
Editor’s note: Potential race conditions between concurrent CP transactions for the same UE and how they can be resolved is FFS.


Figure 6.7.x.3.3-1: Successive UE transactions served by different stateless CCFs 

6.7.x.3.41	 UE location reported to PCF 
Figure 6.7.x.3.4-1 shows the example call flow for a UE location being reported to PCF, CEF.
User Location (changes) are notified to the PCF, /CEF (e.g. for exposure) via subscribe/notify procedure. Access to read/subscribe to User Location needs to be controlled by the VPLMN to enable a network entity from a particular PLMN to access the ULI of a particular UE under the control of the CCF and/or the data layer.



Figure 6.7.x.3.3-1: User location Information subscription and notification  

6.7.x.3.5	 Context Clean-up scenario
Figure 6.7.x.3.5-1 shows the example call flow of a UE context clean-up triggered by CCF.


Figure 6.7.x.3.5-1: Context Cleanup

6.7.x.4	Solution evaluation 
Editor's note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.


* * * End of Changes * * * 
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