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1.
Introduction
New key issues and solutions are proposed here for support of location for CIoT devices. These are based on the problem areas and potential solutions described in S2-16xxxx in sections 3 and 5 that concern explicit CIoT features. The proposed changes to TR 23.730 v.010 are highlighted below.
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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum

CP
Control Plane
E-SMLC
Enhanced Serving Mobile Location Centre
MTC
Machine Type Communications

M2M
Machine-to-Machine
MO-LR
Mobile Originated Location Request
MT-LR
Mobile Terminated Location Request
NI-LR
Network Initiated Location Request
CIoT
Cellular Internet of Things
OTDOA
Observed Time Difference of Arrival

SLP
SUPL Location Platform
SUPL
Secure User Plane Location
UP
User Plane
**** NEXT CHANGE ****

5.5
Key Issue 5 – Reuse of Location Services architecture for Control Plane CIoT EPS optimization

5.5.1
Description

Rel-13 defined Control plane CIoT EPS optimization for efficient transfer of small data. This is mandatory optimization for NB-IoT and some UEs may only support Control plane CIoT EPS optimization. For such devices it is also desirable to have support of location services. This key issue is divided into a number of sub-issues and aims to study the existing location services architecture as described in TS 23.271 [7] to ensure its suitability for UEs using Control plane CIoT EPS optimization. Solutions should address any enhancements needed to the existing location services architecture, if necessary.
NOTE: 
CIoT devices with User Plane CIoT EPS optimizations are expected to be able to reuse existing LCS architecture as described in TS 23.271 [7] without modifications. However this key issue will take into consideration any required update to LCS architecture, if identified, for them as well.

5.5.6
Sub-Issue 5.5 - UE Positioning
UEs applicable to CIoT (e.g. UEs that support NB-IoT) are likely to have limited resources (e.g. limited processing capability, limited memory and only one RF receiver chain) that may limit positioning support, particularly when the UE is performing other activities. The limitation may directly impact downlink positioning methods such as OTDOA as defined in TS 36.355 [aa] (or some variant of OTDOA defined later by RAN for NB-IoT) since downlink positioning may require a UE to tune away from a serving eNB and measure signals from other eNBs and to store the resulting measurements until transferred to the network (e.g. to an E-SMLC). But the scarcity of UE resources could also impact uplink position methods such as UTDOA if later extension of this in RAN for NB-IoT requires additional uplink transmission from a UE. 
Thus, limited resources in some UEs (e.g. limited processing, memory, RF receiver chain) may limit the ability of a UE to support some downlink and possibly uplink position methods.
5.5.7
Sub-Issue 5.6 - UE Positioning Interaction for NB-IoT
For downlink position methods and possibly for some uplink position methods, a UE and a location server (e.g. an E-SMLC for the 3GPP CP solution defined in TS 36.305 [bb] or an SLP for the SUPL user plane solution [cc]) need to exchange positioning protocol messages – e.g. using LPP defined in TS 36.355 [aa] for the 3GPP CP solution. However, for a UE with NB-IoT access, transmission delay and retransmission delay at level 2 by a UE and eNB will be higher than for normal LTE or even eMTC access, leading to longer message delivery times and the need for longer end-to-end retransmit timers.

For LPP messages exchanged for the 3GPP CP solution, the E-SMLC supports retransmission of undelivered (unacknowledged) LPP messages as defined in TS 36.355 [aa]. The minimum retransmission timeout is defined to be 250ms though an E-SMLC would probably use a longer timer to avoid unnecessary retransmission. In the case of NB-IoT access, the normal E-SMLC retransmission timer for E-UTRAN access may be too short leading to excessive retransmission which would place extra load on the NAS signaling connection.

For SUPL messages exchanged for the OMA SUPL solution [cc], the messages would be treated as data PDUs by the EPC and would therefore likely be transported using the CP optimization defined for CIoT. In this case, an SLP would support end-to-end retransmission using TCP but again the retransmission timer could be too short.

In addition to the longer delivery time, message size for NB-IoT may need to be constrained as described in a liaison from CT1 in S2-163230 [dd], in order to avoid inefficient IP fragmentation. Furthermore, NAS message volume can be limited for CIoT devices both by limited bandwidth (e.g. 180 KHz for NB-IoT) and, in the case of data PDUs (which would be applicable to SUPL location), by explicit serving PLMN and APN rate control.

Thus, for NB-IoT access, longer message delivery time, a preferred maximum message size and message volume limitation may place limitations on support of positioning protocol interaction between a UE and a location server for both the 3GPP CP and OMA SUPL location solutions.
5.5.8
Sub-Issue 5.7 - Security for NB-IoT
For a UE with NB-IoT access that supports CP CIoT optimization but not UP data transfer, AS security is not supported as described in TS 36.300 [ee]. For a UE that supports CP CIoT optimization and either normal UP data transfer or UP CIoT optimization, AS security would be supported as soon as the UP PDN connection is created or resumed. 

In the case of location using the 3GPP CP solution in TS 36.305 [bb], the possible lack of AS security will not matter when downlink positioning is supported using LPP, because LPP messages are transferred between the UE and serving MME inside Uplink and Downlink generic NAS transport messages as defined in TS 24.301 [ff]. All NAS messages will be protected using NAS security.

Similar protection applies to the OMA SUPL solution. In this case, SUPL messages will be transferred as data using either (a) CP CIoT optimization or (b) EPC UP data bearers associated with UP CIoT optimization or non-optimized UP bearers. NAS security will be available for (a) and AS security for (b).

When the 3GPP CP solution is used with uplink positioning in which measurements of a UE are obtained by an E-SMLC from the serving eNB using LPPa, as described in TS 36.455 [gg], security may be issue. In this case, any RRC signalling used between the serving eNB and UE to coordinate positioning and/or receive measurements from a UE may not be security protected. In addition, any transmission from a UE at the RRC level that is measured by the serving eNB may not be security protected and would thus be easier for other entities to intercept and measure.

Thus, for NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization with no UP data bearers supported or established.
5.5.9
Message size adaptation according to coverage level

TS 23.271 [7] identifies TS 36.305 [cc] as the “Stage 2 functional specification of UE positioning in E-UTRAN”. In turn TS 36.305 [cc] references the stage 3 protocol in TS 36.355” LTE Positioning Protocol (LPP)” [dd].

Clause 6.5.1.5 of TS 36.355 [dd] has a Note that indicates multiple messages may be sent if more than 24 Neighbour Measurement Reports are needed. A very quick estimate indicates that this implies a maximum message size of around [275] octets.

In TS 24.301 [ee], 3GPP Working Group CT 1 created the Generic NAS Transport message to carry location service messages to and from the UE and deliberately created a message that had an information element able to carry greater than 255 octets.

Depending upon the UE’s coverage level, transmission of 275 octets can take a dramatically different time (e.g. from a few ms to, say, 6 seconds). 

It seems likely that the timeliness of delivering location reports (e.g. to the GMLC) can be improved if the e-SMLC is made aware of the coverage level that the UE has, and then the e-SMLC does not request unduly large reports if the UE is in extremely poor coverage.

With the existing Release 13 stage 2 requirement (TS 23.401 version 13.7.0 [ff]) for the E-UTRAN to report the coverage level to the MME, the MME can relay this information onto the e-SMLC with the RAT Type.
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6.X.5
Solution for sub-issue 5.5 - UE Positioning
6.X.5.1
Description
As shown in subclause 5.5.6, limited resources in some UEs (e.g. limited processing, memory, RF receiver chain) may limit the ability of a UE to support some downlink and possibly uplink position methods. 

UE resources may be limited and possibly unavailable when the UE is in connected state due to other UE activity. However UE resources can be maximally available while the UE is idle. Hence, the current MT-LR, NI-LR and MO-LR procedures in TS 23.271 [7] can be amended such that positioning measurement only occurs in idle state. The MT-LR, MO-LR and NI-LR procedures would function as before up until the point when a location request is sent to the UE by an E-SMLC or possibly by a SUPL SLP. The UE would then store the location request information (and acknowledge the location request at the LPP level if an LPP acknowledgment is requested) but not perform any measurements. More than one location request might be sent to and stored by the UE. When the UE next enters idle state, the UE would perform the requested measurements, return to connected state and send the requested measurements (or location estimate) back to the server.

In case the entry to idle state is delayed for a long time on the network side, the UE might run a timer and locally release the RRC signaling connection and enter idle state after some period of inactivity in the UE. In the case of a high priority location request, an E-SMLC might indicate to the MME when the UE can be allowed to go into idle state.

For the 3GPP CP location solution, such a procedure would require that the MME and E-SMLC are aware of the UE going into idle state to perform the measurements in order to retain location context and location session information while the UE is idle and employ suitably long response timers. This awareness might be associated with NB-IoT access if this type of location is used only for NB-IoT access. Alternatively, the use of idle state to make measurements might be treated as a new CIoT UE capability (that is indicated to the MME when a UE attaches) or might be signaled by a UE to an MME using NAS and/or to an E-SMLC during a positioning session.

The use of idle state for UE measurements will have the effect of delaying a location response to an external client. However, such a delay should be very small in comparison to the much longer delay involved in waiting for a UE to become available for location.
6.X.6
Solution for sub-issue 5.6 - UE Positioning Interaction for NB-IoT
6.X.6.1
Description

As shown in subcaluse 5.5.7, for NB-IoT access, longer message delivery time, a preferred maximum message size and message volume limitation may place limitations on support of positioning protocol interaction between a UE and a location server for both the 3GPP CP and OMA SUPL location solutions. 

In the case of the 3GPP CP solution, an MME can provide an indication to an E-SMLC in an LCS-AP Location Request (as defined in TS 29.171 [hh]) of the access type being used by a UE. Additional or alternative information could also be provided concerning the maximum preferred positioning (e.g. LPP) message size, any constraints on message volume and an indication of the maximum message transfer delay. In the case of informing an E-SMLC that a UE has NB-IoT access, the E-SMLC could be configured by a network operator with a preferred maximum message size and worst case message transfer delay which could avoid the need to provide these by an MME. The E-SMLC can then employ suitably long retransmission and response timers, a preferred maximum message size and limitation on the number of messages transferred. For example, the E-SMLC could limit the amount of assistance data transferred to a UE and the number of measurements requested from a UE.
6.X.7
Solution for sub-issue 5.7 - Security for NB-IoT
6.X.7.1
Description

As shown in subcaluse 5.5.7, for NB-IoT access, support of uplink positioning using LPPa and RRC may not be secure in the case of CIoT CP optimization when UP data bearers are either not supported or not established. 

To solve this, an MME can indicate to an E-SMLC whether or not AS security is currently being used for a UE in an LCS-AP Location Request as currently defined in [hh]. For example, for a UE that uses CP CIoT optimization only for all data transfer, the MME would indicate that AS security is not used. The E-SMLC would then take this into account when instigating different uplink positioning procedures. For example, downlink positioning might be used as AS security is not required due to the availablity of NAS security. For uplink positioning, the E-SMLC might only invoke position methods dependent on eNB measurements that do not require additional RRC signalling with the UE when AS security is not being used.
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