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1	Discussion
Void.
From 4654 to 5119
· Removed GRE and kept only a big CLS Core relay
· Showed the archi figure as modified
· Updated Figure 6.4.8.2.3.5-1 (added “SM” and removed step 5)
· Updated Figure 6.4.8.2.4.6-1  (added “SM” and removed step 5)
· 

2	Proposal
It is proposed to modify TR 23.799 as follows… 
[bookmark: _Toc458158253]6.4.8	Solution 4.8: for Data transmission with ConnectionLess RAN-Core interface
[bookmark: _Toc458158254]6.4.8.1	Solution Overview
The solution aims to cover at least following use cases:
-	(Massive) IoT UE that may move and need to send sporadic (potentially small amount) data: in this case the UE sends data to the NextGen Core via the user plane path without requiring more signalling in the network (RAN and Core) than the amount of user data to be transferred.
Editor's note: It is FFS whether the solution applies to other use cases such as Smartphone issuing a regular check / polling for notifications of incoming messages / events. 
In such situations, the following architectural concepts are proposed in order to support a fast switch from IDLE state to a CL-data state where data transfer occurs:
-	The RAN-Core interface works in ConnectionLess (CL) mode for UP (User Plane) delivery: once the PDU session has been set-up, in order for the UE to be able to send or to receive data no connection dedicated with an UE needs to be set-up on NG2 or NG3. 
-	The service itself is not connectionless:
-	the UE needs to attach, set-up PDU sessions, etc.
-	When the UE exchanges MM or SM related signalling with the network a NG2 connection is set-up. Once the MM or SM transaction(s) are over the NG2 connection for the UE is released
-	The MM procedures (e.g. ATTACH, authentication, , "Tracking Area" update,…) are independent from whether the UE will activate a PDU session used in ConnectionLess (CL) mode on the interface between RAN and Core. Thus an UE needs to ATTACH to the network before being able to activate a PDU session to be used in ConnectionLess (CL) mode on the interface between RAN and Core   
-	The UE is tracked at "Tracking Area" level and issues "Tracking Area" updates.
-	The UE uses the same SM procedures to manage (set-up,  release,…) a PDU session regardless of whether this PDU session is to be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core.
-	During the PDU session set-up procedure some parameters specific to the CL data transfer are nevertheless exchanged between the UE and the network.
Editor's note: It is FFS whether the same PDU session may alternatively be used in a Connection Oriented (CO) or in a ConnectionLess (CL) mode on the interface between RAN and Core. 
-	The support of the ConnectionLess (CL) mode on the interface between RAN and Core is independent from the nature of the data being carried in a PDU session (IPv4, IPv6, non IP).
-	When the UE needs to send data (assuming the UE is already attached to the network and has established a PDU session):
-	There is no NG2 signalling exchange dedicated to the UE between the RAN and the Core 
-	There is no NG3 data plane connection dedicated to the UE between the RAN and the Core 
-	As there is no signalling exchange dedicated to the UE between the RAN and the Core, the RAN gets no security material dedicated to the UE. Thus the security and the header (de)compression of the user plane traffic are handled in the NextGen Core (in the UPGW part of the NextGen Core). The corresponding parameters (e.g. security algorithms, compression algorithms,...) are negotiated between the UE and the CN CP at PDU session set-up
Editor's note: Any potential security impacts on signalling exchanges between the RAN and the UE is to be studied by SA3 in conjunction with RAN groups
-	As the Core network User plane GW (UPGW) needs to decipher data received from a UE via the RAN, the UL (uplink) data are sent by the UE together with a non ciphered PDU session identifier allowing the UPGW to retrieve the deciphering context of the PDU session.
-	As the RAN needs to route Uplink (UL) traffic from the UE towards the UPGW, the UE needs to put packet forwarding information in its UL traffic allowing the RAN to determine the relevant UPGW. 
-	The NextGen Core provides via NAS signalling UPGW CL Service information (UCLSI) to the UE: UE identifier and the packet forwarding information allowing the RAN to determine the UPGW. This information is provided on a per PDU session basis.
-	The NextGen Core provides UCLSI information to the UE at least upon UE request for a PDU session set-up. This information needs also to be provided to the UE when the UPGW that supports the PDU session of the UE has been changed.
-	When the UPGW receives UL traffic with a PDU session identifier for which it has no corresponding context, the UPGW fetches the corresponding information from the CN CP 
-	The UPGW keeps track of the RAN from which it last received UL traffic from a UE and associates this information with a UE location freshness timer. As long as the UE location freshness timer has not elapsed, the UPGW sends DL (Downlink) traffic for an UE towards the RAN from which it last received UL traffic from this UE. The DL data sent are sent by the UPGW towards the RAN together with a non ciphered UE identifier. If the RAN can't deliver the PDU (the UE may have moved in the mean time) the RAN deletes the PDU and notifies the UPGW that removes the relationship between the UE and the RAN. . 
Editor's note:  DL data delivery requires further clarifications
-	When the UPGW needs to send DL data towards an UE, and the UE location freshness timer has elapsed, the UPGW request the CN CP to page the UE. The CN CP pages the UE in the (set of) "Tracking Area" where it is registered
-	The value of the UE location freshness timer is determined by the network taking into account the UE subscription.
-	The UE mobility relies on cell reselection, not on network controlled Hand-Overs
Editor's note:  MM states are FFS
Editor's note:  The security aspects related with this solution need to be studied by SA3 . 
The architecture for Data transmission with ConnectionLess RAN-Core interface consists of the following network elements (fig 6.4.8.1-1):
-	User equipment (UE):  
-	Radio Access Network (RAN): 
-	User plane Gateway (UPGW): 
-	Core control plane (Core CP):




Figure 6.4.8.1-1: Architecture to support PDU sessions with Connectionless mode transfer on the RAN-Core interface
The User plane protocol stack is derived from the baseline connection oriented protocol stack with the addition ofUE-RAN layer NG-PDCP slit between lower and upper parts:
-	CLS UP layer(NG-)PDCP Upper: This layer, placed between IP and access stratum, links UE and UPGW, provides encryption and integrity protection between the UE and the network (so including over the radio interface) as well as PDU session identification at RAN and at UPGW level . The (NG-)PDCP Upper UP layer takes care to avoid packets duplication (Sequence Numbering)
Editor's note: It is FFS whether the (NG-)PDCP CLS Upper layer  is identical to the upper part of the (NG-)PDCP / Network convergence sub-layer that is responsible for radio interface user plane security.

-	 (NG-)PDCP Lower: This layer, placed between the UE and RAN, provides PDU session identification at RAN level
-	Core CLS Relay: This layer, placed between the RAN and UPGW, provides relay of the PDU session identification and multiplexing of multiple PDU sessions over a NG3 link between an UPGW and an AN Node. 


Figure 6.4.8.1-2: User Plane Protocol stack for Connectionless mode transfer on the RAN-Core interface



-	GRE: Generic Routing Encapsulation (tunnel protocol). GRE is indicated for illustrative purpose. The actual tunnelling protocol is to be defined by CT groups.
Following layers are to be defined by RAN groups
-	(NG-)PDCP Lower
-	(NG-)RLC: Radio control sublayer (responsible for segmentation and ARQ). 
-	(NG-)MAC: Media Access control (responsible for connectionless access and HARQ). 
-	(NG-)PHY: Physical Access. 
Editor's note: the protocol stack for this solution is FFS
Editor's note: The protocol stacks over NG3 is to be defined together with RAN groups.

[bookmark: _Toc458158255]6.4.8.2	Call flows
[bookmark: _Toc458158256]6.4.8.2.1	Identities
[bookmark: _Toc458158257]6.4.8.2.1.1	UPGW CL SERVICE Id (UCLSI)
UCLSI is used by UE, RAN and UPGW to identify a PDU session with Connectionless mode data transfer on the RAN-Core interface. This identifier contains an Identifier of the UPGW serving the PDU session and a local identifier for a specific connectionless PDU session for a specific UE.  RAN uses UCLSI to derive the UPGW that should handle Data exchanged with the UE .  A UE may be allocated one or more UCLSI on one or more UPGW.
[bookmark: _Toc458158258]6.4.8.2.2	Assumptions
-	The CN CP (SM) has to select an UPGW that supports PDU sessions with Connectionless mode data transfer on the RAN-Core interface. The UPGW selection procedure takes also into account the specific parameters (e.g. security algorithms, compression algorithms,...) proposed by the UE at PDU session set-up
-	The UPGW manages a state per UCLSI
-	REACHABLE: The UCLSI is marked as REACHABLE when the UPGW knows the identity of the RAN serving that UCLSI as the last correctly received UL PDU from the UE has been received by the UPGW via this RAN. The UCLSI REACHABLE state is controlled by a freshness timer at the expiry of which the state becomes IDLE. The Timer is (re)started at the reception of each UL PDU correctly received from the UE on that UCLSI
-	IDLE: The UPGW does not know the identity of the RAN serving that UCLSI. Paging is required to send DL PDU for this UCLSI
-	The RAN is assumed to also run a freshness timer for UCLSI. The Timer in the UPGW is assumed to be shorter than the timer in RAN
Editor's note: It is FFS How to ensure proper co-ordination of the freshness timers in RAN and in Core
[bookmark: _Toc458158259]6.4.8.2.3	Procedures
[bookmark: _Toc458158260]6.4.8.2.3.1	Set-up of a PDU sessions with Connectionless mode data transfer on the RAN-Core interface
This procedure is used to establish PDU sessions with Connectionless mode data transfer on the RAN-Core interface




Figure 6.4.8.2.3.1-1: UE initiated setup of a PDU session with Connectionless mode data transfer on the RAN-Core interface
Pre-conditions
-	UE has previously attached to network, authenticated and obtained master security key.
1	UE uses NAS to request the set-up of a PDU session with Connectionless mode data transfer on the RAN-Core interface. The UE provides the same parameters than for a PDU session working in full Connection Oriented mode but also , includes the supported header compression scheme (if any) and Data ciphering algorithms.  
2	The Core control Plane (SM) authorizes PDU session set-up based on subscription information
3	The Core control plane (SM) selects an UPGW taking into account the header compression scheme (if any) and Data ciphering algorithms supported  by the UE. The Core control plane (SM) chooses a UPGW CL SERVICE Id (UCLSI) that identifies the PDU session and the UPGW and gets from the AUC determines the keys to be used on the user plane link between the UPGW and the UE
Editor's note: The derivation of the keys to be used between UE and UPGW is to be defined at SA3; It should consider the master Key output of the last authentication as well as the UCLSI and the Direction of the traffic. 
4.	The Core control plane (SM) requests the establishment of user-plane for the PDU session in the UPGW. The request includes the related QoS requirement for the PDU session to be established as well as the header compression scheme (if any) and Data ciphering algorithms supported by the UE. Initial Downlink tunnel information is also sent to the User plane functions (e.g. address of the AN node).
5	The UPGW establishes the user-plane for the PDU session and replies to the Core control plane (SM).   The reply contains the finally selected header compression scheme (if any) and Data ciphering algorithms to be used on the PDU session
6	The Core control plane (SM) sends a PDU session set-up response to the UE. The response contains the UCLSI and  the finally selected header compression scheme (if any) and Data ciphering algorithms to be used on the PDU session
7	The UE calculates the key for the security association with UPGW based on the same algorithm and on the same input parameters than used  by the Core control plane (SM) in step 3
8	UE may use the connectionless service to complete the user plane configuration (e.g. Router solicitation / IP address assignment, header compression initiation (if any), etc.)
[bookmark: _Toc458158261]6.4.8.2.3.2	UE connectionless uplink data transfer




Figure 6.4.8.2.3.2-1: UE triggered uplink connectionless transfer
Pre-conditions
-	The UE has uplink connectionless data (a PDU) to send on one of its already established  PDU sessions with Connectionless mode data transfer on the RAN-Core interface.
1	The UE ciphers the PDU to transmit. The UE then puts the previously assigned UCLSI in the CLS UP data header and adds an integrity check signature. 
	UE access stratum may replace the UCLSI with a shorter identifier if available from RAN and UE RAN freshness timer has not expired. The UE sends uplink connectionless data transfer to the RAN.  
NOTE1:	The integrity check signature is to prevent another UE from injecting traffic on the PDU session. It is calculated on the UCLSI, not on any shorter RAN identifier possibly used instead the UCLSI on the air interface   
2	RAN sends ack to the UE.  
	RAN resets UE location freshness timer for UCLSI.  
	The UE resets the UE UCLSI freshness timer. 
3	If UPGW indicated by UCLSI is not known by RAN then RAN sends a request to control plane and the control plane responds with the forwarding information to the UPGW indicated in the UCLSI. 
NOTE2:	This step takes place only for the first user served by the RAN that is handled by a new UPGW.
4	Based on the received UCLSI, the RAN forwards all complete data PDUs with header including UCLSI to UPGW over appropriate transport interface. 
5	Using the UCLSI, the UPGW retrieves the context of the PDU Session.  If such context is not available the UPGW may send a query to the Core control plane (SM). 
6	Using stored key UPGW verifies the integrity check signature and decrypts incoming uplink data. 
	If the Integrity check is negative the UPGW silently discards the data. Otherwise, 
(when needed) The UPGW decompresses the PDU header. 
	The UPGW learns that UE is available on a given RAN (the UCLSI is REACHABLE): the UPGW (re)starts UE location freshness timer for the UCLSI and stores the UCLSI to RAN transport interface mapping.
7	The UPGW forwards the PDU towards its destination 
[bookmark: _Toc458158262]6.4.8.2.3.3	UE connectionless downlink data transfer




Figure 6.4.8.2.3.3-1: Downlink connectionless transfer
Pre-conditions
-	the UE has previously established a PDU session with Connectionless mode data transfer on the RAN-Core interface
1.	The UPGW receives downlink incoming data (a PDU)
2.	The UPGW retrieves the corresponding UCLSI: 
-	if the UCLSI is marked as "REACHABLE", the UPGW uses the last known RAN serving this UCLSI
-	The UPGW compresses the IP header (when needed), encrypts the data and forwards the data and UCLSI over the appropriate downlink RAN transport interface for the UCLSI.
-	The UPGW restarts UE location freshness timer for UCLSI
-	if UCLSI is marked "IDLE" then the UPGW may either drop packet or initiate network page. This behaviour is controlled by a policy received from Core control plane (SM) itself possibly depending on subscription.
-	The UPGW sends a paging request for the UCLSI to Core CP , buffers the data and starts a paging timer.  Core CP triggers the corresponding paging by the RAN. If the page response from UE arrives before the paging timer times out, then the UPGW learns current RAN serving the UE and forwards the data via this RAN. This is further detailed in sub-clause 6.4.8.2.3.4
Editor's note : It is FFS  whether the UPGW checks the UCLSI state of other PDU sessions of the same UE
3.	(assuming UCLSI is marked REACHABLE)  the UPGW forwards the data and UCLSI over the appropriate downlink RAN transport interface for the UCLSI. For any downlink incoming data, RAN matches downlink UCLSI:
-	if UCLSI is known to RAN then RAN transmits the data to UE
-	if UE transfer is successful, RAN restarts UE location freshness timer for UCLSI
-	if UE transfer fails, RAN drops packet, sends NACK to UPGW and deletes its context for theUCLSI
-	if UCLSI is not known to RAN (e.g. RAN previously had UE transfer fail ) then RAN drops the data and sends NACK to UPGW 
-	if UPGW receives NACK from RAN (e.g. the UCLSI was known but transfer failed or UCLSI was not known) then UPGW clears UPGW UE freshness timer and so marks UCLSI as "IDLE"  (the UCLSI is no more associated with any RAN Node).
4	The RAN transmits the data to UE
5	When UE receives connectionless data, it processes the data (re-assembles, decrypts etc.), delivers the data to the application and sends uplink acknowledgement.   UE resets UCLSI freshness timer.
6	If UPGW UE freshness timer for UCLSI expires, UPGW marks UCLSI as "idle"
7	If RAN UE freshness timer for UCLSI expires, RAN deletes UCLSI 
8	If UE freshness timer for UCLSI expires or UE reselects a new cell, UE returns to connectionless idle state and stops monitoring downlink channels for data reception.
[bookmark: _Toc458158263]6.4.8.2.3.4	Paging for UE connectionless downlink data transfer



Figure 6.4.8.2.3.4-1: Paging for UE connectionless downlink data transfer 
1.	The UPGW receives DL data but the corresponding UCLSI context is marked "IDLE" and the policy received from Core CP is to page the UE in that case (step 2 of 6.4.8.2.3.3)
2.	The UPGW notifies the SM that it has no RAN context for DL data related with an UCLSI. SM requests  (Permanent User Id; UCLSI) the Core CPMM to Page the UE corresponding to the UCLSIpermanent UE identifier (IMSI) associated with the UCLSI. The Core CPMM retrieves the the corresponding UE NAS identifier (GUTI like) corresponding to the UCLSIfor paging
3.	The Core CPMM requests the RAN to page the UE and the RAN pages the UE
4.	The UE issues a NAS Page response to the Core CP (MM)
5.	The Core CP sends a NAS Reactivate CLS (UCLSI) to request the UE to reactivate the UCLSI
6.	The UE issues an UL Data request on the UCLSI (per clause 6.4.8.2.3.2). The request contains in the UL CLS data Header the UCLSI as well as an indication that the data is dummy (if the UE has no data to send and chooses to send a dummy PDU). The UPGW drops the data (if it indicated as a dummy data) and updates the UCLSI context: The UPGW starts UE location freshness timer for UCLSI and stores the UCLSI to RAN transport interface mapping
7.	The UPGW restarts the DL data transmission per Figure 6.4.8.2.3.3-1
6.4.8.2.3.5	Mobility support


Figure 6.4.8.2.3.5-1: Mobility support 

1.	The UE and UPGW exchange UL and DL connectionless data
2.	The UE detects cell change while UCLSI remains valid
3.	The UE issues an UL Data request on the UCLSI (per clause 6.4.8.2.3.2). The request contains in the UL CLS data Header the UCLSI as well as an indication that the data is dummy (if the UE has no data to send and chooses to send a dummy PDU). 
4.	Using the UCLSI, the UPGW retrieves the context of the PDU Session.  
4a.	If such context is not available the UPGW may send a query to the Core control plane (SM). 
4b.	The UPGW drops the data (if it was indicated as a dummy data) and updates the UCLSI context: the UPGW restarts UE location freshness timer for UCLSI and stores the UCLSI to RAN transport interface mapping


6.4.8.2.4.6  UPGW Triggered Release and Redirection During UE Connectionless Active Mode




Figure 6.4.8.2.4.6-1: UPGW Initiated Release and Redirection
1.	The UE and UPGW exchange UL and DL connectionless data
2.	The UPGW detects need for session release (security violation, UE traffic profile violation, gateway overload protection, etc.)
3.	The UPGW sends connectionless release request to the Core-CP (SM) with session identifier UCLSI.  The UPGW provides a release cause indication 
4.	The Core-CP (SM) sends connectionless release request to the UE with session identifier UCLSI.  The Core-CP (SM) provides information on the release cause indication and whether or not the network requires that UE request re-establishment of the PDU session 





* * * * Next Change * * * *
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Discussion

 

Void.

 

From 4654 to 5119

 

·

 

Removed GRE and 

k

ept only a big 

CLS Core relay

 

·

 

Showed the archi figure as modified

 

·

 

Updated 

Figure 

6.4.8.2.3.

5

-

1

 

(added “SM” and removed step 5)

 

·

 

Updated 

Figure 6.4.8.2.4.6

-

1  (added “SM” and

 

removed step 5)

 

·
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Proposal

 

It is proposed to modify TR 23.7

99

 

as follows… 
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.
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Solution 

4.8:

 

for Data transmission with ConnectionLess RAN

-

Core 

interface
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.
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Solution Overview

 

The solution aims to cover at least following use cases:

 

-

 

(Massive) IoT UE that may move and need to send sporadic (potentially small amount) data: in this case the UE 

sends data to the NextGen Core via the user plane path without req

uiring more signalling in the network (RAN 

and Core) than the amount of user data to be transferred.

 

Editor's 

n

ote: It is FFS whether the solution applies to other use cases such as Smartphone issuing a regular check / 

polling for notifications of incoming

 

messages / events. 

 

In such situations, the following architectural concepts are proposed in order to support a fast switch from IDLE state to 

a CL

-

data state where data transfer occurs:

 

-

 

The RAN

-

Core interface 

works

 

in 

ConnectionLess (CL) mode 

for UP (U

ser Plane) delivery

: once the PDU 

session has been set

-

up, in order for the UE to be able to send or to receive data no connection dedicated with an 

UE needs to be set

-

up on NG2 or NG3

. 

 

-

 

The service itself is not 

connectionless:

 

-

 

the UE needs to attach,

 

set

-

up PDU sessions, etc

.

 

-

 

When the UE exchanges MM or SM related signalling with the network a NG2 connection is set

-

up. Once 

the MM or SM transaction(s) are over the NG2 connection for the UE is released

 

