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4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. A MTC-IWF may be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:

-
termination of the Tsp, T4 and S6m and Rf/Ga reference points;

-
ability to authorize the SCS before communication establishment with the 3GPP network;

-
ability to authorize control plane requests from an SCS;

-
the following device trigger functionalities:

-
reception of a device trigger request from SCS that includes an Application Port ID used by the UE to route the trigger internally to the appropriate triggering function;

-
report to the SCS the acceptance or non-acceptance of the device trigger request;
-
report to the SCS the success or failure of a device trigger delivery;

-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests; and

-
uses a standardised identifier to allow the UE and the network to distinguish an MT message carrying device triggering information from any other type of messages. 
-
may connect to the SCEF as an AS in order to deliver device triggers as DL user data to the UE using the mobile terminated NIDD procedure.
-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or External Identifier to IMSI;

-
retrieve serving node information for the UE (e.g. serving SGSN/MME/MSC/IP-SM-GW identifier); and

-
determine if a SCS is allowed to send a device trigger to a particular UE.

-
selection of the most efficient and effective device trigger delivery mechanism (T4 or NIDD) and shielding of this detail from SCS based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC/IP-SM-GW identifier);
-
the device trigger delivery mechanisms supported by the UE;

-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
operator defined device trigger delivery policies, if any; and/or

-
optionally, any information received from the SCS.

-
protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs with External Identifier and SCS Identifier and forwarding to CDF/CGF over instance of Rf/Ga; and

NOTE 1:
CDR generation with or without a device trigger indication by other network entities is not precluded by CDR generation by the MTC-IWF.

-
ability for secure communications between the 3GPP network and the SCS.
The architecture shall allow the use of multiple MTC-IWFs within a HPLMN

NOTE 2:
This is useful in particular to maintain service upon single MTC-IWF failure.

4.4.5
SGSN/MME/MSC

SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC includes the following:
-
MME terminates the T6a reference point;

-
SGSN terminates the T6b reference point;





-
may provide SGSN/MME congestion/load information to the MTC-IWF;

-
monitoring event configuration by the SCEF; and

-
monitoring event reporting to the SCEF.

-
The MME and SGSN transfers non-IP data to the UE using a PDN connection to the SCEF as defined in TS 23.401 [7] and TS 23.060 [6] respectively.

-
The MME/SGSN transfers non-IP data to the (IWK-)SCEF.

-
MME may use the CP parameters for deriving the CN assisted eNodeB parameters. The CP parameters received from the HSS are used by the MME as input to derive the CN assisted eNodeB parameter values.

5.2.1
Device triggering procedure over Tsp
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Figure 5.2.1-1: Device triggering procedure over Tsp

1.
The SCS determines the need to trigger the device. If the SCS has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier or using a locally configured MTC-IWF identifier.

2.
The SCS sends the Device Trigger Request (External Identifier or MSISDN, SCS Identifier, trigger reference number, validity period, priority, Application Port ID and trigger payload) message to the MTC-IWF. The SCS includes a trigger payload that contains the information destined for the MTC application, along with the information to route it to the MTC application. The Application Port ID is set to address a triggering function within the UE.

NOTE 1:
The assignment of SCS identifier is out of scope of 3GPP. The SCS identifier should meet the 3GPP / operator requirement. As an example it may be possible to use MSISDN as SCS identifier.

3.
The MTC-IWF checks that the SCS is authorised to send trigger requests and that the SCS has not exceeded its quota or rate of trigger submission over Tsp. If this check fails the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 4.

4.
The MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS/HLR to determine if SCS is authorized to trigger the UE, to resolve the External Identifier or MSISDN to IMSI and retrieve the related HSS stored "Routing information" including the identities of the UE's serving CN node(s).

NOTE 2:
The MTC-IWF may cache authorization and routing information for the UE.  However, this may increase the probability of trigger delivery attempt failures when the cached serving node information is stale.

NOTE 3:
Optionally, mapping from External Identifiers to MSISDN is also provided for legacy SMS infrastructure not supporting MSISDN-less SMS.

5.
The HSS/HLR sends the Subscriber Information Response (IMSI and/or MSISDN and related "Routing information" including the serving node(s) identities, cause) message. HSS/HLR policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS is not allowed to send a trigger message to this UE, or there is no valid subscription information, or "Absent subscriber" is received from HSS and the validity period of this trigger message is set to zero, the MTC-IWF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 6a.

6.
The MTC-IWF attempts T4 trigger delivery procedure according to clause 5.2.2. MTC-IWF may act as an AS and deliver device trigger as DL user data to the UE via SCEF using mobile terminated NIDD procedure as defined in clause 5.13.3. Otherwise, this flow continues with step 7.

7.
The MTC-IWF sends the Device Trigger Report (External Identifier or MSISDN and trigger reference number) message to the SCS with a cause value indicating the trigger delivery outcome (e.g. succeeded, unknown or failed and the reason for the failure). The MTC-IWF generates the necessary CDR information including the External Identifier or MSISDN and SCS Identifier.

8.
In response to the received device trigger, the UE takes specific actions that take into consideration the content of the trigger payload. This response typically involves initiation of immediate or later communication with the SCS or an AS.

5.13.3
Mobile Terminated NIDD procedure

Figure 5.13.3-1 illustrates the procedure using which the SCS/AS sends non-IP data to a given user as identified via External Identifier or MSISDN. This procedure assumes that procedures in clause 5.13.1 is completed.
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Figure 5.13.3-1: Mobile Terminated NIDD procedure

NOTE 1:
The interactions with the SCS/AS (e.g. steps 1 and 6) are outside the scope of 3GPP and are shown for informative purposes only.

1.
If SCS/AS has already activated the NIDD service for a given UE, and has downlink non-IP data to send to the UE, the SCS/AS sends a NIDD Submit Request (External Identifier or MSISDN, SCS/AS Reference ID, non-IP data) message to the SCEF.

2.
If an SCEF EPS bearer context corresponding to the External Identifier or MSISDN included in step 1 is found, then the SCEF checks whether the SCS/AS is authorised to send NIDD requests and that the SCS has not exceeded its quota (e.g. 200 bytes in 24hrs) or rate (e.g. 10 bytes / hour) of data submission. If this check fails, the SCEF sends a NIDD Response with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 3.


If no SCEF EPS bearer context is found, then the SCEF, depending on configuration, may either:

-
send a NIDD response with appropriate error cause value. The flow stops at this step; Or

-
act as an MTC-IWF and perform device triggering towards the UE (using T4 SMS trigger, refer to clause 5.2.2) to establish a Non-IP PDN connection towards the SCEF. In this case, step 6 with an appropriate cause value is executed; or
-
act as an AS and perform device triggering towards the UE (using Tsp, refer to clause 5.2.1) to establish a Non-IP PDN connection towards the SCEF. or
-
accept the NIDD Submit Request, and execute step 6 with an appropriate cause value, and wait for the UE to perform a procedure (see TS 23.401 [7]) causing the establishment of a PDN connection to the SCEF (see clause 5.13.1.2).

NOTE 2:
The duration for which the SCEF may wait for establishment of a PDN connection to the SCEF for the given UE is implementation dependent.

3.
If an SCEF EPS bearer context corresponding to the External Identifier or MSISDN included in step 1 is found, then the SCEF sends a NIDD Submit Request (User Identity, EPS Bearer ID, SCEF ID, non-IP data) message toward the MME/SGSN.


If the IWK-SCEF receives a NIDD Submit Request message from the SCEF, it relays the message to the MME/SGSN.

4.
If the MME/SGSN can immediately deliver the non-IP data to the UE e.g. when UE is already in ECM_CONNECTED mode, or UE is in ECM_IDLE and MME/SGSN is able to initiate paging procedure (see TS 23.401 [7]), the procedure proceeds at step 8.


If the MME/SGSN is aware of the UE being unreachable while using power saving functions e.g. UE Power Saving Mode (see clause 4.5.4) or extended idle mode DRX (see clause 4.5.13), then MME/SGSN sends a NIDD Submit Response (Cause, Reachable for NIDD) message towards the SCEF. The Cause parameter indicates that Non-IP data was not delivered to the UE. The Reachable for NIDD flag indicates that the MME/SGSN will notify the SCEF when the MME/SGSN determines the UE is reachable. The MME/SGSN stores Reachable for NIDD flag in the EMM context for this UE.

5.
The SCEF may send a NIDD Response to the SCS/AS informing of the received results from the MME/SGSN. If the SCEF receives the Reachable for NIDD flag from the MME/SGSN, the SCEF can buffer the non-IP data requested at step 3 based on the configuration.

6.
When the MME/SGSN detects that the UE is reachable (e.g. when coming out of PSM mode by performing TAU, when initiating MO communication etc), or when the UE is about to become reachable (e.g. extended idle mode DRX cycle expiring, MME/SGSN anticipating MO communication pattern for the UE etc), and the MME/SGSN has the Reachable for NIDD flag set, then the MME/SGSN sends a NIDD Submit Indication (User Identity) message towards the SCEF. The MME/SGSN clears the Reachable for NIDD flag from its EMM context.

7.
The SCEF sends a NIDD Submit Request (User Identity, EPS Bearer ID, SCEF ID, non-IP data) message toward the MME/SGSN.

8.
If required, the MME/SGSN pages the UE and delivers the non-IP data to the UE using data transfer via the MME/SGSN procedure as described in clause 5.3.4B.3 of TS 23.401 [7]. Depending on operator configuration, the MME/SGSN may generate the necessary accounting information required for charging.

9.
If the MME/SGSN was able to initiate step 8, then the MME/SGSN sends a NIDD Submit Response (cause) message towards the SCEF acknowledging the NIDD Submit Request from SCEF received in step 3 or step 7. The SCEF confirms the non-IP data transfer towards the SCS/AS.

NOTE 3:
The successful result does not imply the data is successfully received at the UE, but just the MME/SGSN has sent the non-IP data in NAS signalling to the UE.
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