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Captures the work-task description for KI#12
In the SA2 NextGen TR, security should be handled as a function impacting the architecture for aspects like mobility management and session management. SA2 TR can make assumptions regarding how security is part of the system, but SA3 has the final responsibility of security/authentication/integrity protection/confidentiality etc. SA2 should focus on stabilising aspects of architecture work that allows SA3 to make decisions under their responsibility.
	Key Issue: Authentication Framework (SEC)

	Work Task ID
	Work Task
	Work Task Description

	SEC_WT#0
	Security Architecture Framework
	· Provide overall architecture.  This allows SA3 to provide security framework and overall security architecture as per SA3 study item.
· Minimize access dependencies. 
· Common aspects for WT#1 through WT#5 captured here. Flows in WT#1 through WT#5 can refer to this section.
· Consider single network slice scenario only in WT#1 to WT#8 section.

	SEC_WT#1
	Authentication and Key Agreement
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Provide details of transport aspects for security signaling, eg EAP or ??: 

	SEC_WT#2
	User Identity Confidentiality 
	· Where are functions located, AN and/or CN and whether on some specific NF.
· What identities are used/available that need confidentiality. 

	SEC_WT#3
	ME Identity checking
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Checking of ME Identity

	SEC_WT#4
	System signaling protection (integrity/ciphering) 
	· Where are functions located, AN or CN and whether on some specific NF.
· Consider if AN and CN signaling needs separate protection.
· Are there signaling connection to multiple NFs from UE that need integrity/ciphering?
· 

	SEC_WT#5
	User data protection (integrity/ciphering)
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Consideration also case of CP/UP NF separation, as applicable.
· 

	SEC_WT#6
	Non-3GPP Access
	· Where are functions located, AN and/or CN and whether on some specific NF.
· For WT#1 to WT#5, capture any specifics/adaptation for Non-3GPP access based on architecture for integration of non-3gpp accesses. Minimize access dependency 

	SEC_WT#7
	Security handling at CN NF change, e.g due to mobility
	· How established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility. 
· Consider both 3GPP and non-3GPP access. 

	SEC_WT#8
	Small Data Considerations
	· Provide deltas and considerations for small data handling here for WTs above.

	SEC_WT#9
	Multiple slice aspects 
	· Consider multiple slice aspects of the above WTs in here.

· 
Are there separate keys for different slices, and does UE have multiple of them?: 

	SEC_WT#10
	Provision 3GPP Credentials to IOT Devices
	· Support the remote provision of a UE that has not been pre-provisioned, with its 3GPP subscription credentials. 


Proposal

***** Start of Change # 1 *****
5.12
Key issue 12: Authentication framework

5.12.1
Description

The authentication function is responsible for the authentication of the identity (e.g. user identity) that is presented to the network, when a UE requests to receive service(s) from the next generation network.

Editor's note:
Whether additional entities different from UE would be considered is FFS depending by consolidation of SMARTER requirements.

NOTE 1:
The UE in the scope of this key issue are assumed to possess credential. How these credentials are provided is out of scope of this key issue. 

This TR work focuses on identifying the high level architectural aspects of authentication. The work will be verified with RAN for the network functionalities residing in RAN and with SA WG3 responsible the detailed definition of solution addressing security and threats.

The authentication functionality shall efficiently and adequately support the following:

-
Next Generation network should be capable to support various subscriber identity types as defined by SMARTER TR 22.891, TR 22.861 [4], TR 22.862 [5], TR 22.863 [6] and TR 22.864 [7], for example IMSI and other subscriber IDs such as URI e.g. for MTC UEs. In addition some UE may also be getting connected to the network via intermediate nodes.

-
to support roaming scenario.

The solution for this key issue will study the following aspects:

-
identify whether and how authentication function supports connectionless and connection based service.

Editor's note:
Connectionless based service is considered in SMARTER TR 22.891 clause 5.40 as service where there is no need to establish and teardown connections when small amounts of data need to be sent. The system will therefore accept data transmission without a lengthy and signalling intensive bearer establishment and authentication procedure. The definition within the context of this TR is FFS.

-
identify how authentication solution efficiently and adequately supports (for example in terms of scalability of security signalling traffic, new types/formats of subscriber identities, etc.,) different kinds of scenarios and applications, for example, massive deployment mIoT with low activity, UE supporting MBB service, vertical services, etc.

-
whether and how UEs are authenticated per network slice or for multiple slices.

-
authentication in roaming scenario.

-
how established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility.

5.12.2
Work Tasks

	Key Issue: Authentication Framework

	Work Task ID
	Work Task
	Work Task Description

	SEC_WT#0
	Security Architecture Framework
	· Provide overall security architecture.  This allows SA3 to provide security framework and overall security architecture as per SA3 study item.
· Minimize access dependencies. 
· Common aspects for WT#1 through WT#5 captured here. Flows in WT#1 through WT#5 can refer to this section.
· Consider single network slice scenario only in WT#1 to WT#8 section.

	SEC_WT#1
	Authentication and Key Agreement
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Provide details of transport aspects for security signaling, 

	SEC_WT#2
	User Identity Confidentiality 
	· Where are functions located, AN and/or CN and whether on some specific NF.
· What identities are used/available that need confidentiality. 

	SEC_WT#3
	ME Identity checking
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Checking of ME Identity

	SEC_WT#4
	System signaling protection (integrity/ciphering) 
	· Where are functions located, AN or CN and whether on some specific NF.
· Consider if AN and CN signaling needs separate protection.
· Are there signaling connection to multiple NFs from UE that need integrity/ciphering?
· 

	SEC_WT#5
	User data protection (integrity/ciphering)
	· Where are functions located, AN and/or CN and whether on some specific NF.
· Consideration also case of CP/UP NF separation, as applicable.
· 

	SEC_WT#6
	Non-3GPP Access
	· 
· For WT#1 to WT#5, capture any specifics/adaptation for Non-3GPP access based on architecture for integration of non-3gpp accesses. Minimize access dependency 

	SEC_WT#7
	Security handling at CN NF change, e.g due to mobility
	· How established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility. 
· Consider both 3GPP and non-3GPP access. 

	SEC_WT#8
	Small Data Considerations
	· Study security considerations related to small data traffic handling.

	SEC_WT#9
	Multiple slice aspects 
	· Consider multiple slice aspects of the above WTs in here.

· 
Are there separate security contexts for different slices, and does UE have multiple of them?: 

	SEC_WT#10
	Provision 3GPP Credentials to Devices
	· Support the remote provision of a UE that has not been pre-provisioned, with its 3GPP subscription credentials. 
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