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1. Introduction


2. Proposal
It is proposed to add the following solution to the TR 23.799 “Study on Architecture for Next Generation System”.
[bookmark: _Toc439686353][bookmark: _Toc439745371][bookmark: _Toc316022751]>>>Start Changes<<<<
[bookmark: _Toc449517761]6.3.5	Solution 3.5: Stateless Context Management for Data Network Sessions
This solution applies to key issue 3 on Mobility management, but addresses also aspects of key issue 4 on session management.
[bookmark: _Toc449517762]6.3.5.1	Architecture description
The solution proposed in this document applies to both mobility management and session management.
The solution introduces the concept of a Context Cookie. The Context Cookie is assigned by the 5G system to the UE once the UE has successfully connected to the network (e.g. established a MM context, and optionally an SM context) and has been authenticated by the network. The Context Cookie is used by the UE, after a period of inactivity during which the network "releases" the UE context, to enable the 5G system to reconstruct the state when the UE connects (e.g. becomes connected and sends small data) without having to continuously maintain state in the network between instances of connectivity (or small data connectionless transactions).
The Context Cookie is applicable depending on the device type and/or service type the UE is connecting to, based on network policies.
The Context Cookie contains at a minimum the following information:
-	A UE identifier, to enable the network to identify the UE.
-	The UE security context in the AN (if any), to enable the network to e.g. either re-establish the UE context or decrypt the payload sent together with the Context Cookie.
-	UE context information established during attachment and session setup (this may include an identity of the entity that generated the cookie).
-	An expiration time set by the 5G system which limits the lifetime of the Cookie (i.e. prevents permanent reuse).
Editor's note: The exact content of the Context Cookie is FFS and depends on the specific scenario in which the Context Cookie is used.
The Context Cookie contains a representation of the UE context sufficient so that the network does not to have to maintain a full copy of the UE context.
Editor's note: It is FFS how the cookie size can be minimized and/or optimized for different usage scenarios, e.g. transmission of single PDUs versus PDU bursts).
Editor's note: It is FFS whether it is possible to avoid maintaining any UE specific context information in the AN and CN.
With this solution, the UE can perform transition from idle to connected for small data transfers (e.g. a single PDU) without requiring the UE to transition to connected mode and without any MM/SM signaling, and without requiring the network to maintain a full context for the UE. The UE can also use the Context Cookie to transition from idle to connected without requiring the network to maintain a full context for the UE. In such case, The the UE uses the Context Cookie at the first time it transitions to connected state.
Editor's note: It is FFS whether the UE needs to transition to connected state when it has a single or a small number of PDUs to transmit and whether the cookie needs to be renewed in that case.
It has to be noted that, in order to ensure correct behavior of this solution, the Context Cookie needs to be secure.
Editor's note: The security aspects of this solution need to be studied by SA3. However, security requirements for the solution are described here.
Specifically, a secure Context Cookie must:
-	enable protect the privacy of the context information.
-	protect the integrity of context information.
-	be bound to a device, i.e. not transferrable.
-	be impossible to be modified and manipulated by a device.
-	verifiable by the network when provided by the UE.
-	enable the network (AN or CN) to identify the entity that created the cookie to enable cookie verification.
Editor's note: It is FFS whether the context information privacy can be achieved if the cookie is protected using keys that are not per-UE.
The Context cookie Cookie operates on a similar principle to HTTP cookies, in that the network provides the UE with an encrypted context to use when connecting to the network.
The Context cookie Cookie can be established and later verified by the network (AN or CN) based on security mechanisms that are not per-UE (e.g. per-AN keys), without the need for the network (AN or CN) to maintain any per-UE context. e.g. a secure Context Cookie is generated by a network function based on information (e.g. security keys) maintained by such the network function (e.g. security keys only known to the network function), and applied to all UEs for which the network function create a Context cookie Cookieto protect the cookies and to later verify them. No centralized entity is required for cookie creation and verification.
Editor's note: The mechanisms for Context Cookie creation for network sharing is FFS.
Editor's note: The interaction between roaming and the creation and usage of Context Cookies is FFS.
Editor's note: It is FFS whether the context information privacy can be achieved if the Context Cookie is protected using keys that are not per-UE. This should be established based on SA3 security analysis of the solution.
The use of the Context Cookie enables connectionless based services as defined in SMARTER TR 22.891 (clause 5.40), since when the transfer of small amounts of data needs to take place, the Context Cookie enables the data transfer without requiring the establishment and teardown of connections, and enables the 5G system to accept data transmission from the UE without a lengthy and signalling intensive bearer establishment and authentication procedure since the UE context is verified and possibly re-established, depending on the functional description below, based on the Context Cookie. The Context Cookie can be generated as a:
-	CN Context Cookie: the CN Context Cookie is allocated by the CN to the UE upon attachment and (possibly) session establishment with the network. It contains CN-specific context information.
-	RAN Context Cookie: the RAN Context Cookie is allocated by the RAN to the UE upon attachment and (possibly) session establishment with the network. It contains RAN-specific context information (e.g. AS context).
-	Single Context Cookie: the Single Context Cookie contains both RAN and CN context information.
Editor's note: Whether the Single Context Cookie is a concatenation of the CN Context Cookie and the RAN Context Cookie requiring two separate verifications (respectively in CN and RAN), or a single piece of information with a single verification is FFS and depending on the design of MM and SM solutions.
Editor's note: Whether single CN Context Cookie is sufficient for different CN control plane functions or multiple CN Context Cookies are needed and its management, e.g. how to provide and update different CN Context Cookie, are FFS.
Editor's note: The solution described here assumes a single network slice in terms of RAN Context Cookie and CN Context Cookie. How this applies to multiple slices is FFS and depends on the solution for network slicing.
A RAN Context Cookie is applicable to mobile originated PDU transmissions.
Editor's note: It is FFS whether the CN Context Cookie can enable mobile terminated PDU transmission or device triggering.
A solution adopting solely the CN Context Cookie already enables the support of large numbers of devices that infrequently transmit Mobile Originated data by reducing the amount of context maintained in the CN for such devices and by minimizing the amount of MM and SM signalling required to re-establish connectivity and transmitting data. When completed with a RAN Cookie, this solution provides a complete solution for optimizing the management of a large number of devices that transmit Mobile Originated data infrequently, since no status in RAN or CN needs to maintain when the devices are not active.
If a UE attempts to use a Context Cookie after the expiration of the cookie, or if the network has locally revoked the Context Cookie authorization, the UE request is rejected and the UE has to re-established connectivity as in the case of an initial attach.
The solution can build on the concepts developed for small data transmissions in EPC. As an example, an entity as the C-SGN (CIoT Serving Gateway Node) of the EPC architecture can be envisaged also for the NextGen architecture for CIoT deployments (e.g. a network slice dedicated to CIoT) to handle devices with small data transmissions. The solution based on Context Cookies is anyway orthogonal to the solutions for CIoT.
6.3.5.1.2 Support of CIoT User Plane Optimizations
In EPC, CIoT user plane optimizations have been defined. In such mechanism, when the UE goes to IDLE mode the eNB stores the Resume ID of the UE and the bearers and security context of the UE. 
In this solution, it is assumed that similar optimizations will be adopted in the 5G NextGen system for the 3GPP RANs. It is proposed that if the UE is attached to the NextGen network and both the UE and the network support CIoT user plane optimization, when the UE goes to IDLE mode the AN stores only the Resume ID for the UE. The AN creates an AN Context Cookie for the UE containing the radio-related information and the security context of the UE, delivers the AN Context Cookie to the UE and release the UE context while maintaining the Resume ID. 
 
[bookmark: _Toc449517763]6.3.5.2	Function description
Editor's note: The function description below considers the transfer of data on the user plane. However, as it was done for CIoT, control plane optimizations can also be consider to transfer small data over the control plane.
The following procedures define the establishment, delivery, and use of the Context Cookie.
Editor's note: The mechanisms for updating and/or generating new Context Cookies (e.g. after the UE re-establishes connectivity to send a small data burst and the UE has moved location within the network) are FFS.
[bookmark: _Toc449517764]6.3.5.2.1	Connection Establishment using CN and RAN Cookies
The connection establishment and Context Cookie establishment is defined as follows:


[bookmark: _MON_1398783012]
Figure 6.3.5.2.1-1 Connection Establishment using Context Cookies
1.	The UE establishes a Mobility Management (MM) context via MM procedures with the CP-CN Function via upon successful authentication.
2.	The UE may also establish a SM context.
Editor's note: Whether an SM context is created for small data transfer UEs depends on the solution developed for such devices and services and on the solutions designed for session management.
Editor's note: The CP-CN Function can be a node similar to the C-SGN of the EPC architecture, i.e. a function that minimizes the number of physical entities by collocating entities in the control and user planes paths.
3.	Either during the MM and SM context establishment, or in a separate procedure, a context cookie is generated and delivered to the UE: 
3a.	The AN and the CN interact to generate a Single Context Cookie using AN-specific and CN-specific information to create a secure Context Cookie, and deliver it to the UE.
3b	If only a CN Context Cookie is used, the CN generates a CN Context Cookie for the UE (containing MM context information and, if one was created, SM context information), using CN-specific information to create a secure Context Cookie.
3c.	If only a RAN Context Cookie is used, a control plane functionality in the RAN, which establishes and maintains the RAN context for the UE, generates a RAN Cookie for the UE using AN-specific information to create a secure Context Cookie, and provides it to the UE.
The UE stores the CN Cookie Context, and may become idle.
[bookmark: _Toc449517765]6.3.5.2.2	Small Data Transfer with Cookie-based context verification


[bookmark: _MON_1398782929]
Figure 6.3.5.2.2-1 Small Data Transfer with Cookie-based context verification
After a certain period of UE inactivity, or e.g. after a small data transfer, the network maintains no context for the UE:
1.	When the UE needs to send uplink data, e.g. for small data transfers or short bursts of data, the UE provides the RAN Context Cookie or the Single Context Cookie to the network to enable the network to re-establish the context. In case of multiple packet transmissions, the UE needs to provide the Cookie only one time, e.g. piggybacking them in the first PDU. The UE uses best effort transport (e.g. a default bearer) to transmit the PDUs.
2.	The UE may also establish a SM context upon receiving the Context Cookie, in order to cater for scenarios where the UE may have moved from the original location where the Context Cookie was created, determines if it is capable of verifying the Context Cookie (e.g. the Context Cookie was generated by the functional entity that receives it). If not, it requests the Context Cookie verification from the functional entity that generated it, otherwise it directly verifies the Context Cookie. Upon successful verification, the network accepts the UE PDU and transfers it according to the context information without re-establishing the full context. The UE only provides the cookies in the initial PDU. When the UE becomes idle, the network then releases the context information again.
3.	The network may create and deliver a new Context Cookie to the UE. This may happen e.g. due to the UE mobility (e.g. the UE may have moved between different areas of an AN or to a different AN).  
Editor's note: The AN forwards the CN Context Cookie and the PDU to an entity similar to the EPC C-SGN (CIoT Serving Gateway Node) that would verify the cookie and transmits the PDU.
Editor's note: It is FFS when the network generates a new Context Cookie, e.g. to deal with mobility scenarios.
[bookmark: _Toc449517766]6.3.5.2.3	Small Data Transfer with Cookie-based context re-establishment
In this example, it is assumed that the UE SM context is established before the UE becomes idle, and that it involves the establishment of a PDU Session connected to a data network via an UP-GW.


[bookmark: _MON_1398782717]
Figure 6.3.5.2.3-1 Small Data Transfer with Cookie-based context re-establishment
After a certain period of UE inactivity, or e.g. after a small data transfer, the network maintains no context for the UE:
1.	When the UE needs to send uplink data for longer data transfers, the UE sends a Resource Establishment Request containing the Context Cookie.
2.	Upon receiving the Context Cookie, and in order to cater for scenarios where the UE may have moved from the original location where the Context Cookie was created, the network determines if it is capable of verifying the Context Cookie (e.g. the Context Cookie was generated by the functional entity that receives it). If not, it requests the Context Cookie verification from the functional entity that generated it, otherwise it directly verifies the Context Cookie. Upon successful verification, the network re-establishes the UE context. This may include, for IP data transfers, re-establishing context in the AN, the CP-CN Function(s) and in the serving UP-GW, including QoS based on the UE context stored contained in the cookie.
3.	The UE transmits the PDUs. 
4.	The network may create and deliver a new Context Cookie to the UE. This may happen e.g. due to the UE mobility (e.g. the UE may have moved between different areas of an AN or to a different AN) or expiration of the Context Cookie. When the UE becomes idle, the network then releases the context information again.
[bookmark: _Toc449517767]6.3.5.2.4	Connection Suspension and Cookie Generation for User Plane CIoT Optimisation 
When the AN Context Cookie is applied to User Plane CIoT optimizations, the AN Context Cookie is generated and provided to the UE during the procedure to suspend the connection if the UE and the network support User Plane EPS Optimization.

[bookmark: _MON_1398782530]
Figure 6.3.5.2.4-1: AN initiated Connection Suspend procedure with AN Context Cookie.
1.	The RAN initiates the Connection Suspend procedure to the CN-CP Function to indicate that the UE is suspending the connection. The AN may provide additional mobility management.
Editor’s Note: the exact information the AN provides to the CN-CP Function depends on the solution for mobility management. 
2.	The CP-CN Function may release some CN resources (e.g. user plane resources). The CP-CN Function does not release the UE context. User plane resources and related information necessary to reach the UE for mobile terminated traffic (e.g. for paging) are maintained.  
Editor’s Note: the exact CP-CN behaviour in terms of managing user plane resources (e.g. tunnelling, packet forwarding, etc.) when the UE suspends a connection depends on the solution design for mobility management, session management and session connectivity in NextGen system.
3.	The CP-CN Function informs the AN that the connection suspension can proceed. 
4.	The AN generates an AN Context Cookie and sends signalling to the UE to suspend connection, including the AN Context Cookie. The AN maintains the UE Suspend ID but releases the UE radio-related information (e.g. radio bearers) and security contexts.
6.3.5.2.5	Connection Resume for User Plane CIoT Optimisation 
This procedure is used by the UE to resume the connection if the UE and the network support User Plane Optimization.

[bookmark: _MON_1398782301][bookmark: _MON_1398782386][bookmark: _MON_1398782393][bookmark: _MON_1398430413][bookmark: _MON_1398782038]
Figure 6.3.5.2.5-1: UE initiated Connection Resume procedure with AN Context Cookie.
1.	The UE triggers the connection resume procedure with access stratum signalling and provides the Resume ID and the AN Context Cookie.
2.	The AN verifies the AN Context Cookie and re-establishes the UE context based on the radio-related and security information in the AN Context Cookie. 
3.	The AN sends a Resume Request to the CP-CN Function to resume the connectivity. 
4.	The CP-CN Function re-establishes the resources for transferring data and confirms he resume to the AN. 
5.	The CP-CN Function confirms the resume to the AN.
6. 	The AN confirms the resume to the UE.
7. 	The uplink data from the UE can now be forwarded by the AN to the core network. 
6.3.5.2.6	Support of Scheduled Mobile Terminated Communications
This solution applies to devices which only have scheduled mobile terminated communications (e.g. when the device is preconfigured to receive data at specific times).
Note: in scheduled mobile terminated communications a device may connect to the network even when no MT data needs to be transmitted.  
In this scenario, the network generates an AN Context Cookie and a CN Context Cookie, or a Single Context Cookie, containing the whole UE context for the AN and the CN. When the UE goes into idle mode, from the point of view of the core network the UE is detached since no context is maintained in either AN or CN. 
When mobile terminated communications are scheduled, the UE performs a context re-establishment procedure by providing the Context Cookie(s) provided by the network when the UE went idle. The context re-establishment includes e.g. selection of user plane functions (e.g. UP-GW) and IP address allocation.
Mobile originated communications take place as in the previous cases. 
6.3.5.2.7	Support of Unscheduled Mobile Terminated Communications

In order to enable delivery of unscheduled mobile terminated communications, the network maintains a minimum context in the core network sufficient to enable the delivery of (an) initial PDUs and trigger UE reachability procedures (e.g. paging in case of RAN). 
[bookmark: _GoBack]Editor’s Note: the exact content of the context maintained in the network in terms of context information and user plane resources depends on the solutions for mobility management, session management, QoS and session continuity. E.g., some context in a user plane function and either SM or MM function are maintained to enable the delivery of (an) initial PDU. 
The network generates an AN Context Cookie and a CN Context Cookie, or a Single Context Cookie, containing the AN context and the remaining CN context to enable the UE to provide information to allow the network to re-establish the full context.

6.3.5.3	Solution evaluation
Editor's note: This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.

>>>End of Changes<<<<
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