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1. Overall Description:

SA3 would like to thank SA2, RAN2 and RAN3 groups about clarifications on the RRC Resume questions and further clarifications on the RRC Suspend and RRC Resume procedures and assumptions. SA3 made further progress to specify security procedures to support RRC Suspend and RRC Resume.
To RAN2: RAN2 asked clarifications to SA3, and given below are SA3 answers.

Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

Answer: Integrity protection is required, ciphering of these messages is not required.
Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

Answer: In SA3’s opinion the input to the MAC calculation need to contain only the target Cell-ID, from a security point of view. Other possible input parameters are left for RAN2 to decide as was done in Rel-8, If RAN2 decides to use the same input parameters as in Rel-8, then it would be desirable to differentiate the ShortMAC-I of RRC connection re-establishment (Rel-8) from ShortMAC-I of RRC connection resume with some differentiator in the MAC calculation, e.g. by using a constant value "resume". It would be desirable to also use a different name, e.g. ShortResumeMAC-I. 
In addition, SA3 would like to point out that the UE ID part of the Resume ID assigned by the eNB shall be different in consecutive suspends of the same UE. This is to avoid tracking of UEs based on the Resume ID.
To SA2, RAN3/2: SA3 would like to seek further clarification, on the context clean up of RRC Suspended state, if a UE that entered in to RRC Suspended at an eNB, does a regular ‘Service Request’ at a different eNB without including its Resume ID. In this case, only the MME would be able to identify the existing RRC Suspended context of the UE at the old eNB. Unless MME initiates a cleanup, such stale RRC Suspended contexts can proliferate. It was not clear to SA3, whether this case is already addressed.
The agreed CR from SA3#83 is attached.
2. Actions:

To  SA2, RAN2, RAN3 groups.

ACTION: 
1) SA3 requests SA2, RAN2 and RAN3 to take the above information into account. Please keep SA3 informed about the further progress of this feature.
                  2) Please also answer the clarification question above on the context cleanup and provide feedback on the MAC calculation parameters.
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